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This thesis was motivated by a need to provide the 
military staff deception planner with a bridge between the 
formal planning steps outlined in field manuals and the 
execution of tactical operations supported ty deception. The 
thesis conforms to printed Lepartment of the Army docth 
closely as possible. The U.S. Army division level is uw j 
establish the context for the integration of deceot ten bh p 
tactical operations. 

Deception must be recognized as a necessary and desirabie 
part of every tactical operation because it leads to summ 
and acts as a Soe mnu Db pen A  success?^ul tog pmiE 
magnifies the combat power of the deceiver aad vroduces a 
tactical advantage. The synergistic effect which can te 
gained through integration of all of the combat porer m sau 
pliers adds to fire and marevver ts proctuce ar ircrease ia 
force effectiveness. 

The objective of this thesis ís to provide inforra tica 
the nature of cperaticna] decepiion in a form that may SEED 
in the planning and execution of dede TE operations av EE 
DSe Army division revelo 

Tre thesis formulates a theory for operational mili tage 
deception based On a5 empirical enalysis cf deception cases, 


coverage of selected historical examples, an! a synopsis 


D 


Of previous work done at the strategic level. The theory 
will draw Heavily on the results of a joint investigation of 
Strategic military ceception done at the Naval  Postzreduate 
eemool by a"rultidisciplinary research groun. The seven 
studies at the Naval Postgraduate School focused on the 
application of game, communication, organization, and systers 
theory as well as decision-making and vercevtual are ccgni- 
tive processes. The IEEE S approach will be 
applied to tactical military deception within the frareworx 
Acne existing division force structure. 

The thesis includes a presentation of background material 
followed by a theoretical analysis of the deception process 
and an empirical analysis of deception case studies. Coni lu- 
sions will te drawn from both the theoretical arslysis ard 
the empirical analysis. Mie Tindaleseetica wilt agacluce a 
mecoammencdation which applies the conclusiors to form a theory 
Por tactical deception as ít right be applied at tre division 
EIU The theory will ocus on cornend and staff functions, 
a layered planning process, and a detajled execution precess 


which is based on the author's personal erperi2@nce. 


J. 


II. DECEPTION IN GENERAL 


Tactical deception planning in the typical U.S. Army 
division is based on hiding the real and displaying the 
false. Every division has standing operations procedures for 
Operations Security (OPSEC) which are designed to hlde the 
real. Almost every offensive operation has = S"pDporting 
attack which diverts the enemy’s attention because it begins 
before the main attac. The svppvorting attack displays the 
false. Veception for the defense is even easier as the enemy 
does not know if you plan to defend in place at the nice EE 
or fall back to the cther side of the river. 

This section of the thesis provides ¿information cra 
is known about ceception in general in an effort tc Show n 
tactical ¢eception requires more then a bDandaic apnrlicatian 


Of “Sitplictic train se 


As PRCPOSTTIONS ON) MIBITALY Deen tie. 

In early 1979 a mrultidisciplinary researen serous at MD 
Naval Postgraduate Scnool began a joint investigatio. o? 
deception. The group's intent was to illurinate tre nature 
o? deception, its processes, and factors that condition sem 


one resorts to and succeeds at deception [Pef. 1]. 
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ii 
result of that investigation is an exceilert summary of what 
is kncwn atout deception. The groups effort resulte? IM 


publication of the book, Strategic es 


IC 
t 
p^ 
ha 
pd 
ct 
oN) 
-4 
< 

I3 

Ho» 

Rees 

150 

Jct 

wu 

[o 

lcs 


— p e a — ll 


was edited by Donald C. Daniel and Katherine IL. Herbig. 
Chapter one of that book presented concepts and prepositions 
that would serve asa basis for formulating a theory of 
deception [Ref. 2]. A compressed version of information 
BHurable in that chapter establishes a common level of 
understanding of déception. 
1. Goals for Teception 

Deception is the deliberate risrepresentation o* 
reality done to gain a competitive adventage [Tef. 3]. 
Misrepresenting reality həs both a positive en3 e négative 
side. The negative side of deception is the protectio" of 
certain portions of the real operation and plans for future 
operations. This is called cover and it is enforced hy 
security measures [Ref. 4]. The enemy atterpts to break that 
cover and learn what you do not want him to learn. The enen; 
will continue his attempts “nite learns everything or 
until he runs out of time. In military terms, the commander 
and his staff prepare a list of Essential Fierents of 
Friendly Information (FEFI) that rust be preteutel. nse 
MIS t may be very similar to the enemv's list ef Priori- 
ty Intelligence Requirements (PIP) which is what he is 
attemrting to learn. 

The positive side of deception is the presentation of 
the false tale, the deveption story. MMemaeception story 
leads the enemy away from the truth by providing clues that 


can answer the enemy’s PIR. If the enemy accepts the clues 


as valid, he may form the wrong conception of reš bity- TEE 
wrong conception should lead the enemy to place his forcesmak 
a disadvantage. Deception should be done to achieve a 
desired reaction from the enemy.  [Ref. £] 

Daniel and Herbig expressed the view that. ‘to be 
labeled deception an act must be done to gain a competitive 
advantage. This means, in effect, that there are three zoals 
in any deception. The immedjate aim is to condition the 
targets beliefs; the intermediate aim is to in?luenzcmthreo 


^" 
- 


target's actions; and the ultimate aim is Tor tie dece 
to benefit from the target’s actions [Pef. €]. The tkree 
goals must be kept in mind while planning any deception so 
that the cperation is properly designed toward the ultimate 


aim. 


Daniel and Herbig distinguished two variants pf 
deception that procuce somewhat different effects and operate 
in different ways. The more simple of the variants,  terned 
“ambiguity-increasing or "“4-type,” confuses the tarset so 
that the target is unsure as to what to believe [Fef. 7]. 
The more complicated variant, termed “misleading” or ~- 
type, reduces ambiguity by buildine up the attractiveness of 
one wrong alternative [Ref. 8]. 

The relative values cf tne two variaats can ve shown 
dy a Simple one-on-one model of a battle between two forces, 


blue and red. The model requires the capability for blue and 


D 


red to be visible to each other in order for the killing shot 
to be delivered. Deu rceMUhYXUEdeltiveres the first tilling 
shot wins the battle. Blue attempts an “M-type” deception by 
displaying a dummy that appears more real than blue himselí, 
Red sees blue and the blue dummy and fires at the durry. 
Flue fires at red and wins the battle. If the blue Gummy 
degenerates to the point where it no longer looks tetter tkan 
blue or if the original decepticn was based on an idertical 
dummy, the deception is A-type’. Red has only a fifty 
percent chance of pickiag the correct target while blue has 
only one target. Blue still has a significant  advantaze. 
Red might delay firing until he gets close enough to tell the 
mummy from the correct target, brut doing so would rrevice 
mes tne Opportunity to fire first. Deniel anc Plerbig tan- 
cluded that, “deceptions planned to mislead a terest irtc 
choosing one posSibility may degenerate and instead increase 
KI Uy If the target resists or postpones making the 
choice the deceiver intends. "Ref. €) 
3. The Tecevtion Target 

Tactical deception flows from the commander who ini- 
mates the deception to the commander who receives the decep- 
pons The deception is channeled through the plenners exc 
Brplementers On the deceiver sice to the information gatrer- 
ing and proceessing forces on the recéiver side. Daniel end 
Herbig do an excellent job in presenting the conceptual flow 


Samm: Ormation from the deceiver to the tarzet. 
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The deception target ls the enemy “conp-coce De 
primary deception goal is to predispose the enemy comm r n 
to make the desired decision, but it is impossible to relieb- 
ly predict individual behavior reactions. The deception is 
possitle because patterns cf behavior are predictatle in 
acturial terms. The patterns of behavior can be predicted 
not only for the enemy commander but also for the entire 
organization which provides the information used in ihe R 
mand decesion. [Ref. 12] 

Daniel and Herbig found recently declassified iocu- 
rents which provided an interesting startinz point for 
addressing factors conditioning success. One docurent was 
written by a deception planner working with the Suprere 
Peadquarters Allied Expeditionary Forces (SPAEF) and the 
other was written by German General of. Infantry in World Var 
II, Fans von Greiffenberg. They revealed that sxperienced 
deceivers on either side of the con:liíct durite S 
second World War were in agreement on metnois for Gecepticn. 
The two reports were designed to offer advice for ?uture use 
of deception. The reports revealed similar conclusiozs a DE 
how tc succeed at deception. The documents provided times 
useful categories: (1) secrecy, organization, ard coordina 
tions (2) plausibility and confirmation; aad (2) adanta- 
bility (Ref. 11]. Daniel and Ferbig adéea a fourth cate- n, 


which was applicable to operational and tacticel Cecep tom 


the prepositions of the target [Ref. 12]. The author of this 
thesis adds a fifth category which is the use of the initia- 
tive. All five categories seem to be imrortant in the ceter- 
mination of deception success. 
a. Secrecy, Organization, and Coordination 
Taniel and Herbig observed in Stratezic Military 

Deception that toth the SHA®F planner ani von Greiffentere 
agree strongly that "knowledge that cover aad deception is 
(sic) being employed must be denied the eaemrv' . If the 
Strictest secrecy is not observed," says von Greiffenberg, 


"all deception projects are condemned to failure fror the 


very start. |  Leceiving one/s own troops for the sake of 
security, he adds, ‘is @ normal byproduct cf deception” 
[Ref. 13]. 


Panel and Herbig wrote that the two Ww II len~ 
ners argued that deception rust be well orsrerizec and well 
coordinated else leaks may occur and deception unravel. They 
are well organized when there is detailed preparation,” 
where even seeming trifles are not overlooke2. They are 
well coordinated when cirected fror one central point - thet 
being the hignest hé€edquarters controlling operaticnal ferces 
directly benefiting forr the deception [Ref. 14!. 

D Pausi bility orador Tation of the Lie 

The SFAEF and von Greiffenberg docurents present 

EE Dco rIncipheswposthe etfect that tae lie must te 


plausible. To achieve this, they recormended, tre lis be 


woven into a skein of truth and confirmed by rore than TEENE 
source." [Ref. 15] Von Greiffenberg wrcte that the deception 
"must be brought into harmony with the overall situation. 
[Ref. 16] It must be noted that plausibility is a relative 
factor. The lie need be plausible only fror an enemy's view. 
C. Adaptability of Deception 

There are many things that can happen once a 
Qqeceptlon is initiated. The real plan might change. The 
enemy situation might change. More real inforration migkt be 
obtained by either side. The deception must be abie io charge 
aS reality changes. A deception that does nct change with 
time becomes more ana Wore divergert trot Teal. 

d. Target Predisvositions 

Taniel and Herbig note thet Unduc OUN Tales 
neither the SEAEF planner's nor von Greiffenberce/s repcrt 
advised that deceivers should make use of the target's osre- 
dis positions. Daniel and Ferbig postulated that deceptions 
which slant the target’s mind-set in directions ke is pre- 
disposed to take have a higher probability or convincing hin 
than those that run against the grain of his expectations 
and assumptions. They also observed that conventional wis- 
dom is supported by exverimental psychology on this peint: 
the stronger his predispositions, the more e target wig 
ignore or twist information inconsistent with ther.” (Per, 
17]. It is possible that the World War II decention pla- r R 


did use enery predispositions, but did ao dear A 


e. Initiative 
Retaining the initiative is not a function of 
being on the offense or being on the défense. The initiative 
can be obtained regardless of the situation if the enemy 
becomes so confused that he does not act. General Shernan 
called it, “placing the enemy on the horns of a dilerra.. 


(Ref. 181 


Bee OLRATEGIC VERSUS TACTICAL DECEPTION 
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e eption, has application to the cperational and tactical 


vels, as well as the strategic level. The difference be- 


rr. 
(b 


tween the levels is defined in terrs of Scope of operation 
Dun reality there is no sharp dividing line. Strategic 
deceptions and Operational deceptions blend at atout the 
corps size of forces. Cperational decention hiends witr 
tactical decepticn at about the brigade level. Tous a 
deception is composed mostly of tricks played on the enemy ty 
umuividual soldiers and small units. Tactical cecention 
could be considered as part Of battle tactics. 

For the purposes of this thesis, the operational level 
will be defined as that level involving forces thet are 
Epadler tha" a L.5. Army corps aad perticipeting in opera- 
tions of a battle or a series of battles. Joe piion plan = 
ning has normally net been associated with the echelons 
below corps. The division level would typically only he 


enoed ia the erecution of corps deszention plans. 


al 


This thesis will concentrate on the division leve AOS 
cause it has a large enough staff to accorplish detailed 
planning, and it commanás sufficient resources to divert 
forces to accomplish the deception operetions. l"uch oc gr 
division's deception planning involves consideration of the 
deception capabilities o? tactical units. The deception is in 
support of tactical operations even though it must be 
considered to be operational level planning. 

The author of this thesis recognizes the difference te- 
tween the operational level and the tactical level. Tecticsal 
deception is that which is planned at the operational (ee 
The term, tactical deception, is slightly misleading. Ia i5 
easier to consider that tactical deception iS any 2eceptio3 
that is not strategic. That is the convention that is usec 


jn this thesis. 
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III. BACKGROUND 


mouse Ary division cannot afford to wage a battle of 
attrition. Commanders at every ecrelon of battle must use 
smart battle Management to win without -wWasting resources. 
One requirerent of a division commander is to execute the 
optimum plan which allows victory over a modern opvoonent that 
ray have a three to one advantage in combat power. Ancther 
Nam rement is to maintain the forces of the division svuf"^i- 
ciently to win the battles that will follow. The lethality 
of modern weapons is Stch that the alternative richt well be 
an escalation of the war. 

There is an increasing recognition on the vert cf all 
commanders of "ASNO Mt A EE Eat 20 Tee mest oor ft 
Embst power multipliers will play in future tattles. LDLe.enp- 
NES fOr EXample, is included within the concepis of Ccr- 
memo Control, and Communications Counterreasures ‘CSC™”?) ane 
Electronic Warfare (EW). Jeerrl ion). s now insinded in tne 
ie fer almost all division level training exercises. 

While deception planning has been revived at tke division 
level in the past years, end interest is intenrsifving, tre 
EE -:pmuct very $oou.core to srips wlth two sisnivticent 
ENDLESS hindering the full erployreat of tactical iecertian 
merda vision level. I ee reni first, uncerstancine how 


Eene deception ends second, how” 10 echiete integration 


of the deception anc the opereta These two comp 
issues will be addressed in light of theory and in light of 
past case histories, but first the Background for tact l 


deception will be presented from the historical perspective. 


A. FORCE EFFECTIVINESS AND SURPRISE 

General of the Army Douglas MacArthur said, Surprise is 
the most vital element for success in modern war. (Ref. ij] 
General MacArthur was referring to his U.N. lan for the 
Inchon Landing which he wes presenting to a special delega- 
tion from tbe Joint Chletopo ns s MacArthur argued the 
risky plan through the historical precedent esterlis nh S 
1759 py General Wolfe in Scaling the “unscalable Heights of 
Atraham to seize French Quebec. MacArthur observed, "Like 
Montcalr, the North Koreans would regard sn Inchnon landing as 
impossible. Like wolfe, I could take them by surprise.” 
(Ref. 22] Evidently, complete surprise vas achieved, as the 
North Korean troops garrisoning the agree were not reinforced 
and the landing was virtually unopposed. The operation was ë 
complete military success. Tne enemys half-envelped arry 
began a headlong retreat that stopped only at the NN 
shat, however, was only half o? the story. Since “act rym 
achieved those results at only minimal cost in terr M 


casualties. The force effectiveness of the  5peration wa 


tf 


enhanced by surprise such that the North Korean Peoples Army 
suffered 12 times the total casualties of the United Nardo 


Corrand. [Ref. 21] 
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SUIT snot Cala  corpiled iky a notable deception 
researcher, Parton Whaley, indicates that the degree of suc- 
K. in a Mildetary operation varies directly with the ir1tesa- 
sity of the initial surprise. One data set of 1€"7 battles 
It between 1914 and 1973 was divided roughly eaquelly 
as Gina to degree of initial surprise and yielded the 


following results: 


TASBLF 1 
SUPREDISE AND RESULTS- OF BATADE [Ref. z2] 
% FAR EXCETDING x ENDING IN 
EXPECTATIONS DEFEAT 
NO INITIAL SURPRISE 2 % SE € 
PODERATE INITIAL SURPRISE Tom Do omen 
INTENSE INITIAL SURPRISE 34 7 2 € 


The trend suggested ty the historical evidence is thet 
Surprise breaks the normal cause and effect rules which are 
the basis for tattle tactics. Uber sees oO; te. toe differ- 
ence between victory and defeat regardless of the caduontifi- 
able force effectiveness ratios. 

The force that is outmanned and outzunned on the hattle- 
field needs to Maximize its own force effectiveness while 
memamizing that of its opponent. achteyine surprise is a 
major elerent in the force effectiveness ratio; however, it 
is the element that is often the Least understood. Surprise 
SS lC tO Guantity because it is a psvehvlogicel 


ROLON. 
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B. SURPRISE AND ITECEPTION 

There are no rules which guarantee that surprise will be 
achleved. Tight security or ineffective enery i1iī3atelligence 
does sometimes shield intentions or clues pointing to inten- 
tions resulting in the enemy reraining  unwarned. However, 
absolute security is probably never achieved. 


There are some factors which core readily to rind whish 
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cause surprise. These factors include attaczingz over 


(n 


sible terrain, operating in impossible weather, anc écting at 


Ce 
0% 


the improbable time. It seems that the key ts surprise 
exists in the preconceptions of the enemy. The victm of 
surprise is one who has formed an estimate o? his opporre mi: 
intentions and capabilities wiri ISO The enemy can 
be helped in the forming of his preconceptio2as bs Ce 
ately misleading him. 

Barton YWhaley’s theory of stratagem asserts thet qes na 
tion is not only a main cause tut also sn enhancer cf sur- 
prise. Historical data verifies this theory as follows: - 


TA; TES 
SURPRISE AND CASUALTIES [Ref. 22] 


SURPRIS FYTI CIOE ION S LIE 
SURPRISE WITEOUT DECEPTION 24 lc 2 2 
NO SUFPRISENEUUTE DECEPTICON E cis RAS 
NO SURPRISE WITHOUT TECFFTION 4 lugz *vp 21 
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The data suggests a clear mu WESWEERESUDnprISo and 
deception in that casualty ratios are substantially greater 
in cases of surprise with deception than for those of sur- 
prise without deception. While surprise was gained without 
deception in only one third of the cases, it was rare for 
deception not to result in surprise. Poets also significant 
that if deception fails to achieve surprise, it ray still 
result in a more favorable casualty ratio then if ceception 


Was not attempted. 


C. ECONOMICS OF LECEPTION 

IEvEUNMDU 15 91 1eExpensive. The frost elaborate deception 
operation in history was for the Allied invasion of Zurope in 
1944. That operation involved only diverting for « few weeds 
the services of several hundred ren, a dozen or so s7ealil 
Notes. a few aircraft, a fair amount cf radio and other 
electronic gear, Some wood, canvas, paint, and bits of 
aluminum [Ref. 24]. The most costly single type of iecerption 
operation is the diversionary atíiacr. wees tre Only form 
Mat necessarily costs lives anc equipment ana uses resrlar 
combat units. However, aS such attacks are generally no rore 
nective than plausible threads of attact. They should oe 


used more sparingly than they have been up to now [Ref. 26]. 


<? 


DECEPTION provides a Anen return in that it has at less 
mee’ 4 Chance of yielding Surprise. Surprise rultivoliss the 
Smences) fOr a quick ana decisive military success, whether 


reasured in terms of explicitly sought goals. round taker, 


Casualty ratios [Ref. 2€]. Deception itself can also induce 
the enemy to make inefficient use of his own resources by 


causing hir to make mistakes in timing or utilizetion. 


D. TEE GENERAL STAFF SYSTEM AND DECEPTION 

In early times, the commanders performed virtually unsup- 
ported by the advice of specialized staffs. The General 
Staff System tegan to spread throughout the world in the 1¢th 
century and, even then, the "Great Captains prettvw 
maintained individual control over their battle plens. The 


20th century, however, found the staff performing most of tne 


(n 


military planning and even much of the decision making. En 
General Staff System allowed armies and tie com G E 
control of armies to becore very complex, but the system 
separated the comraancer from tne detailed plaanins and EM 
tion of functlons Such as deception. 

The diffusion of power fror the cormancer can pes 
sult in very effective operations such as the Eritish decen- 
tion for the Thirc Battle of Gaza on 31 October K 
General Sir Edrund Allenby decided on a new carpeign which 
abandoned the previous pattern of costiv frontal asc ML 
against the main enemy defenses at tne coast. The rew Stra- 
tegy called for an enveloprent of the Turkish ont. TE M 
cavalry sweep through its weakly cefended left flank in the 
desert at 3eersheta. The Staff attene fto thie meti S 
tactical plan was engineered by Brigadeer General Guy Lawnay, 


v 


while deception was planned by Major Richard “elseri e 20 
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Major Meinertzhagen used his position as chief of mili- 
tary intelligence at Allenby’s GEQ to prepare a firr grovnd- 
moment intelligence, security, anc deception. Accordingly, 
he improved the monitoring of enemy radio communications by 
Mae a receiver on the Great Pyramid at Gizah. Ee greatly 
expanded behind the lines espionage ty developing a «lose 
liaison with the Zionist intelligence service, the Nili 
group led by Aaron Aaronsshon, Security was tightened by 
repeating a technique he nai perfected in 19195 against 
German agents in East Africa. He discredited anc cororo- 
mised the enemy agents through payment enc testimonial 
which were "allowed" to be intercepted by enemy intelligence. 
In this manner he arranged that the enemy execute its own 
most effective Arab spy-master in Beersheba. 

Simultaneously, Meinertzhagen developed the deception 
operation. Pitch, he dqrrenged d reliable. ravic, and Ci-e.t: 
Sommunication channel fcr getting his information tc 
and Turkish intelligence. “his was done by Permitting the 
Turks to capture mesSages that enecled them to solve one c^? 


` y 


Mie oritish radio codes. oras trat the vsernan start 


pro 


UND. 
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included an efficient radio interception anc ocryptana 
fear,  fCinertznagen could be confident this ruse would ive 
wm the desired channel. Seginringz over a month hefore the 
Ele. captain Schiller, the shief of German military intel- 
ligence in Palestine, received a variety of ingenious clues 


that indicated a cover target of Gaza instead ot LTeersheda, 


ty 
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and a later attacxz date, Moreover, 3eersheba was mentioned 
as a target for a mere feint or demonstration attack; and the 
Turks were told to expect an amphibious landing behind Gaza. 
This done, the next task was to lull any doubts the enemy 
right have by providing plausibly ‘indepencent verification 
in the form of a packet of faked documents. 10 do NUN 
Meinertzhagen laid on his famous haversack ruse. As nis 
subordinate officers had twice failed to carry this or RE 
19 October, Meinertzhegen rode off alone into the desert n10- 
man s land to deliver the rail. Fe simulated a recon” 
naissance neéar Girheir until Spotted and chased py a Turkish 
patrol. At that point, feigning a wounc, Melnertz'ascen s 
ped his field glass, a life-Saving waterbottle, his rifle 
smeared smeared with horsetlood, and the raversack. 
Fxamination of Meinertzhagen’s haversack ty Turkish 
intelligence disclosed such personal items as a letter [rom 
his "wife , 20 pougds StLterili mo, a fleshlight, and 4 
letter from an officer stationed on the Gaza front 


letter contained disparaging remarks about Alle n 
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generalship and alsc sore clues as to the tire enc MM 
of the offensive. The haversac« also contained ci oT RES 
documents,  orderS, mepS, and other oapers that counfircte ED 
elatorated on the false tine and place. Within a few nori 
this find ws pa SSec along te Cantar o e Fe aes 
mained properly skeptical until the follovwins day whe rie 


learned  fror prorptiy decoded” radio A s Juri 
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pau reshiw captured orders, and two prisoners, that 
the Eritish were feverishly seeking to recover the EU 
haversack. All this circumstantial "confirmation nad, cf 
EINE beeyg most carefully arranged by Meinertzhagen. 

This intelligence Was brought to the attention of tne 
energetic commander of the Palestine front, General Kress von 
Kressenstein, who issuec crders on 11 October mentioning the 
Meade ane  warniug the officers of his command tc be nore 
EEUU of their own secret documents. aA Turrish corps crier 
stated that the find would allow the reinforcements to re et 
Maza in tire to crush the arrogant English. 

Turco-German emphasis accordingly shifted to Gaze. "WO 
divisions were moved into reserve near the coast and Jeferses 
Were generally strengthened there. Mo UD ETE, 
Allenby launched the operation. It broke the ein mTot." 
Stalemate by throughly surprising the German Micdle 22st 
Ester  corrancer and routing the off-guard and cff-balence 
ES armv. Victory was carped by the captrre o° Jervusaien 
on November Cth. TOtal casuelty ratios were highly in favor 
Br the Eritish (Ref. 27]. 

ene Gederal Staff System is a xey to acdressitp the ful! 
employment o? tactical deception at the civisio level. The 
emer requires that bcth fumetione! expertise and autherity 
EDI caabEE:tatccofflcewout full] intezraticn 9: fc] puto 
Ie cs 1S NOteadC mre Vec unless the commencer trovices 


ANNE ron Gem estabirs: Understanding and £vepert “rcm 


A At this point it is necessary to digress aaa. 
state that the commander may be tne deception preponent 
within the General Staff System. General MacArthur often 
vetoed the plans of his staff and implemented deception in 
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operations based solely on personal insight. The Korean “ar 
operations provide evidence that his staff did not systeme- 
tically apply deception in that Many cecepti on Tess. eS 
porting a deception story were not integratec and were not 
effective. The point is that even i? a conmarcer makes 
deception an integral part of tne operation, a system 


planning and execution process must be used cy tuse P i 


fully integrate the deception ena the operations plen. 


F. TEE G3 AS Tht DLECEPTI eee 

Fistorically, when the commander relinguished total con- 
trol over decepticn, that function shiftei to tne "BN 
Pence arena [Pef. 28]. Most of the deception experience 
gained in war was lost during pé€acetire wher the intellisence 
staffs were allowec to decay. Wilitery intelligence wa cmm 
even established as a permanent branch cf the U.S. ArTV until 
the mid 1962 s. The U.S. Army revised deception  rssponem- 
bilities when the concept for cofrand, control, compu 
tions countermeasures (C3CM) was formed. The C3CM con 
lists the GC, not the G2, «es the principal advisor To SEER 
comrander regarding C3CM, to include EM ^arming. Opera tib 
security, and deception. The Cperetions Cfficer serves as 


the Tivision’s deception soordinator. 


paca Ee GS priorities for fighting the Tivision 
echo the principles cf war. Fire, maneuver, and the cther 
evementS Of combat power receive first priority. Security and 
surprise core last. The result is that the deception plan is 
often done as an afterthought. nncacwonpnocs assi;sjed acco td = 
ing to the established priorities. The availetle tire cad 
assets dictate what will be done. 

mie Go does not do 411 of this work himself. The GJ has 
a small Operations Section and a small Plans Section anc 
these are augmented with elerents from the functicnal aréas. 
EE mole, the Fire Support blement from Tivision Artillery 
and the Air Force Liaison Team plan and coordinate all of the 
fire support for an operation. The Signal Fattelion proviies 
Communications Support Section. Tien Peon a Ta or, 
The Air Defense Artillery battelion, and the Aviation Barta- 
lions all provide personnel and equipment to augment the G3. 
K Ze Military Inteiligence Eattalioan provides an Jlez- 
tronic Warfare (EW) Section end an Cperaticos Secur*ty 


(OPSEC) Section. 
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A. DECEPTION PLAN EXAMPLE 
The deception plan can be written as an annex to 

the operations order (OPORD) using the format presented in 

FM 90-2, Tactical reception. The field manval provides 

the following guidance: 

To coordinate the deception measures, the DICEN 
creates a notional orcer of battié which is the notional 
force that will be portrayed by the task organization for 
the true oreration. The portrayal will be required for a 
set time, based on the deception implementation <che aimee 
to feed the enemy collection system and affect the eaemy 
decision-maker [Re?. 28€). 

The deception overlay covers the battlefiel? deployment 
for the deception ana, like any overlay, 15 intented ome 
down the amount of wording required in the annex arc oi 
clarity of understanding by the irplerenters of tre various 
requirements. It helps subordinate elemerits visualize what 
the enemy is to see [Ref. 34]. 

he 


OPORL. 


l. ELeception Annex to t 
The deception annex fcllows the five paragrarh format 
of the operations order. The paragraphs are: situa TN 
Fission, execution, service support, and comraid and S399 
[Ref. 31]. The format is standard for all orders. 
a. Situation 
The situation covers enemy  rorces, friendly 


forces, and attachrents and detachments. Isually, tS 


Em -rspu refers to the intelligence appendix of the d CPCFD 
and to the notional order of battle. 
OSSIN 

The mission paragraph is a concise statement of 
the task(s) and the purpose of the task(s); i.e., the decep- 
Don story. 

Qa  lbsisterblia Wels! 

The first Subperagraph provides the concept of 
operation and the deception objective. There is a subnara- 
Euch Which outlines unit tasKs for eacn unit participating 
in the cover and deception operation. The final sutparserapnh 
memrains the coordinating anc control measures applicable to 
WO or more units. 

Ge Service Support 

This paragraph ray refer to a curreai adrinristro- 
EE NN" o-Istic order or may provide specific instructiors 
concerning combat service support requirements for tze ecver 
and deception operation. 

e. Command and Signal 

Pererence may be race zo a slesa3al aDpesdariy  con- 
Eres cormunmication ceception details. Pelee oS or decep- 
Eu UEcommandod poste and deception commaad relationships ray be 
provided. 

E I Eceprlon Imolementation Schedule 
Llegeption Irplerentatión Schedule can ne alde as 


x Upe»sdir fo the sSception Annex. INE ono o 


presentation of the ceception plan, tringing 10ze ther aise. 
activities in order to provide what amounts to a ccena: TERON 
the operation; in effect, a script for the actors um ss 
[Ref. 32] 

The schedule lists the implementation time, the as- 
pect of the deception story to be supportec, the "iac E 
unit(s) having responsibility, and applicable rerarks. An 
exarple from FM 90-2 supporting the aspect that 2nd Erie 
is making the main civision erfort has the “ollowire level ot 
scripting. The task is to portray heavier communicaties: 
electronics traffic level in the end 3rigace "som pa me 
actions are to pad traffic on 2nd Erigade cormuiilcs tiM NL 
and to allow only minimum-essential traffls on ist 3112598 
cerrunications nets. The units with responsibilities r E m 
3rigade, 1st 3rigade, and £2n4 MI Bn (CEI). Pes. 

The schedule is completed all the vay thrcugh the 
initiation of the true operation, and past that 1 
include firal actions 1121 terminan trees IO QE 

c ¿oe EAr eno x 

-he Ew appendix lays out the electronic ddecentioa 
tasks t^ be accomplished. Since imltative comrynicagiee. 
deception (ICI) and manipulative electronic deception QNS 
Tix 


e 


usually require some technical deteil, the appescac NS 


Qu 


is used te spell out tasking to boih tae MIn C i eee 


raneuver units participatirg in the projlection P? the ae 


ticn story to the enemy Sfenaleow 4 ace pe S (SIZ p 
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Sepavility. In some elaborate deceptions this may have T£3s 
weh eive details of scheduling and the contert of false 
message traffic, padding, radar spoofing, etc. ‘Ref. 34 
Usually, however, a typical tasking for the MI Eattalion 
would be to introduce false information into enery sixnal 
Eu-ence channels at intervals between D-1 and D-Day tn 
5 Ort evidence of the civision main attacx in the zone of 


2nd EPrigade and also to provide electronic covntermeasrres 
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EU support to 2nd Brigade.  [Pef. Z5] There is a tender 


Im 
+ 
n3 
(n 
Un 


to fcllow the guidance provided by FM 92-2 which erpha 


mme brevity needed in the operations order. 


Pee EXECUTION AND RESULTS 


The d€écention implementation schedule separates th 
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deception plan into a series of decepiilon measures which if 
KS cC by the target will result in acceptance cf the 
r D lon Story. The success of the deception deperds ^n L 
ability to plen the appropriate deception measures erd c~ [he 
EEUU. to properly execute those messures. A roles exists 
Eu ces planning and ewvecurlion in thar the aecevoti^on arney is 
Mea outline end may not provide the amount of detail 
necessary for decentralized executicn [Ref. 36}. The erfect 
Mme mecution can te shown usine historical exerples cf recent 
END Uso ucc deception to-abd the operations of árrx uslts. 
"NU cceatralize?o Execution 


ma Oe Gu ee oon wa - s s s s s s 


Eror z4 March to a 18968, Aa SOA TTE A, 


kaj 


e y oa partic Dated l1" a corvos-level ceues: tion 


ef 


plan. The plan was designed to convince the enemy tno pn 
rain thrust of an attack would be in the Dong Foa area and 
to the north. This was to be used to deceive the enemy of 
the lst Air Cavalry Division which planned to attack west 
along Highway € to relieve the Khe Sanh combat hase. 

The concept of the operation required the l^ bet 
Livision to rove one rifle company and a signal detac umami 
to the vicinity of Dong Hoa. The signal detachmer rv FPE 
transmit radio messages Sirulating aan Arrival Airfield Con- 
trol croup. Communications were to be conducted as if tne 
2nd Prigade, 11st Airborne Division, was roving to Donc 
The rifle compary vas to conduct operations im the Vie 
and populated arees to obtain maximum exposure o? the Screer- 
ing-Fagle patch ard give the impression that a Tuc o n 
force Was pn the WE 

One airborne rifle company and 15 personnel (1 
officer/14 enlisted) from Company P,  591st Signal, Battalion. 
roved by air- fror Fue=-rPhu iali wai fiero om 03 Mes 
March. Two AN/VRC-49 radios and one  4N/ARC-121 radi 
Broun eCcorpanied the sicTtal per o icles Operational COIN 
of the task “force passed to the Commanding Gereral AN 
"Variae Division, upon its arriv im oa ECT The 1509 
sonnel were Placed in two locations “apo yn rn n TER 
Kilometers apart. This enabled radio signals to erarite em 
Tore her Ome boca tian. | The signal "team Simulated” tame 


radio nets at trigade leve], two radio 4.03% fcr cach c£ In 
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Pan tons, radio nets for three companies of €ach hattalicn, 
and two artillery nets. 

THREMwervyision could not evaluate the overall lect- 
iveness of the deception operation; however, sore observa- 
tions andi recommendations resulted Trom reviewing the 
wa ernal functioning of the operation. 

The scenario accompanying the signal personnel in- 
cluded approximately seven messages per net per Cay. E 


men ac-lib messages were used to xeep the “ets active, it 


E 


Mas concluded that the scenario should have heen Exper? 


(5 


with more messeges. 
oome personnel with peculiar speech patterns vere 
madle to disguise tnelr voices end taerebhy could cnly he 


Mmeec to depict the same call sign i^ a nel. Dor PRI 
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Meexibility in the use of personnel. 
Ex soperators be thoroughly screened to facilitats mazimurm 
Mereonnel utilization. 

It was alsc found that ineryperiénced enlisted 
Eu:o»nel pad difficulty plavizz a cortiacins rnie as an 
BE ccr. cr senior non-commissionedc officer. AAA 
ur ed that serio" grade personnel ecoaduct such operations to 


Mc redence to rdclo messages. It should pe necte? that thi 


un 


ENUUuS:I6om was the resuvlt o? improper radi^ pcrocecures. 


DM CEN su) o DE E signal portion of tne 
exercise, tre “arines assured the role oi the units nre- 
preusiy simulcte:. ome ssed STOOCthNIVY, tXc&pt tàct 
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enly one call sign from the deception scenario —CORPESPDONENSS 
with those of tne new unit. The recommendations Stated 
that the planning must insure that the simulated urit does 


not unrealistically disappear. ([Ref. 37] 
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2. Fxecution at the lit 
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The tide of battle does not always provide tne tire 
for detailed planning and roparations: Roser Fleetwood 
Fesketh concluded his eyewitness report on tne Fortitude. 
deception that: 

pio i MES tendency on the Dart of these wno are 
constantly at grips with compelling realities to 
deception aS a SWlft penacea to be invorec when other rere 
dies have failed. Although there Fay 5€ occesioss wher its 
services can usefully be enlisted to give immediate ai2, it 
is generally fore correct to regard it as a nrethod women 


achieves its results by a slow ar? gradual prcces iS 


than by Llehtatas strores o Re NE 


a 
is 
One reason why successful deceptions take tire is that 
the enery needs sufficient tire to collect, proce i wa 
CEPI rt the eScep tiem cliuce. The information usually must Je 
confirred ty collatore] sources before it tecores intelli= 
aerce@ which is tewen ts the deo ocn n p R 
Sesreth allpced to sore exceptions to the uri NM 


and tbe author of thís tnesis was iavolved i9? erecutic MO m 


ap exceptio». The Commanding Gereral of tre 25th InP ali 
Tjvision curing Ixerzise "Team Spirit S4 cevcidecd cn T—1 I IEEE 
4eception was needed to protect the maior river Cros 


Tbe G3 and his deception officer, the EC, couicklyv ce TEE 
that the only possible option wés a Panivuuletivem conn tee 


tions ceceptian. The tasking sas ziven PONES E Pill tere 
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Intelligence Battalion (CEXWI). this tattalion was to gei- 
Le communications traffic over the radio nets of the 2rd 
Brigade “Tas: Force. The traffic was to indicete that the 
Peet river crossing would be conducted in the 2nd Erigade 
sector. The deception had to begia almost immediately as the 
K attack began a Scant 18 hours later. DN soc 9 9 Drep- 
Eon tire demanded that experienced personnel who uncer- 
Stood the friendly and enemy situation at the macro-level be 
Meea as the radio operators. In fact, Uheëe six personnel 
involved in the deception were tne 3Jettalion Cormander, the 
Executive PM cen. the Operations 20rtfhicer sand DUCIT 
He pective drivers. 

The personnel who executed the deception reliec o 
u ry owledze of siereotyping, pattern recognition, traffic 
My Sis, ard the srecirfic requirements “or a river crosSinr; 
m cnretion. They transmitted messages tnat they znew tne 
eremy signals LEE DIR nc neccountenpertsS vo? 
Ejsrs found in their own putri muela. be Searcning 
BOT. Many of the radio transmissions were one-sided,  wricr 
ELEM cilc  tEcause TNE radis 1interceyt  operetors are 
EN 0 a3cec with that Situation due to distances anc terrain 
asking. Scum ToC n) o s jj n oj the oparticlpatory 
responses of the racio Operators of the actual units npa 
Eomolined on the air. 

UE CCCUEDLMODEUUEnOUDEwWagS e Sellure 1" that the ezery 
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Bun relocate its armor heavy reserve “orce. Tg nena cert 
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have been a total failure because the tanks were ¡not com 
ritted in tire to disrupt the actual river CPES» Ir 
fact, one exercise controller inforred the 25tn LIVISTOEM 
that the deception activity was intercepted, analyzed cS 
reported to tne eneiry corio er: À sigalficart amount 
intelligence resources were committed to confirm TEMES 
ception story and the plans to relocate the reser yo eee 
were completed. The ambiguity of the situation generated ir 
vart by deception at the llth hour rev have cor treba 
to the success of the division s river crossins. [Fef m FIE 
Se One) Cele ON 


The two examples in this section imply that pM 


- 


em 


is only one part Gf the deception process: .he war ie 


exarpie indicates that there is a lack o 
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N1¢Ers tanc] wae 
how a unit is to transl«te the situetionally dénenzant whet 
of the deception task into an executable and believable “how 
anc when . The peacetime exercise example shows that eun 
a deceptions effort at the last minute severely restrict sume 
scpDUe DO Une adecepti ar. ih& last minute e?*fort to conc mE 
ceception operation Tray succeed ovrt usually in à lirioDecm 

The deception planner must be ian a position TOMO 
t^e Friendly and enemy tactics] <1 trate cs -h2 plen: e en 
uncersterc How deceotlon causes Sorre E 32e how the TENIAN 
is gcing 9 eolsect those clues which Srila gota CAS 


cepten r Further. the planner must know whether vo 


tasked to Execute the reseption Treasure hae ee eee 
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Mes mfane appropriate training to do the job properly. An 
poner tasking may result in ad improper execution. 
DeCenmimeimizecmme cc CULlOn runs the risk thet one or 
fomemaspects of the deception may go wrong and ruin the 
entire effort. Perea ris tee ams wctet Of checks to insure 


Ehe Gecepticn story hes refrained true to the plan. 


fee SUMMARY 

fr oG=2, Tactical Tecepticn, provides en excellent cut- 
line to te used for ceception evicance as lone as it 41s 
Eerstood that a deception outline is not a cecertion plen. 
Maps 11 the outline must be filled in according to tne 
situation. Monitos plan niont regulre a complete scriot 
Emu the who, what, when, where, anra how totally spelle?2 out 
S Ch player. é@ncther units plan tight include a certain 
Eu OF Flexibility in execution. Simoes tat d= sewers Lr. one 
EE on but co not work in the next and that makes de- 


EI cou @ Very hard subject to teach. 


Peception cannot te taveht as well as it can pe learr 
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fee de field. It must be learned in peacetire training, rut 


EDU ij: not always being accomplished. EXENDC ISOS ue 
Ecnario-oriented and asSet-linite4. uo c deeertioo 
plans are never erecuted because 3^ lack of assets, ct 


units Cnly get one chance to learn how to execute a suc- 
EN  ucebputioscan"—thesbs usually? provided once the rn1t 
EIN own. Lecepidon must not te isnored in nreacetire 


Et 1e to be used j^ tires o? war. 
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Barton Whaley, in his book, Strateger: DécepriondE 


— ow [mue dau s 


l 


Surprise in” Har, wend nae a ease, 

"The deceiver is almost always successful referdless of 
the sophistication of his victim in the same srt. OM 
face o? it, this seems to be an intolerable conclusion, one 
cffending common sense. Yet, it is the irrefutable oo ME 
sion of historical evidence. [Ref. 49] 


D. TRE NE@QD FOR ANALYSTS Of TAIANA A 
Fistorical exarples and written observations ce ious 
in explaining a complex process such as deception. Yar mor 


inforretion on dGeception 1s available than the crasual ob5- 


Server is aware nf, this is due in part to the recen s 
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classification of many of the operotlcas cof ORUM 
fet, it is difficult to accept the impressive -orc E e EE 
that analysts such as Earton Whaley lave provided. JU 


it is difficult to project these sonclusions fror the eee 


Un 


gic level to the tectical level. 


Much of what is known about deception is fror tre sor oee 
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Xperience. Obviously there are more recent excrples thet 
remain? classified. u Y changes ia teschio Or have 
trans“crréd the battlefield and it is tempting tc assi T RPE 
the deception nractives of World war II and earlier 10 Aa 
eppiv to rodern wer. The durmy soldiers and vehicles c K 
era would not be effective egalast the sophisticated sua E 
velllarce systems available today. Nevertheless, techno eae 
on tre .tattlelielo is a7 evolution NEN ES zach ner 
Syster fielded on one side cen be rapidly countered by the 


A Of pe Cle reception teuhaicues reo Used m 
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hardware such aS jarmers and decoys against hardwere such as 
radars and electro-optic and infrared sensors. The missions 
for cormunications Jarring teams still include imitative 
Communications deception. Much of what can be learned fror 
earlier experience can still be usefully applied to tciay’s 
battlefield. 

mie Soptimization of tactical deception must include rot 
MeGeiv deceiving mechines but ultimately deceiving th ren 
e0 rely on then. Mene ono then eeann analyzing tactical 
Meeeption is to discover the full role thet it cer pley in 
ture battle. 

There are several ways te systematically analyze de- 
ception to gain an understanding of means t5 ootitize and 


^ n 
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Miteesgrate the future practice of tactical deception. 
Masa. 1s to co a comparative analysis of case histories tc 
Me rmine corron factors ar? the cause and effect relation- 
mips. O rethod would be to analyze tactical ce- 
memcoron “rer a rulticisciplinary epproach to aevelop a cerron 
view of deception s urimary elements and their relationships. 


meen methceds will he nsed in this thesis so thet ceonclusicrs 


can be drawn from each. 
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V. THEORETICAL APPROACHES 


The thecretical approach was employed at the Naval Fost— 
graduate School in a joint investigation of cCeception mE 
began in early 1979. Four studies py William Reese; Fama 
G. Sherwin, ard Paul H. Moose specifically focused on va 
cation of game, communication, organization, anc Te mm 
theories. The remaining three studies were ty Donald C. 
Taniel and Katherine L. Fertig, Richards J. Lever oe 
Theodore 3 S erige They were more eclectic, draw s ma E 
historical cases aac docurents aud coagcept: and pri INDRI S 
Gerived fro many dod ences ce The three eclectic 
etucies focused on decision-raking and perceptual and ogee 
tive processes [ÍRef. 41]. This section will sumrerizize Scene 
of those multidisciplinary concepts as they can be arol i c TE 


tactical military deception: 


A. COMUNICATIONS TENEO 

Carmunications theory focuses on the protlems of  trans- 
ritting information between a sender and ae receiver. The 
classic model is a linear progression of informat ici! pore 
cource through an encoder, channel, anc decoder, to a deere 
nētion. Noise enters the model to effect all but the sou 
ard destination fref. p° This model can be applied LO 
DOTH the tactival deception. planili ero e EE tre 
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¡communications Model of the Planning Process 

The planning process focuses on the deception story 
n TUSt bE communicated from the source to the cestina- 
tion. The source is the commander who authorizes the de- 
ception. The receiver is the opposing commander who is the 
prire target of the deception. The source determines the 
overall objectives that he wants the deception to accomplish. 
The receiver kas the ability to cause the desired action to 
take place. The deception plan is Successful if the False 
information thet iS transmittei bieses the target's decision- 
Ine  pnrocess at the destination and causes the target to 
act in a manner thet is advantageous to the deceiver. 

S OCO 1S. the person or orzanization  wnich 
assists the deceiver by planning the deception. It is possi- 
mee that the commander might perform this function by him- 
Self, but usually the plenning is done by the staff. In the 
EDEN strategic operations the deception planners are ror- 
mally a separate body of planners who are specifically chosen 
mer their special arilities in this function. Mae wid C tilcal 
level is much more restricted in personnel ang the deception 
Manning function et division level is often relegated LO 
EE guitionalodutvy of tae Future Plans Section of the Opera- 
EnS Staff. That secticn co0rdidates the préparation of the 
EN ion Operations orcers and 15 in a position to call upon 
Blew tioneal expertise oO- the rest of the division Steff. 


I i SOI Theede:eption plan is doze in ruch the sare 


way as the real operations plan is encoded for (ne common ae 
The difficulty is that the encoders are normally chosen 
their ability to encode tactics in a ranner that w PD 
communicated within the organization and that will be re- 
ceived by personnel with similar training in those tactics. 

Planning the deception requires tnat the enc coc 
the communications probler, tacKwaras. The encoder must pre- 
Cict the information that must be received at the destination 
to produce the desired results. -he encoder must anticipate 
the effects that transmission of the Signals will oho WEM 
their amplitude and their fidelity and make allowances for 
the changes that may result after the signals are sent. The 
encoder must recognize tne channels that ar€ evailable to 
Sena information to the enemy. He must convert the scurceEe 
ressage into an indicator set that 1s suitable coc u 
rission over the available channels and that will be received 
in the desired form at the destination. 

The rcle of the encoaer of deception is mede aiffi- 
"ult inr that he has no control over the signals a: ter EE 
have been sent. There is no eSsurrance that they will oe 
receivec cr that they will be processed i" the antici 
ranner. The effects ot noise and the effects of chance may 
never be xnown unless there is sore feedback to the deccm 

he channels that may be ased to send tactical sig- 


mals include all aspects of the environment that "dre TOTEE: 


ticred tiy tie Chery. Tactical deception channels are visual, 


EU olfactory, or electromagnetic in nature. Each channel 
is characterized by its physical form, the tire associated 
With transmission, and the random events that modulate the 
Signal during its transmission fror the deceiver forces to 
the target forces. 

The channels that can be used to transmit information 
for a tactical deception are somewhat different than those 
emna Strategic deception. Tire produces tne biggest differ- 
Euce. ete tical Tarena oi Modern war Tay be very ast- 
paced especially if the méchanized forces predominate. It is 
possible that battle areas might move up to 72 kilometers a 
Gay. In sich en environrent, bota rorces would devend heavi- 
ly on electromagnetic reconnaissance, intelligence summaries 
EU ener headquarters, and tactical reports trom ront 
IUe units. 

animal sa tarios where tattle lines are rore 
Matic Wwoule present the capability to transmit iniormeation 
mouen accitionel channels. zach force would use patrols 
EN ios FLO Sala 11torration. Residue ¿Tor recently-vacatec 
E veTritorwmwoulc be sifted for intelligence dete. Drop 
memers of war, INE E TOS SETS. JAP ETsennel from the 
IE enous population would be 1:terrogated for collateral 
K ratio. The tactical units Would report any information 
Dat is heard, ceen, or smelled by individual soldiers. 
Meeciapizec intelligence units would be given the tire te 


meaetice their professions. 


All of the information would be processed thrown 
series of intelligence analysts and officers until the ove- 
rall picture of what tne enemy is doing or “ia vend S MM 
becomes recognizable. Given time, even the spy networks 
which are so applicasole to strategic deception woudc DEEP 
filter information through to the intelligence system. The 
tire is usually available even at the tactical level because 
there must be a ivll in battle to reconstitute and res 
forces. There must be tire to plan the battle anc prepare 
OE it: There must be time to clarify the situation somes, 
the ferce with the initiative can avoid the costly aru. ae 

The role of the deccder in the ĉeceptioz p EREI 
enalogy is to convert the signal from the form in whic aie 
received at ihe cheanael output td the form usable TTE 
decision-Taxing process. Tfecodinz involves the process 
infcrration into the intelligence that arrives et the dest 
nation. 

The inferration that is collected throughout the 
tattlefield is of many types and qualities. Orce TUS 
collected it must te fcrwarded in e tirely manier to "ae 
pensons vao as Teqmiectied e197. For example, the iaf TEE 
soldier «ho otserves an enemcly or specific enemy weanc: 
Feporte 11 tkrover nis cnal or onm eE At corpany level, 
the report is sent to the battalion intelligence o°ficer over 
a dedicated intelligence net. If the inforretion |. 199 


stf irent importance], it Ys ssp S higher hesacovarteyes 
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may Oe held to be combined with other information 
and eventually become part of a periodic intelligence report 
or periodic intelligence summary. [Ref. 43]. The information 
that is of value only to a particular level is not trans- 
ritted higher. If the intelligence value is perishaole, than 
it dies when its designated time is up [Ref. 44]. 

Intelligence personnel ere traínec to recognize what 
men important. They are also trained in the Fanner in which 
uU erent categories of intelligence should be handled. Sore 
EN C information remains intact through Fary different 
ED -sof it. Other inforfation rapidly loses its form but 
Meye net lose its content. 

There mis speclalized informat10nn Such aS thet which 
received ty racars, redcic intercept, ies NU c 


EE -. Lacdar intercept devices,  paotographlc, or ifeging 


f. 


Aces thet enter the intelligence system directly DUE. 
45]. This direct information flews through parallel communi- 
Cations limes to the analysis nodes. 

DICERE OP newweUhecd)frerenteaqodes jS ^d critical 
Eu Ut that must be considered by the deception planier. 
Channels that are unreliable or unsuitable lead to ncaes 
Mmaere thet information will pe neglected or ignored. Deoou- 
ee Oaths that are not timely may result ia the information 
Beane lost or arriving too late to have any effect. The 
rre of the information at the decoding node ray result ia 


+ 


Lhe Wrong meaning being attributed t5 it. 
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Fach decoding node may be viewed asa gate “yan 
manipulates the information into the intelligerce thu 
its end product. Some nodes process only collateral in*orma- 
tion and sore process Oly “Spectra TI intelligence n 
i? Orme t von. Some nodes process all-source informatior and 
these nedes become more prevalent as they near the ultimate 
aestinatior. [Ref. 4€] 

All nodes are important because the deception op, 
was encoded into an indicator set that may be meaningful only 
if the majority cf the incicators arrive at the ¿eso 
intact. The indicators rust present enough cf a chall r Ee 
the enemy analysts or else they will oe suspect. Too Teny 
duplicate indicators, sent to allow for ettrition, r r R PD 
reved] the decepticn. Tet, the absence of corroc 
information at any node fray result in iaatte2tioc. MA 
analyst decoling the indicetor set does not have the tig 
picture until all of the irportent informetion nas 
decoded.,  ["ef, 47] 

The indicator set cf the ¿deception story is commouni- 


cated in the presence cf noise which includes all A 
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Occurrences that interfere with the signals. Noise ma o TEI 


the encoder tc generate indicators thet are not epproprie 


c1 
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for the ressage simply vecause of a misperception O En 
cesires of the source “9r ea fatlty “wade cstar ci 2 tae 
chacnucis, the decoders, or the mindset of the ea3emy orni Pi Ti 


vho is the deception tar-et . 
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The encoder may choose the wrong or the inappropriate 
channels. Noise may corrupt the indicators once they have 
been transmitted or it may block a channel entirely. Nolse 
mayer enter the decoding process resulting in critical indica- 
EN Ube)nPs ienored or misinterpreted. The effect of noise is 
unpredictable.  [Pef. 48] 


2. Communications M 


< 
© 
a 
fD 
a 
O 
l 5 
e 
Im 
Im 
Uh 3 
¡Ea! 
Im 
IO 
ic 
let 
[r^ 
IO 
I3 
13 
10 


cess 


IL 


ct 


The execution process is concerned with the specific 
communication of the signals which support the incicator set 
and the elirination of unwanted signals. Fach indicator Tay 
involve many different signals which show up in^ physical 
ENS s. iroverexit on the hettlefield, ccmmunications, or other 
activities. NOSE Ene rus | e controlled so that it 
morts the desired indicator and does not interfere with 
amier desired indicators. All of the signals whether they 
mee hiding the real or displaying the false shcula te inte- 
grated to te mvtually supportive. 

The communications theory model may be applied to tne 
actual signals whitch are transmitted in the execrticr of the 
deception. Ca Fist tar yon NS phat coi a radic trazs- 
muesion. The source is the radio Operator who sends the 
K Lion message. The destination is the enemy radio inter- 
Sept oneretor who is listening to the message. The encocer 
Ene radio transmitter and the deccder is the radic inter- 
EIN eceilveEr set. Tre channel is that portion of the 


Electroragnetic spectrum used in the transmission and the 
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physical propagation of the electromagnetic wave  fronmegme 
transmitter to the receiver. The noise is the intent lone 
unintentional interference of other elé€ctroregnetic waves in 
the environment at that frequency or it could be noise inter- 
nally generated by the transmitter or receiver. [zef. 49) 

Technology ís more applicable to the communication 
rodel at this level. The deceiver must know the technical 
parameters of the situation. Electronic deceptio? sme EE 
if tre enemy does not nave competable eauiprent, if the 
transmitted signal is blocked by terrain, or i^ the r E 
such that the signal is attenuated telow the noise level. 
Visual deception cannot be used to transmit signals 01 M 
enery's imaging or photographic reconnaissance effort is 
designed for a esse* rage. Similerly, caroufléze azas h 
visuez  otservation will not protect adgainst jelectio m 
sensers using ; cifferenat part of the electroragnetic  spec- 
trum. The transmission or the protection of deception tome 
nals must be designe according to the target s capability P 
detent those signals.  [Ref. £g] 

5. Ieplications of Communicetions Theory 
It might seer that there would be only a small proba- 


bility that the deception story intenced at the scurce “wou 


be correctly received at the dasti Tmn: baat ace the 
opposite is true if the deception planner correctly under- 
sta este process. The enemy situation can be wnrdcerstood 


sufficlertly to predict the mindset cf the enemy cormarder, 
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fememoecocers, and his collectors. The key personalities and 
their working models can be understood in light of their 
training and experience. 

The effect of enemy doctrine and goals on perform- 
ance can be researched and all available informaticn can be 
ED tO predict, with a fair Gegree of accuracy, the 
decoding function that will be used by the target” s intelli- 
meee syste. Thus, the key is to match the encoding process 
ased Dy the deceiver to the decoding process usec ty the 
target. Ios Come themiicdicators can Sse transritted 
with calculated redundency over channels where the reise 
level Can be predicted in terms of accuracy and reliability. 

censor ule Unat= d aurecy reectack 1cOp- Tay” ce 
established so that the effects of the noise can be reasured. 
uus feedback could core fror Many different information 
Sources, but perhaps the mest applicable is the feedback 
coring fror the intercept of the target s radio communica- 
Dons. Although modern armies have gone far tcwards the 
Meeuring Of key communications nets with Encryption aevices, 
D vuiperartil]itles still exist. [R3ef. 51] 

D Cecorkceennelosbiowsothe Xeceception plenner to 
Merry the indicator set to optimize the effect of the de- 
EL utor.  Feedbockc can indicate the level cf mis- 
Eurcctton or  ambigvity that nas been gererated in the target 
Er er ane cad hignlignht changes in those levels es the 


enemy's perseption of the ceception story evolves. 
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The level of ambiguity must remain high enough to 
protect the secret of the actual operation. If indicet o 
the reel situation or plan are received by the enemy they 
create contrary evidence. The existence of contrary evidence 
could be used to indicate inadequate deception effectiveness. 

Feedback can also indicate the time difrerential that 
exists between information collection end analysis. That 
ray bea direct reflection of the effectiveness o^ the ¢e- 
ception as it takes longer for the target syster to function 
in the presence of the deception ambiguities. EI -- 
Cther functions of feedback are "lo determise whet m tae 
tarzet believes the information beirg receivec at the channel 
outputs and whether he attributes the reaning to the indi- 
cators that ther Weceiver sini eae The key reasure cf 
effectiveness is whether the target acts on the deceptive 


infortation in ways contrary to his true interest. [re SEE ii 


3. JOZGPNIZATION TIT TIRY 

TJectical rilitary deception is restricted to iocum 
tattles or limited campaigns, but evei at the U. DM 
civision level the forces involved are numerous anc complex. 
Organization theory employs the notion that large orzariza- 
viene gre Involved as targets ofri s pt DE 1nESE organiza 
tions raa he viewed as ln»tellizence or in?^ormation-processing 
Organizations whose funciton is to attend to, process D 
;ransrit  laforratios3 to the decision marer who 1s the ieee 


Fale target cf Dya pe c pi ions 
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There are many sensors on the battlefield. The sensors 
meee trom the indivicual soldiers 12 contact with the enery 
to complex systems of specialized equipment ang ren collect- 
ing signals emanating from all areas of the battlefield. 
These signals characterize the operations of the forces that 
generate ther. There is little activity thet exists in a 
I Jon area of operations that is not subject to being 
sensed by the enemy. The problem is not one of collecting 
Signals generated by the enemy, it is to collect only the 
importont Signals and to produce the intelligence from them 
Mais essential for rational decision-maxing. Tre process- 
NE and reporting of intelligence reqvires a specialized 
EE vstion "that can be analyzed and understood fror tke 
Exany2ation theory perspective. 

Analy2lne the tectical deception process may se enhencec 
uo viewing the deception target from the orgenizetional 
perspective, eee Mie cweseccenupcUetoosDewmore uii orrly 
Epplied. miemuarget 15 no loreet an unknown or little zacwn 
peeetty Dut if an Organization which has ciScrete properties 
thet remain rélatively censteant regardless of the perscnnel 
K On tc the orranization. Once the factors that effet 
the inteliigence organizaticn’s rélationshin to decision- 
[eae are understooc, it may be possible to manipulate those 
Beer ors to perpetrate a deception. 

lu r.coopsmof the sarpeannzeticn Which must be uaderstocd 
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EM Uo i:vpes. INS 12175, type involves information of how 
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the parts of the organization function in relation tc E 
other. An understanding of the ren and machines at the 
functional level is necessary and the command and costrol 
process typifies the relationship. The second type of ir- 
formation is that which provides the framework for the 
Setting of group goals ana colvectives. Obviously. anp n 
standing of the military doutrine which applies to rn K pn 
as a whole would be a sorrce of information on the guidelines 
or rules of thumb being used by the specific coreana 
that is being tarszeLed for decep tronk The data base Of the 
general attributes of the organization is the starting point 
upon which more svecific information is built. | 
The physical organization of tactical units is fairly 
well cocurerted for all potential cecepiion tar etoi TB 
documentation includes line and block charts which rerlect 
the cormand authority. Fach block can be understocd in eter 
of function and in terms of eauipment and men associated with 
taat function. Zach line can be understood in terms cf tae 
communications paths and meens that will be used to provide 
interface networks. The general information arplies tome 


like units ane Standardizetio. of units is necessary O TE 
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arge Moder armies., The specific deception terset May have 
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portions of the organization which are not standard e30m D 
{centification of those anomalies would oe a rezvlar intelli- 
&£ence Collection task. It is very important to uncer e ni 


the target organization within the frareworx o the enemy 
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systei and not simply generate functional attributes basec on 
analogy to the U.S. system. 

À significant difference between the two systers is the 
Soviet's ninth principle of war which goes beyond requiring 
comranders to be determined and decisive in carrying out the 
assigned mission. subordinate commanders must carry out the 
spirit and latter of the plan. Soviet initietive is  exer- 
cisecd in finding vniaque ways to execute the plan but does not 
allow commanders to revise tne plan based on changed circum- 
stances. The plan is expected to proceed according to the 
riilestones and times dictated. [Ref. 54] 

There are other features cf military art which typify the 
organization which are very important to the deception 
process. Soviet command end control requires efficient staff 
work which in the interpretation has resulted in the use cf 
Working and decision aids that are becoming more and more 
gutomated. ihe decision aids are designec to speed the 
Emmenc and control process. puchar aiL mient precict the 
size and composition of forces that would re required to 
Ecc suscess against an objective in a situation in which 
the ¡parameters can be codified. aera dS miekt yield 
Nur tiretables for an operation cr the moverent of 
forces. nane a d en aal ow thel rapid coordination of 
Staf? inputs and might output the alternatives available for 
One sclution of the military problem. The planning aid might 


meso Tank the olternatives by success prohetility. (Ref. $5] 


t» 
( 


One factor of the organization that cand be analyze pp 
the interaction structure of the intelligence processing 
syster. Knowing the patteras of interaction can help dever- 
mine to what extent the deception target is structured hier- 
archivally and can identify communications bottleneck 

À second factor of the organization which can be observed 
is the degree of responsiveness to changes in the environ- 
rent. Bven though a Soviet combined arms army, for examples 
has vest resources for the collection and rrorcessim TP 
inforirstUbon, that information right zot be used mi R 
decision-making process in certain situations. The decisions 
ray not be the prerogative of the army commander but mi p 
dicteted by the front or higher level commancer. In sucia 
situation, the organiZation which is the combined arms army 
would pe operating in a totally closed fashion and would not 
te responsive to external signals. 

Another attribute of the organization is how it assigns 
meaning to intelligence information. An understand] mame 
this factor can be obtained by reséarching the in forme 
processing syster of an opponent and applyins the paras n n 
cf psycholoegpy which help predict | timate ec om B The 
framework of the organization allows the general application 
of cognitive biases and perceptual biases which yield an 
understanding of what information will pe attended to, how 
that informretion will be interpreted, and How it wiil aoe 


the decision Taking process. [Ref. 5€] 
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The effect of stress on information processing and 
decision-making is also an attribute of the organization that 
can be analyzed. An orgeniZation under no stress can be 
F Lec tO an army that is not involved in battle. he 
Situation is ambiguous but the analysts feel that they have 
sufficient time to collect more irformation and make a more 
precise evaluation of the situation. There is mere tire tc 
generate anc evaluate alternatives. Preconceptions about 
the enemy will have a large impact on the generation of the 
initial hypothesis set. If the situation involves a roderete 
degree of stress such as that which is generated when battle 
NN imminent, the orgeniZation actually perforrs better. 
Information flows faster and is less subject to beinz biased. 
NNEnced for decisioas is great, but there is a perception cf 
Ku client tire to evaluate the situation and make the 
Mision bases on imformation that will be sufficient. 

meen Stress situetions sucheas actual battle —corditions 
meerocuce the perception that the decisions will have to oe 
mages before sufficient information is available.  [Ref.  *7J 
The commander has a tendency to make his decisions basec on 
his cwn preconceptions of the situation rather than on the 
MENTES Of the available inforiration. MOTO aot re- 
liance on preconcertions can be equated to specific time 
K i related to the start point of the battle. [Fef. 58] 
Thus, fhe negative impact on hypotnesis-generetion and 


Geeision—iwaking van pe anticipated. 
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Organization theory can aid in the understanding o 
enemy. The battlefield application is most efficient s 
information on the organization's key people and their per- 
formance records is available, however, the organization 
framework fills in some of the data which may be missing from 


the iNtelligelrce date bases 


Cu SYSTEMS. TEEGEY 

À rajor weakness of much of the operational planning that 
is done is that it is based solely on the quantif)jab le n 
ciples of war withovt consideration of any cybernetic nm 
cesses. The enemy is taken into account 13 the plan s n 
usually in terms o? location, disposition, comcat jpeg. 
possible courses of action and proteble cena These 
and similar factors are based on the intelligence inforra- 
tion thet 1S present et the tire oi the course of Eon T 
brief. That situation is used to generate the different 
hypotheses for the projection of tne enemy situation tomes 
time when the plan or operation will be place? in MOMIA 
Cnee the planners have decided what they think the enemy will 
cdo, that decjsion is very hard to change Ver. so 

rhe enemy situation serves as input to the development o? 
tne courses of action. Three to five possible «curse SON 
ection are proposed to the commander. At this point eee 
limitations of tne human mind take over. The human mini? can 
asSimilate only lirited amounts of data aad can nainta ino.eee 


three to five hypotheses at time mire €6j. The enery 


Aa tion is simplified by the mind so that only the most 
probable and rost salient situations are used. [Ref. 61]. 
Again, when the comrander makes his decision on the friendly 
Eoupees of action, that decision is hard to change. In fact, 
it is hard to determine exactly what data Was pertinent to 
the decision. There is a tendency to stick to the decision 
even if some of the information that was presente? during 
the course of action brief is later proven tc be faulty. 
[Ref . €2] The point is that the enemy shouli nct be viewed 
eS being a passive part of the syster. The logic of military 
ENNUDPens Is such that the terrain, the wéether, lcgistics, 
the relative forces often dicate the optimal tactics ‘for 
a plan. Yet, if the logical option is equally otvious to the 
Ae.) the advantages for those tactics aa A E 
MS ccunterpreparations. [Ref. 63) 

Teception can be viewed in light of systers theory és the 
interection of two organizations and their environments. 
mae military force is an Organization with properties that 
Were be known fairly correctly by its oprorent. A de 
Meeeiizations are capable of conrmunicating through their 
Ex eence functions. The conditioning of that information 
feet passes throveh the respective orranizaticns can oe 
NEN rstood in itght of the goals and biases of the opposing 
Organizations. Tu eS a Srta) n dmount of predict- 
uir; which can be assigned to the system by  judicious 


Eos cation of communications and organization theory. 


Systems theory takes into account the role of feedback 
and the role of the environment. The environrent is a tkird 
part of the system which introduces stimuli into sen TiS 
capabilities of of the two opposing organizations. The 
environment can be changed by the actions of either croone 
tion or by factors which are out of humal Lona The 
envircnment can modulate the stimuli that are inputs and the 
resporses that are outputs of either organization. Up 
dictatle behavior of the system may be generated by random or 
unaccountable events caused by the environment or by irper- 
fect knowledge of the predictable events. The unpred ie gage 
tehavior must be adjusted for in order vo optimize deccm 
because deception requires the ability to predict future 
rehavior of the svster and La E ite 

The resronses or actions of Each organization tecore 
Stimuli which establish a Neves ena l no The proper k u K 
of stimuli by the deceiver can establish control over 
future strear of events by sending information to an n 
Sary with the purpose of predetermining ni- me nena Once 
initial control is gained, the deceiver can set in ron nn 
additional actions which capitalize on the advantaze he has 
pained. 

The Soviet organization was used as the primary example 
in the preceeding analysis of organization theory.» The EDD 
example will be used to see if the Soviets have adopted a 


similar systems view and it Seems as i) sume, emma co .he 
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soviets began research in cybernetics much earlier than did 
the United States. Soviet thought developed into a theory 
for reflexive control which was expressed by Le*evre and 


Srolyan in the 1968 book, Algebra of Confli 


They wrote: 

“Control of an opponent’s decision, which in the end 
is a forming of a certain behavior strategy on him 
through refiexive interaction, is not achieved directly, 
not CI a ani for e — O0UbeoyY means of providing hir 
with the  erouid: ty which he is able to logically d e= 
rive his own decision, but one that iS preaeterrined by 
mem other side. . . . The process of transferring grounds 
mor Making decisions from one opponent to other we p 
reflexive control, any “deceitful movements (provoca- 
Megs and intrigues, disguises and feints, construction 
ES objects” and deceit in general 12 any context) are 
achievements of reflexive control. [Ref, €4] 

The application of the systems model to military de- 
ception was based on the fact that military organizations are 
complex systers. The Soviets already had a model for corplex 
systems and observed that military crganisms corresponced to 
meenot jects of the research in the theory of systers. S ince 
the formal attributes were the same. military organizations 
were complex systers in the brcadest sense of the word. Tae 
Dheoryv evolved to vhere Tarakanov, in 1974, concluded that 
"any combat operation from the stancpoint of its formaliza- 
tion can be considered a system. [Ref. €5] 

It was determined that the systems view fit very closely 
K application of military science. The concept cculd be 
Meee as a model governed by rules that could be quantified. 
ILE ct. t is necessary to understand the Soviet concept of 


posuems and the Sovlet concert oi cyboernetics before one can 


understand «hat the Soviets mean by troop-contrc1. Se E 


"troop-control' is similar to command and control but it is 
sliehtlywmiorsc"involve as Shavrov and Galxin expressed the 


folrloving in 177: 

“A new, most promising form of model--the cybernetic 
rodel--has appeared jin connection with the necessity of 
research on complex systems in which particular import- 
ance has come to be given to the system's elements 
that carry out the function or coa trola Tog these 
models mainly the control processes that tare place ın 
reality are matheratically reproduced with regard tc the 
onerations of processing, transmitting, an storing 
Iin Onma GOs ror the point of view o? the um 
world’s dialectical developrent, this cybernetic modelling 
represents the greatest generalizetion of all previous 
methods of modelling. It allows one to investifate 
complex  dynearic troop-control systers accordi rt oe 
great number of attributes. . . . The principal peculier- 
alities of cybernetic todelling are: (1) “The fusco! 
behavior of the overall system and its individual eles- 
rents under environmental conditions, (2) The randatory 
tory presence of effectiveness criteria for the system's 
functioning, and (3) The possibility to widely use for the 
practical reel ization of mathematical rodels cc pR 
ary electronic computers that allow one to carry out 
cuicx and accurete moieling of complex systems of? coa- 
trol and to determine optiral ways of improving Ce Y Jp i. 
ness. [Ref. €€] 


The sare ideas that show up in the Soviet view of command 
and ccntrol in the context of their principles of "IMM 
art are apparent in their Vey 3erne le cB ihe level to 
which they have been able to realize rathematical rodels and 
computer applications is ouestionaole; nowever, the app ee 
tioms have teen postulated. This theory is part of NN 


Soviet organization and shorld be consicered for ceception. 
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AMS TRECRY AS PARP? OF DFCiS iChat weer: 
The possible use 0f mathematical mocels to assist in 


soviet decisici-maxing at the operational and tactical levels 


EC 


leads into decision theory with emphasis on gane theory as 
one approach. The application of game theory to the decision 
process is a rodel which is distinct from war gaming. TL 
Would seem that games based on probabilities and expectecd 
mommies fit into simple algorithims that might be used in the 
Soviet command and contrcl of operational forces. 

Pies ovJective of decision theory 1$ providing decision- 
makers a besis for making an intelligent choice aS to which 
alternative is best. The methods are quantitative, using the 
té€chniaues of mathematics tc deal with the quantifiable as- 
Ker LS of the probler. [Ref. 67] The advantage o? provici"g a 
cuantitative tasis to a decision-mraker is that he is a*le te 
approach the decision with e better uaderstencing o? the 
ES ‘ences. 

Decisions must be made with varying degrees of rnowle?se 
EEUU the corditions under which an operation Or action will 
tare place. Ihe booz, Naval Operations Analysis, separates 
Menmcrttions according to the degree of risk that is involverc 


Ex recictine the state of “ature that will occur. TR 


(D 


Emu "of T*sE involved in picking the single best course of 
ger on is determined by the  wuncertelnty. Mentor. Terry 
addresses four possible cases of interest. |Ref. Es) 

The first and simplist case arises when it is known with 
Mmertaimty the state of nature which will occur. The decision 
IE 1070015 Simply Me payoff for each  rossible ccurse of 


ion. Sewer Usman sc NO ya be used for comparing 


67? 


alternatives in the case of decision-making under certainty 
is the best payoff. [Ref. 68] 

The second case arises when it is not known which state 
of nature will occur, but where the chance that. each pas, 
occur is known. This situation is known as decision-making 
under risk and the expected payoff for each course of action 
would be the value of the weighted average using the  proba- 
bilities assigned to the different states of nature. Dr 
decision-making under risk, thé commander would te advised to 
choose the strategy which optimizes the eypectec value of the 
reasure of effectiveness. [Ref. 72] 

The third case arises when the decision-maker does not 
know the probabilities cf occurrence for the various states 
of nature. this situation is called decisioa-Tekl2 c MM M 
uacerta nity. This thesis will address four criteria that 
Tight be used in this situation te choose a best ccurse of 
action. These four are the raximin or pessinisr, thes 
misr, the least regret, and the rationality cri Qn 
[Pef. 71] 

The three cases of cevzisionr-making under certainty MOS 
risk, and under uncertainty apply to situations where 
states oF nature occur without regard to their effect o MS 
peyoff for the decision-maker. The techaiques of rather 
end statistics applied in sush cases are calles statistiteas 
lecision theory. A fourth case of decision-weking crises 


when The States of nature are controllec ias TN 


DEonenv, who may be expected to act in a manner which 
frustrates the goals of the decision-maker. Poe ei Si On 
Situation which is against an active opponent is known as a 
game of strategy and is subject toa part of mathematics 
called theory of games. [Ref. 72] 

A theory of games was establisned in 1944 by the publica- 
Monos the book, Theory o? Games and Economic Behavior, dy 
John EU andro kar Ore eis Tell. Me mat tnore 01 tne 
u py hoped that it might form the basis oí decislon-Mmarice 
EI Sitvations where múltiple decision-raxers cen effect 
an outcome (Ref. 73]. The theory uses the payoff matrix i” 


3 


meen Scare way that it is used in statistical decisior theory. 
NDS Off matrix can te used to represent various conflict 
situations. ranas. Une estimate of the situation is 


Ia iy a forrulation of a matrix same in which tre 
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commander arrays his own courses of action aZainsi 


ay 


bilities of the enemy 'Ref. 74]. 
memes Necessary to consider all fetur of the situations 


mound in the military as games of Strategy anl sares arainst 


fv 


Mature. It is necessary be'ause tie commander mrst ne ebie toa 


e 


END rir the-ctype of situation thot he facos. Fe way or ray 
Meee oir contact With the eremry an? so ^he nav 72t be in the 
Mec iticonilict gare sitvreaticno. A411 of nis decisions will be 


EE r uncertainty. risk, Or certainty aad the dit*fererce 


S ly a function cf 
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Certainty, risk, and uncertainty situations cite c 
degree of knowledge available about the state of Aature that 
will occur. The first and rare case is when the State can be 
known in advance. That case would correspond tc ccmrplete 
success at G2 operations. There is no risk ixvolveq aia 
knowing enemy intentions ang so the criterion used for 
comparing alternatives 12 MENDES aoa B risx situs 
is that in vhich the commander does aot know for Suec 


will happen but can predict the probabilities for Genie NE 


(1) 


of nature regardless of whether a crasice 1s pəossibie PONS 
opposing commander. The commander chooses the STATE i 
optimizes the expected value after the weigkbted averar o m o 
each alternative are calculeted. Decisticnu=rans n; “cea 
uncertainty arises when a commander does aot lio. MMM 
about probatilities cof occurrsace for ary cf tne MM, 
States of nature to predict their intluesce on hic = ice 
action. In militery operations, décision—-meking urter ws 
tainty is prirarily of interest as on T2givetien ‘ape ee 
met doing its job properly. Meri 
lol ¿APO AMES SA lS ME 

The four main uacerteiuty criteris fcr ec] DE 
raking in the military are pessimism, optimismo cp Ra 
retjonelitv. 

The criterion of pessimism mizirizes tie ricik EL 
volvec in raring a decision. It is alsa refe rel to as tae 


raximin criterion since the winiwum payolt for Econ cono 


action is first found and then the alternative is chosen that 
vields the maximum guaranteed payo?fs. [Ref. 751 

The criterion of optimism may te irplerented by ce- 
meee Of optimism. The complete optirist- -uses Ta Maxiffax 
strategy assuming that the state of nature will occur which 
js best for the optimist. Tae optimist will choose the 
action which provides the pest payoffs. [Ref. 77] 

tee sated criterion 15 based on pinirizire regret, 
EN r lies the pessirism criterion to a regret wWwetrix to 
mtenbiry the course of actior which yields the least amrirrt 
of regret. oe Pano Cp vio woul use Tits crite-is2 1s th? 
uy O looks tack on his decisicas after the acticn is (ver 
to see how much better he could heve done by vredictir- the 
Perrect state. [Pef. 78] 

F Arn eros rationality accedts that. corplete 
EM Ertainty atout the probetle state cf neture is ecuivelent 
MemacouMing thet each state 1s equally proteble. The exvest- 
NN otf for each course of action is ccroútel hy vejsettins 
each state of nature equally. 

TABLETS 


IE T CON FENVIRONMIATS NNDESOPTTERIA [Pef. 7t] 
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Gare theory is a mathematical theory of decision- 
raking in conflict situations between two opponre 1 teu. 
opposing goals. The game thecry payoff matrix provides a 
method by which each participant can raxe a cecistocm M 
which alternative should te chosen [Ref. 83]. The “~ecision 
depends on the cryiyten ED The proper critericn depends 


on the situation and the degree of stéculation allcwed ty the 


commander. In general, a military commander Takes coss SL 
tive decisions. He desires to Zain as much as PISCES 


safely, in the face of a skillful opponent whose orjec mM 
diametrically opposed. This is essentially the Td EO 


criterion which is the reasonable criterion to use in a 


rH 


conflict situation involving a rational orponert. [kef. €l 

The raximiín criterion is a pessiristioc strates mE 
ducted under uncertainty to linen ie Un eype ee 
Value will be atteined against an enery who Taxes the wisest 
cnoice. Once the criterion has been established, the cca- 
flict situation can be placed iz a matriz form <nown o 
“two-perscn, Zero-svm matrix. En example of This type 5 
ratrix is shown in Table 4. 


TASLE 4 
IWO-PERSON, ZERO-SUM GAME MATRIX 


— == ae ee eee DU G G G Q Q Q G Q Q G E eee du € e DO a G“ G Ou a DE a eee cu A Du: x Q Qu G Q G G G G TM SU a G ee A G A ou UND s use AD o Me ee PO ae 


— w - — — — 


ELUE OPTIONS R1 p? n3 
Bl FATI Slr a SUCCI 
52 DRAW OC EUMD DRAY 
S SUC CEET Tu FATI 


— s G s eee DE ae ee G Q q q eee cm N QÓ w q Q s Q Å G ee Q eo es ee ee ee d < h ee eee eee eee TU ANO A rs rr O a PT 


Ge 


Ice an tables sS in the stancari forr 
Boron has all payoffs from ths point of view of the rlue 
commander. À  payoif which is a blue failure is also a 
Success for red. Pediwants to rTininrize the DayOff for riie. 
EM] rationally choose either option °l or option P3. 
Blue, knowing that red will never choose R2, rust risa either 
ll or 35. Those options have an equal vhance of failing or 
Succeeding. Pic tee eed NUES cantu ous and choose T2, 
Mie choosing E< will result in e drow every time. 


The military estimate of the sitvation js very 


Similar to the two-person, zero-sum gare [Pef. a2). The 
Mmrelliigence staff predicts the red options end the cps€ra- 
Ltlons staff develops the blue options. he corra cer works 


E the entire staff to determine which olve option wilt 
we the highest payoff in light of what ree can do. p 
tion might be shown as da fame Matrix in which the Metrix 
Values represent the postulated values of tàe outcores of the 


p 


es 


Beatle. An example would 


IDA PES 
COMMANTER “S ESTIMATE GAME MATPIY 
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The rational blue commander would assure that red 
would pick P1 to achieve the minimum of the maximum pavcffs 
for blue. Elue would then decide on option E2 which gueran- 
tees a payoff of at least 2. This discussion has assured that 
the payoff matrix is the Same for both  commenders; b sp 


this situatior the blue commancer can do at least as well 


under a different enemy payoff matrix. This exemple is a 
Saddle point game. There are other other examples of gares 
with dominance and games requiring rixe strategy; eee 


mander's use of a single course of action for all ¡plays of 
the gare is a pure strategy. A mixed.stratezy is a way of 
using two or more courses of action on dJifferen* pleysm p 
game. The optiral strategy called *or 1n the eoluti OP E, 
game is the optiral pure strategy iù? a fare With a Saddie- 
point, and is an “%*ptimal mixeceot-ate-, oc ery ee The 
cerrander of the inférior force may not Nave an” Go 
Strategy because he may not he able to use gare theory at 
all. Elerertary gare thecry and further exarnles are ex- 
plained very well lna the book, Narval Operations Ta E 
There are two observations on use of Zares 1a 
conflict situations. The first 1s trat rilitar or 
te a series Of one Cime pi P fee r Ihe arredi er 
payo*f which is near certainty with a large number o? reneti- 
ticas of the game is not realized forBone tir pio M 
gare calling for mixed strategy. For any one play ci NEL 


gare, the commander may realize more cr less aci MO 


of the game [Ref. 83]. The second observatioa is that ia- 
telligence has a great impact on the value of the gare. 
Poroti spedi doctrine dictates the selection of that 
course of action which promises to be most successful in the 
accomplishment of the mission, regerdless of What thé enery 
chooses to do in opposition [Ref. e@4!. Knowledge of tne 
enemy s plan, in part, can eliminate scre enery options in 
mye. game matrix. This intelligence allows a commarcer t^ 
Bier ize against fewer enemy courses of action retner than 
Fe jS his whole spegtrum of capabilities. It ray be rere 
EN uve perfect intelligence, but it is corron for intelli- 


4 


gence to be able to elimirate mary of the enemy's strateries. 
The strategies elirínated by intelligence may te liscarded 
fror the ratrix. Tie Use Orem oenice 1° equivalen. to 


elimineting sore enemy capabilities. ema Ie Fee 1 eee) | io 
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gence is the difference ín the value of tie gar 
enemy options are elirinated. [Pef. 85! 
5.  Leceptio: 
imeoretically, it should De possible 0 use d=centiíon 
to influence the game matrix used oy the enery. Lecter duo 
used to eliminate the best enemy course of action deletes it 
fror the matrix. The best tire to use decerticn is  ^efcre 
the enemy’s matrix is produced during planning. reception 
ieee Oe used to convince the enemy that the blue force is 
Meus able to execute a certain option. Bn FOOTION woul? 


INE besenteresa into ni Matriz. Leception might re used te 


ae 


change the enemy understanding of the payofís fcr several 
corbinations of alternatives. The matrix changes "pros 
changes in his expected value of the game. The use of décep- 
tion ty the inferior force comrander, for example, is neces- 
sary to counter the enery proper course of action Soman 


E 


does not use it. The commander of the superior "orem m os 
use deception to enhance payoffs, increase gains, reduce 
Casualties, Gr exploit NENA: The decepti TERE 
produce courses of action whicn are not otherwise POSEEN 


or not worth the risk. 


There is much of interest in game theory in Russie. 

Indications are that the Soviet commra:cers will use tke 
| 

cauticus criterion o° choosing the bes of the Worst pc MM 

outcores (maxirin). There are iadicavticns that tre TUE 

will attempt to reduce game choices throvgh the use 3° freer 

ligence, intimidation, and reflexive control; thereb om s 

creasing the Soviet payoff. (Ref. Ss] 

Soviet literature yields sore iidiGatious n s 
soviet hierarchy believes that gare thesry has sore applica- 
tion to the ExX€cutio~ of decept icik In 1971, Icnoy vioia 

Considering on the whole that tactics of decention 
Should always run one step ahead 3: what the opponent (MANS 
about these tactics. . . . Coatrol of aa oppenent s cc ppp 
Should be viewed as tne fine ort o mk PPri C a E V 
techp)qUuES EOD E CEPS ahéad cf the Sare stra vam 
being employed ty the coponent. {[8ef. 87} 


Such thinking proposes that random action  Gereraee 


ty choices determined by the flip of am o o 


~J 
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fea, De applicable to military conflict. Sch Pec Wala yes 
random action could be incorporated into avtcmatecd 
decision aids. 

The Soviet view of game theory shoulc be discussed 
Mumereiation to their concept of reflexive control. In Such < 
view, reflexive control would be used to predeterriae tre 
ri ons of an opponent. Ko Vom radian oOv wrote “Cmer sO. Low in ¢ 
in the 1974 book, Mathematics and Armed Conflict: 


ee ae ee — — a a owe Bet pag a ee s 


“Phe gaming theory methods in combination with reler 
COAtrol rethods are an effective instrurent ina Ee ea 
the optimal plans for combat operaticns and  irpierm ntation 
Mee Che course of arired confrontation by sides. Fere 
Ex rIaying military art, the commander knows ahe 
Ime costs of his risk and its possible results,” 


Ecc kD 


(ue of the basic Tules -for the use_ of Cecepticn is 
that the plan must te based on now the enery verseives the 


Situaticn. The same necessity to understand ine enemy is a: 


important factor when using gare theory. This idea was 
Stated in 1572 by a Soviet writer, Scolnyshrov. Ee wrote: 
Mireia ly zine a situation 11 1e very iroorten: +o 
know the psychological features o? one's opponent. I^ he 
NN c u01!90s, then his selection will evidently oe based on 
mre principle of maximum  [sic. PFinimraz?]. In this situs- 
Noe can Hardiy count on success EY selecting an actic: 
Et With the existing arrangerent of fTarpower en? 
E o the eremy is already Jeslirz wis decision cn 
our Bose powcrinl Variant: cm SEEMS netter to 
Sreate a preponderance cf forces 14 the vrojectez eree o* 
action by weakening forces in other sectors, since tre 
cauticus opponent will scarcely take advantage of this.” 


[Ref. 89] 
In cilcations 0£ Gare Theory 


The strategies used by the two opponents deterrine 


Meir choices. l U NemeDGalee ecsawnaten are imprrtant and 


iG 


which are susceptible to analysis: Strategy can ve defined 
as a plan for choosing individual moves wbich is corol CB 
that all possible events must have been enticipated in the 
plan. It is possible using past experience, then pR 
analyze whether the opponent s game solution involves a 
rixed strategy and to analyze whether he bases his stratezy 


on randomness or on the elimination of chence. Analysis can 


tn 


Show if the opponent has a dominant choice. I? sc. TIEM 


$ 
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no reason for kir to deviate from that choice whether he 
deceived or not. 

Gare theory provides a mcdel which can be used to 
test whether an opponent's pest behavior has beer rational. 
This helps establish patterns of behavior that ray te random 
and unpredictarle, May be rational and precictagl], Opa ee 
rational but unpredictable. The last would seem tne most 
advantageous to the professional military es it 130€ 90DPDOS 
the effective use of intelligence and a»plies the tactical 
rules of war. The unpredictable patteri may be icto een 


through the use cf Gecerpi ic 


When deception is availeblé as a Choice, <acn G 
tion becomes one of high uncertainty where at a e eee 
never be sure whether dceception 1 ppo je c a D Soe 
uncertainty has two maia Effects On TAC OO Cute 


effect is that the opponent rust couble the eie oc. ae 
payoff matrix to account for Each choice Vivel vin) (ecco eee 


or not. In such a case, tbe matrix Tay be toome rolio C oE 


ce 


use as a model and the game becomes of little use in simpli- 
myene the decision. Pressccoiamerrect =: Ss tet all intelli- 
merce IS placec in doubt when it is not clear if the 
information collected was deception or not. 

The possible use of deception compensates fer imper 
fect security as the opponent must decide whether his intel- 
ligence is based on information which is real or deceptive. 
This also tends to keep the situation ambiguous while 
the intelligence forces collect additional information to 
reduce the artiguity. The advantage goes to the ettacxker in 
Aita tions of uncertainty, tut again, the fear of e Trap 
reduces that advantage. The defender sometimes will deley 
commitment until the uncertainty is resolved and hope tc 
eliminate e attacker’ s advantage totally. We Gere Lt yer or 
tomers too long for clarification is that Sribrise 315 
guaranteed. | 

Gare theory is one way of looking at the syster and 
Es epplicable to a decevotion process 1f the battlefield 
interaction cen be viewed as a direct conflict tetween tne 
opposing sides. A whattle ray be considered to be a twv^- 
person, zero-sum game. 

Gare theory is of little use in analyzing the pest 
IEEE deception, but it does provide a Stronz theoretical 
Egsument for the occasional Or even the centinuous use of 
deception at the U.S. Army operational level. Tne Soviets 


Em Ue] nc o time probable wse nf decertior by tke 
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U.S. Army. The Soviet's perception of probable American use 
of operational deception will make their intelligence task 


consicera ble dci ou 


E. PERCEPTUAL ANT COGNITIVE PROCESSES 

The target of a tactical deception is the enemy EDDA 
rander. The commander may be directly targeted with ¿acep- 
tive information if his behavior pattern is predictatle. “he 
Chinese intervention in the Korean War may have veer sich a 
Situation. General MacArthur WaS personally and completly 
surprised by that action even thnoucn Cher reann Po e ¡Meteo 
tors cf Une possi pl lia. The fact that General MacArthur 
had rarely been incorrect in his past assessment o* the-eneny 
could have led hir to disregard many of the indecl 
that. the Chinese might intervene. Fe might nave ln ED 
the intelligence collection requirements, «E LUN UI 
have been the prime factor which allowed tne U.N. forces to 
te in positions of disadvantage when the surprise m 
rega, 

The commander may be indirectly tarzeted i* the deceiver 
focuses on the orgenization which provides the information 
upon which the cormencer trases his eeik iE T Kaowlec;e of 
the enemy organization and the way that it functions ws 
predict which means of deception woule kave the <re= Mem 
Probe dl lity of Ssiece sc. 

The chance of success for a deception 15 Serte nce WEB 


eorrest understanding of the thought prose e 


Bv 


and Mene mpersonnel ne has working for nir. Ie iy) dite | 
thought processes are biased by such things as role require- 
uus, Environment, culture, and training. Group or organi- 
Zational thought processes are biased by such things as goal 
Sevting, doctrine, and experience. The result is thet each 
player has a pattern of biased perception and judgement 
mat is detectable, consistent, and predictable. These 


Bers’ S can be understood in terms of perceptual and cCceni- 


ve processes. Perceptual biases result from the way the 
Edd is perceived ana they lirit the accuracy of percep 
nons. Cognitive tiases result from the way the mine works 
and they influence the way that a vérson treats eviderce. 
we tutes Causality, anc estimates probabilities. 
ieeeoguitive 3iases 
Herna the most pertinent factor of how the A 


works is that working rerory ís very lirited. The comolete 
knowledge of how the wind works iS not yet Known, but it is 
meea e a there i5 an imrease capacity for retentica cf 
data Buone term memory. It 15 elso rseocsnizec that the 
tal stimuli presented to the riad can he very conoplex. 
E n'*tories of traira or hypnotic induce? récolléctica 
Ee shown that memory of past events vith exceptional dstell 
EsCexistoin long term memcry without any rccollectiíor at cll 
REN the conscious rind. Menem UMLImot te recalled, 
Evever, OS NM C i (Clic oc mnuker or t.c intelli- 


BCe analyst. Mc mi ro ls USe is that which 1s 


ET 


Placed in working remory from stiruli that are received or 
from data which can be recalled from long term memcry.  fzef. 
sg] 

Working memory can handle only a small afrount of 
data. It can not handle, for example, the amount of informe- 
tion that is presented by eyes, ears, or other senses ` 
stimuli from those senses are avaiiatlé in great detail fer 
only a AT period of time such as the few seconds ait eee 
closes his eyes that one can still see à picture before it 
quickly fades. The wind rust simplify the stinmull CHROME 
wants to retain and chunk lt int^ data that cen Sens 
working  rercry. The chunked data is not the seme as the 
Stimuli. It is only a model of it. [Ref. ¢1] 

Working memory can Manipulate chunkec Coco MEM 
manner that is similar to the way c computer 2ces Tt >. 
working memory can only process a “ew ChUNKS av a t D s s 
upper limit would be around five chunks [Ref. G2!. Sore of 
those chunks are QGiscardedcd and the rest rust be res p ana 
chevy have to te put in lens terr Ferory so that rore Ca came 
enter working mremory. Cne result 18 that the human mind cen 
only handle three to five hypotheses at a tire. Tr SESS 
ambiguous Situation where many hypotheses are possinvie there 
is an overload and the mind filters ovt ail fut tne ieee 


calient hypotheses. [Pe*. 93] 
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Once e. nvpothesis is dqrcrp R MENU: 


picked UD again. Further, when tire Stress iS T Sent: TEE 


CE 
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EE develops cognitive tunnel vision using simplifying 
heuristics such as representativeness and availability Fef. 
94]. There is a bias in estimating the probability of? the 
different hypotheses which is related to how easily the 
hypothesis can be imagined or how easily sirilar cases can be 
recalled from long term memory [Ref. 95]. The human rind is 
morevery good at aggregating the information. Fumans makte 
Meooatility judgments in loose terms such as likely, preb- 
ably, or possibly (Ref. SE]. These terms are not mathemra- 
wally precise encugh for applications lire same thecry 
where a srall difference in probatillty cea result in large 
differences in expected value. nego) UtoSvVlcce nune 
cal. eme es on probabilities can tbe forced, tut it is ques- 
tionable whether the mind generates a number that is any rore 
accurate than the word. There are scme «aown tendencies such 
as a regression towards the mean in which rare events are 
overestirateld. [Ref. 97] 

NOE 6S da = CXOZNTCIVEe “Glas  walcnh "results i- 


analysis being anchored around the initial estinate. ec 
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ona Information or analysis may not have tne iTract of 
initial information because the bias Will only allow a srall 
Variance from the initial estimate. ¡Ref. S8]. 

nero verconTidceace Perlas ws that people Tena tc be 
EE rcon»iident about what they know ard how well they iow it. 
mers bias is important in that intelligense analysts at ary 


level are regarded as experts. Their private feelings can 


8o 


effect the intelligence (hates ON eI d That can bave a 
large effect on the decision-maker. (Ref. 291 

There ars cognitive biases that effect the way that 
evidence is evaluated. One bias 18 an oversensitivity te 
CONS 1S uel Cys A few indicators that all supoort tres n 
hypothesis are considered to be strong evidence, while a ist 
of common indicators that are accorpanied ty a few NENNEN 
dictory ones would be considere? weaker evicence Tre". 24!. 


The number of data points that are usec shovlc be sigriPi- 


cant, but the huren rind does not use ixterral ¿OTIS 
intervals. This bias can helb the deceptior if the ¿PA E S 


has control over the channels by which the informar em E 


Lt 
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transmitted. I? contrary indicators are hoot rom ncm 
transmitted, then the number of deception indicatsrs ieee 
can be kept srail. 

The absence of data is not of very great iror ime 


because the intelligence analyst worxs with the date ne 


has. He ray request acditional data routinely, ovt vil n 


(o 
e 
O 


expect to get all the informetion neon ts pecore px 
rake his aralysis. There are too many reasons vhy all tre 
pertinent information is not aVoilatle and mary OPE 
reasons are the result of inadequacies jn his cw" intelli- 
gpence eorgdnizdtiors Too cicse a look at gaps of evidence 
rignt highligbt failine In Ci Onn One otio: 

The human mind is much better et followine the re 


fror cause to effect ther it is st worki@e Packvardcs "fam 


eect to cause. This bias works in the favor of the de- 
GCerver becausg the deceiver begins with the big picture aad 
Can use cause-to-effect relationships in breaking the big 
picture into the desired indicator set. ie iarell ype, ce 
EDU sts working for the tarzet of the ceception rust work 
with the indicator set that they receive and trece those 
indicators bacx to the events that causeé ther. They nave a 
much harder job in that the effects may lead back to causes 
that are real or deceptive. In essence, the terget of tne 
deception must do diagnosis rather than analysis. [Ref. 171) 


ee Serceptnal Biases 


ct 


BeTeepirom constructs tira tnerttaas recores reality. I 


n9 


implies uncerstanding as well es awareness. Knowlecee c 


wnat is perceived anc the meaning thet 1S attributed te it 
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essential to the planning of e deception. n rere uu l 
biases should be considered as one means o? better rrer- 
standing the eneny. 

one" percertral blas 1S that’ var 7rmation oatteinec by 
an Observer depends on the observer’s own  expectaticns. 
meow olds is applicable throughout the tarszet organizaticn. 
The collector at the channel output has some contro! over” the 
signals that are received. The signels that are expectei are 
mecepted correctly, but Signals that are not expected Muay be 
misinterpreted. The wrong rearing may he attashe? to tre 
werpe c tec signal because jt 1s different from siznrals that 


he expects to receive. als. Tey re sifting 


through the volures of intercepted signals anc uncers (aca 
only those that support the pettern that he is exvectincmM c 
develop. The remaining signals méy be rejectei as being 
worthless Simply because they do not fit into the pattern 
that exists in the analyst's mind. 

There are rany signals that are worthless or t 
contain information that is SO ambiguous that ther cor M 
used to Support several possibilities. The expectations T 
the analyst can bias the inforWation that is contaire K 
signals so that important information Tay te lost and 
unimportant information may be understooú as Deine a 
salient to the situation. [Ref. 142] 

The expectations thet bias the signelsS Tay be 
individual expectetionrs OF Seren ea TOS A RES 
expectation could Tte generated by such things as (the pis 
intelligence summary prepared by higher headquarterS. Such a 
document would summarize the perception cf the edem; po p 
tion and project how that Situation is expected ie C E 
Rach intelligence officer or analyst who  -^eceives that 
summary Would be tempted to assume that rhe hiker Ti T 
quarter s assessment o? the situation, based on all of the 
inforraticn avallable to tne orgaalizatio2, should pe 11CC CPIEEE 


as being most correct. IT ac:epçed. the summary Tish tema 
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vide a grour expectation tre me 1 S e er 
the processing of the next day's intelligence. 


who handles the information as it 1epprocesse pu r u Ds 


meeanization may distort it only slightly, but the finished 
product may have a totally different meaning than jt should. 

The signals entering an intelligence syster are 
biased by the initial hypothesis generated by that system. 
Those signals that support the hypothesis are welcome because 
they prove that the initial hypothesis work was good, and 
everyone wants his work to be perceived as good. The signels 
Meee are coOntracictcry to the idéa of the initial hypothesis 
are not welcomed for the same reason. The professitnai 
mieelitgence system should not allow those inconsistent sig- 
nels to be ignored but it will take a lot of them to generate 
a hypothesis reversel. The implication is that iv is eesier 
EM ciue asbeMreetery reinforcing an Existing Dpreconcertioa3 
EE l e tO change that preconoept:oa. 
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A second perceptual bias is that is?0rTa 
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Bn cerent from normal is hard to recognize. A logical way 3f 
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Eungerstanding this bias is to use the Situation in which 
Ec units are messing it the tysical pattern associated 
with a regimental assembly area. ius. tlogs recuires 19 
mem late forces into thai Svterectypec petterr result in 
Er. ubic to tke intelligence collectc>s. Tha 
analyst receives the normal indicators and undGrsiarcs 


correctly tecause they indicate ectivity thet fits a patte 
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Pie nas bearnec and me patteri may be corsistent 
Pie Veraall situation. the enemy is erzrectéed te attacz 


monos NEaAanccuhst truilcally would require the geco^c eckeloa 


forces to mass In (prepare tice the a Lac If the enemy 
chose to break the stereotype and attack from battalion 
assembly areas, it would be much harder fcr tne analyst to 
foresee what was about to happen. The signals would not te 
clear because they would not fit the expected pattern. The 
implication for deception is that normal activity Sup. 
associated with the indicators of the deception story and 
atypical activity shnoulcENMbcOeNsc s ccI cU UN EEUU real 
operations. 

A third perceptual bias is that once an observer has 
formed an opinion of the phenomena bails observed.” MEER 


perceptions will te conditioned by the first percent tote 


r 


observer is biased towards continuing to perceive them 
tion in the sane ways The implicatioa fcr ceventicr OMEN! 
the tias of the target organization will benefi: the Me G 
tion as long as the deception is designed tO take advantage 
of the preconceptions of the target. if the ener; exo 
that you are going to continue to delay, for excmpie m e 
is vulnerable to a deception whiehygwould have "hir n s 
that you are willing to trade space ¿or time. The decevuE 
Signals portraying an orderly délsay could be sent “wee 


a) 


actual preparations for a much different operstion ace 155 


i 


LU Ot bom. 
The enemy woule not reauire overwhelning: sifrnals to 
convirce hit of tre delay. re would o^ly  reculrs erom m 


indications to reinforce nis eExlstine bel oL ee eee 


NI E ce ion tos cause the enemy to assume that the 
conclusive evidence exists and could be obtained eh 
necessary. The enemy would attritute missing data to the 


Euurts of friendly camouflage or to imperfect functionizg of 
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his own intelligence collection. nuesblas  "mient curther 
assist the deception by causing indications of activity zot 
associated with the delay to be discounted as possible cecep- 
ion. erica tion for cdecestion fs that this tias wil} 
MINE tie impact of security leaks, uncoatrollez mhanneis, 
Io cr ly Executed CeCepticn measures as long as one “¿ces 
not actually do what the enemy expects. AS SO a. iaa 
or deception is that this bias Makes it very difficult 
to succeed ata deception which will require the enemy to 
change his mind about what he Expects. 

A fourth perceptual pias is that gradual Evolutionary? 
changes often go vnnoticed. Leas pome auton. Of Tlill1bery 
supplies right be used as an exarple. She requirement rignt 
DNE torcnestoprnaeevcof supplles beir2 moved by the divisio” 
Eccc comrand be doubled in preparation for a nlenzedc 
offensive. The movement of larZ2 convoys in the dtvisirr 
rear area cannot be hidden and any sudder u (pe sei 01 


^» 


the D A TO Nola be a xevo$azicetor fer er 
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intelligence analysts. A gradual increase te the number of 
NE CONO, pe ver, Ment not be of? sufficient 
Merest to 02 reported ever if it wes naoticed. DUE os 


EN eS Olas iS that if you Went the enery to tere 


notice of anr evemnmtoyou should chante Patterns muc SIE If 
you want an event to remain hidden, the patterns should te 
changed slowly. 

The last bias in perception that will be locked at 
is the idea that a picture that is sharp and cleer can be 
perceived correctly and quickly, tut a picture that is 


a 


tlurred or out cof focus terem Erio DErCE ani jis 
subject to erroneous perception. An am»ieuous DiCclUTDSMD ME 
has been presented for a longer time will require a e r 
focus and a longer perception time for correct recon 
than the same picture presen tcs. SUeTtel DES The 
initial exposure to ambiguous cr blurred stimuli interferes 
with accurate perception even after the subseqrert clear 
inforration becomes cade “here are three ime 
implications. for ¢ecep im oo. 

First, a very strong end clear indicator sel Sen mu 
the start of a deception can jnsure that the desired NT 
sis is perceived correctly 5y the erery. The need to have 


the deception story considered by the erery before he cha e 


c+ 


his initial set or hypotheses may reouire that very saiiae 
indicators be front-icaded into tne Pac c ONE n The 
clarity of the indicators may later seer susprici^»us tom 
enemy tut once the nypothesis has beea accepted for consid 
eration, even proof that Sore of the in¢givators were NM 


may not be sufficient evidence to cause the hypothesis to Ge 


disregarded. 


A AI l Ce tondo tipis bias ic that an 
eee vOuS initial situation can be used ts hide xey sionals. 
The initial picture presented to the eremy may be mede so 


hn 


confusing that a key signal such as the movement o^ a speci 
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unit is lost in the noise cf other Signals that are presented 
at the sare time. BMEEIDITTLGUEDIeJU»MoUvre 1S5 such that 
the enemy information system may be saeturatec or the artieg- 
ENS iS cuch that the egaemy has not yet ¿determined what the 
es ienals will be. The tiring of the signals can 0e criti- 
cal as well. The movement of an artillery unit necessery fer 
meee red) Operation can he obscured by the subpseoue^t decep- 
meve movemert of an armored unit which captures the corplete 
attention of enery intelligence. 

5 iord ei mplicattomo.wtams clas of percertion is 
Peet an ar bipuous picture might te preseatec to the ener: anc 


Neta ines fOr no Other reason than just to deisasy erermy 


fa) 


decision-making. the tire. that it tares fcr the exery ti 
eevee ah ambleuovs Situation ray oe Suzrzicie-t to previce 
the necessary tactical aCvantege. 


copla tdons of Psycho 
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CeO nee eat on 

INSI PAU LLO O lhe  per-.entual ard cognitive 
blases is that lf the decepticn is designed correctly, the 
lust will do much of the work ror you. Lc MEA ea Ll y 
NEO Esto ta decesntlioz, althcurh each cecertion lay 
Mmoeeer any Ciftererat attrieutes. ihe two choices heve already 


Pate eee aS Denne tedo with @nery rreconcevticns. 


The first choice is to decelve a target with STONES 
that reinforce the target s existing belle ew. you 
really are doing something else. This Jeception is aided Uy 
the targets preconception. The target is searching for 
information which supports his favored hypothesis on RD 
intelligence profession is such that it will the eo 
first ín the places that the signals would be if the fae 
hypothesis was correct. The target tends to izdore contem 
evidence as deceptive, incorrect, or resulting freor "iia 


in his own system. In fact, the target may not even perceive 


LA 


the contrary signals Or May attach weaning tc the roi) A m 


m 


that is incorrect out supporsi p eo 

Once the target has decided that bhis nypcthesis is 
correct, it is very difficult for nim to  nhar Cm 
hypotpesis, The decepticn tnat capitalizes cn the target s 
preconception has a better chance for success because IT 
leads the target to action which he is predisresed pc 
take. The advantage in nelping insure that ne taxes trat 
action is that the deceiver can prepare the dattle:ielc Ns 
TaxXirize his pain. 

The second cheice for a decention requires tre target 
to do something thet he is not prediis pocedi omane okis Te 
of deception should be avoided but, if it rust be etteruted 
then it is necessary to insure that the deception story OMS a 
least one of the initial hypotheses that is vconsidereoc 7 tre 


target. The chance of total success Of this Maceo) AS 


G2 
DE 


EN ess than for the other type because it depends on the 
changing of the target’s mind. This type of deception would 
be ill-advised in situations that will te very dangerous if 
the deception fails. It would be better to atterpt this 
deception in situations where advantages wan te gained by 
introducing ambiguities in the target organization so that 


tirely decisions cannot be made. 


Mee DECISION MAKING 

The tactical deception tarzet is the opposing corrazder, 
moe the communication of the deception stery must bə 
EE Weg Uc establishn the deceptiícan story es the ris ricture 
Eust the eremy commander sees just prior to his mavi^"p the 
decisions that result in the success or failure or 2112 


meeeptlon. 
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The deceiver’s knowledge o? the enemy Organizatii ane 
EN rev interaction is important only for the etilíiiv to 


Ku j (t Or predeterrine the desired action of the secnticn 


t-t 


target which place Naess <Orces at 4 Cireaevettaze ot “he 


in 


battlefield. Knowledge of game thecry or other cecisiaon aids 
E Urp»orrtant  oniv for undé€rstaencine tre enery anc for 
Menti yine vulnerabilities that result fror predictability. 
moplying knowlecge cf perceptual and cognitive processes 
ME ss arther uUrderstanding and predictehility, tut atair, 
HIM ormat: On 15 Ofuemmepertatce Otlv es TY" can te weed 
@ecginust the deception target. Krowing new the var.-.et rakes 


EE c SONS axes Wetinuletion of his decisions nossihnle. 


The commander is the key not only because he makes the 
decisions that result in tne action which determines the 
success of the deception, but also because he prevides guid- 
ance to the intelligence system regarding sallence anc 
pretation. Ihe commander Sets most of the goals formu 
organization. His policy for deception influences how the 
organizaticn treats deception. À commander who avoids NEM 
deception will probably be less attentive to the possi TIERE 
of deception being used against hir. On the other hand, a 
commander who uses deception in his own plans May not be ery 
better at detecting its use by others. The problems 
counterdeception are not solved by attention. 

The commander is the key to the orgénization. Even 
though the general staff system generated a division 5* labor 
throughout the staff, Tie commander rerains, Tes Done» 
The ¡information from staff sections is presented to the 
commander so that he can appprove or disapprove the eéustions 
and decisions made in his nare ty the staff. 

The entire system interaction, UAG orgeniza lul EM 
functioning, and thé communications flow for tae der cn 
operation end with the commander s decisior. That | decl nn 
is biased by perceptual aac cosnitive processes and te d LI 
on probabilities and expected valnes that the Corra, der 
not even be atle to pul nto worse 

Tepending on the payoff for a Vorrer tears wi G G ee 


Crs ea, the comran*ter Way chanee his etec ho ver wecr) tone 
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There is a tendency for risk aversion behavior associated 
With gain situations and for risk Seeking behavior associated 
with loss situations. 
1. Approaches to Decision Making 
he S Army approach to Making decisions 15 that 
the decision belongs to the commander on the spot as lone as 


it is within reason. The commanders are trained toa reccgnize 


when a decision is necessary and are trained on how to mare 


Un 


prat decision. U.S. Army cormanders love to rexe decisicn 


EM c: everyone in tae U.S. Army loves t5 mare “ecisi 


r2 


rs 
EU rany make tectica] decisions whether tnev are nantncr- 
wea to do so or not. This decision-Taking at the lowest 
Mmevel possible results 12 a large arcunt cf unpredictability 
Euch. is good for avoiding deception. 

The enemy can never have total certainty earout what 
Ie son ]] be or what the ragnituse of the frié€érielv 
memense Mieht be. The ran, not the machine, joeeusranmcunt 
EN ne U.S. aporoech to decision-Maxzine. DEMESC CCCII Ve 
merase fight re that “it is better to be Fo] ly risht oz 
Mime tran totally risht after it is toc late.” 

The U] I O pros E OEL SIC Tari ns 15 ter 
mm 1erent from the American approach. The di “fererce that 15 
IS CI anri in the context of this thesis is the degree to 


mere me automation can or Snould be Insluded in the ocviet 
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operational level cercrision, The besic instruction for Scvist 


Pommewde rs and thelir sta. fe or the suit e:t 2^ autorati^n “as 
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published over twelve years ago in a monograph, Idea, Algo- 
rithm, Decision, which iS part of the Soviet Officer’s 
Library. That monograph was translated by the U.S. Air 
Force and is relevant in that it proposes the further de- 
veloprent of the theory for decision-makins throuzh t c 
of the concept of automating military orerationo] contpolm 
ranagerent processes (Ref. 103]. 

The monograph begins with e justification cf the use 
of cybernetics to Solve rilitary corrand and Control or M 
and ends with a description oF computer systers o EE EE 
related ratheratics, the display and retrieval of = i107 oa 
tion, and «a work stucy of possible Sequences ó” Gre aie 
carried out by the commanders an@ their Steffs qt tne vag 
function levels Usire al or o eS. Included ¡1 
Teterial ere Stetistical Statements of stretesies, forraliza- 
tion of categories through the use oF ale xrriniicw LL 
and creraticnal analysis which applies mathematical mo2els ae 


tke Soviet decisior-raxi pre ese 


St 


The Soviets placed thet mencerath i? their Officer 
Library over ten years ago. It if quite easy to es cur 
the Scviet army did not have any large erat "OT COPOS 
assets at that time. The sophistic -tel m orru aa: 2 e SN 
to acccmrplish the goals mentioned jr the moro, Tarn wəowi P s 
been” rere iters in the nilitary syste 
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reses r E the 


Colonel J. Hemsley, Te- 


Daptrent of Lleferase Striies, T"iniversit G Gp a eee 
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1987, published a paper titled Voennaya Sisterotcknixa: An 


Algorithmic Approach to Tecision-making da the Journel o? 


e m e — 
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MemeecOyai United services Institute for lefens 


am 4 Q we o oe ee eee eee ee 
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Stucies. 
Colonel Fensley made the following otservation: 


"The foreword to the Russian edition of the monosrav 
meewritten ty General of the Army S.V". Shtemeako. . . 
Ecby outlining the lnter-relationships between rat 
mcs. social Sciences and the humanities on one heni 
Me iroact of the new sciences ang moderz technology 
D er. ~ . . Ine introduction goes on to éexplein 
automation neither replaces nor Supvlants ren 
Bereavivity but rather gives tne human wird the covertus 
norertend its range of intellect. Mere ISA plc? 
Speed substitution of Machine for men, rather the 
become complementary in thet maz is relieves if «seria 
Boreas] (technolcgical) functions which can be metheret 
cally defined and automatically executed." 'Ref?, 1e4l 
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eN ran=rachine decision model at the Soviet Aray 9928ra- 
tional level needs to be rnderstood. A vbrobler ir rdar- 
mete  EX1StS because it is diff?fiovit tc pro/sc* nov well 
Euet technology will te atle to cevelop the har^ware zad 
Mare nececesdry for the tactical proplers 9° grona comt- 
bet. Reliable systers that are rugged, mobile, aid  inte- 


Ec care necessary for the types o* avplicati^ns nD^stulavec 


E u5cvlet literature. EO Dio iS e tana” Near? sun 
Nes will be availeoie to the Soviet Arry. Ms SO t 


for such systems exists at the highest levels ii the Scviet 
Arry and hon l e Ue ol ve the recrulred 
technology. 

mem Oomemat the ran=racnine interface in the £rviet  à^rry 
meee oTbDinabion of lozic and mathemati-s. A L ETEL na 


a uced Ethevcenmseré:uustewegimrenders anc etafí officers wha 
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codify the essential parameters of the battlefielc mE 
symbols which can be used in mathematical models. “ucu 
the information requires Simple transformaticn. This inforr- 
ation would be such things as weather conditions, terralr, 
roads, light, tire, or vegetation as well as mmeesuretle 
parameters of the force such as men, weapons. Ammim R 
vehicles, ~or oupi ene Other infornatio" such as rom EM 
determination might be harder to codify. 

Information on the enery would require a certeja e o mn 
of guesswork in evaluating the present situation a Cd DIES 


itua r sm 
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Is tare conjecture in proje mor d ase: 
Certainly, the commander would need to wrderstand the mathe- 
matical model that woulo be usec by the sorvuler TOMAS 
Which factors of the situation are rot used ir the "co 
that the influence of those factors conld ce rare pr 
account in the final decision wee ee at 

Orce the environmert is entered into the or OT- ee 


must he cortine3 wlth the Instru ions To Te NEE} reo 


ceivec by Higher mead ouariers. Tnase 1I"Strustions S67 qe 
lirits on. the possitle output ar po ce TLE qe 


“function does the rapid inrormatio 4 processlm- lcu eee 
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One On ectur O SS ee 
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and synthesizes the data. 
puts might include force ratios, requires 200.eS.. erat eee 
path rovemen* tables, tire milestones, = lcristimem 
Sophisticate? models :noulc be able pio pp a e a 


Soluticns with advantages anà disadvantages. !Pet, ive! 


Logic is required by the commander in evaluating the 
machine produced alternatives and choosirg the optima OON 
The commander is still the decision-maker in tne Soviet 
w oach, yet a scientifically derived Scviet decisicn carnot 
te made Without calculations and quantitative supstantiaticn. 
Meee sberhardt  Rechtin, past Chairran cf the Naval Studies 
Board of the National Acadamies of Scienve ana Fngineeric-:, 


EMO view the SOVIET apprcach to decision-reZing with < 


mera nm emount of distrust as indicated in his rezent artir! 
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in the Naval Var Colleze review. Leeda t mart tou, E 
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memennology o? Command, Mecano pode? 


CULO Y mere 1ntecis Pronto y is that 
real-werld decisions all too often aré mace under ccndi- 
Prons never oefore considered,’ much less (or Gf erl Cc 
muc oguanti*ied. EE Ana aar anent Elicienilí 17 
EB computers in decjsion raving is thet, Ira S nec, 
SermeueersS are too perfect, toco precise, UE berten rn 
Morse, Whether computers are operatinge cn simple date rr 
mommmex algorithms, tney will always procuce prevcisei; Line 
Same answers fror the same inputs. IS A TS are 
mecerolete cr if unprograrreid event "EN DL HUE TI ders 
ema sh. If the context changes, What was the right ansver 
be^cre may be wronz-preciselv wrong-in the ^ev contert. | 


ef. 197] 
RUS DO raacn t^ CeLIiSION=Nazize Trat is user in rne 
Cu s orgalizatior ie important to t^e 3eeceptíion orciess. 
Eorseanization Which allews decentrelized éeciclo»s: might ve 


purnerable to deception if certain sommardecs are isol-ted 


Qu 


the battlefield. DODIUSNO NNUS ceT destructicr cf 


selected pommun]ari^5ns nodes ^uid vrem»ve A Si. borer ate 
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NIE from yLS commanc end control]  headuderters. 


ucc cOvld he Presented to the isolated “ores whith 
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would require decisions to be made withort the intelligence 
support availatile to percieve the Situation conse M That 
Same isolation could Support a deception against an organiza- 
tion which. mekes. deciceiosc Onl A SN, les 
possible. Once isolated, the force would continve the mis- 
sion ner the last guidance received. The deception NS 
require changing the situation after the force was 1s2lLa- 
ted so that the subcerdinate commander could not receive the 
guidance that right- xeen e 

lLUeception might attack the vulneracilities cf ange 
ation that uses autorile Eden cee ne vulnera 


is that wrich occurs when the use cf the autorated ere Du 


deniec. "he cormuricatiors or the electronics of the p 
mratec eld conle be derra Or also Led CIE Ca TI ino 


impact world probaoly be corsicered as a more silane un 
inforrationr loss than Af the aid hed Never reen “eve eee 
-a ocrgenization would heve developed a certaia3 anoutt 9: 


depencerce 5n the machine system 33d aac On Taa M 


Pies OT Ue avai tates Tre loss of iatorratiíon mw E 
erade the “esis1on=marine b sn os. A rore ebe rant, (at tee 


eseinst eutorated decision aids would reguire kKnioviece ow E 
Lhe. ePpeorithms In use: “anipulation. >. tho enrylironr re S 
yredeterrize the invut paraneters valo on eE Gee le.) eee 
e ae y s ps; The target s use o* the awtnoraled aic 


would benefit the deceiver by assis la ee nenita 
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There will always be interacticn between the opposing 
fraes On the tattlefield. The Pesultene communications flow 
establishes an impact on the decisions made oy the commanc- 
ers. The payoff matrix and tne hypotneses aVailatle for 
choice ray all be manipulated by the deceiver. The ceceiver 
gains an advantage if the target chooses to act in tre ranner 
that was desired by the deceiver. 

The communications, the organization, the system, tne 
uuDemetical mocels, the thought processes, en the decision 
process can be viewez as sitple models thet can pe avpliec to 
puderstand the tattlefield. 

e Orl] deueptiou process is more complex then tne 
BED models used in tnis theoretical analysis. The decep- 
E recuires a trorough understending of all of tne 
Meee SSeS involved so that the nevessary signals reach the 
EE comrander to result in the correct irterpretalion ana 


the desired action. 


E TRANSITION 
eee eVreO retical approach to | a38ly2iac the cecepticn 


» 


r r (rods DY Overviews 51 tas application cf 


Un 


proces 
wau Cations, Organization, systers, and gare tneory as 
DI "uc PiInciples Or tne  cCcoOszsitive ana perceptual 
Presesses and decision faking. ame theoretire] rodels 
eee chee CCDLION Tedehe Ureerstood «nd can ve appliec 
Wine Dattlefield to said a lactical advantage. le mo epe 


EN "rte Ii Meat application to ceception, cut tnere 


FP 
ha 


is a great deal more information available in literature. Tne 
probler is thet while the rultidisciplinary theoretic 
approech provides insight into the deception processo M DIS 
not lenc itself to an analysis of pa t use of decr iioi 

Teception has been used on the battlefiele throughout 
history. Mary of great commanders used deception exceeds, 
well. Whether they usec deception because they were great or 
whether they were great because tney used decepticon 15 samen 
paint: The point is that deception hes often beer DIENEN 
with success and analyzing hew they dic it ray help aes 
future success. The travesty is that  ceceptioa2 pr ppp 
that work are kept classivied aiter the ene o Res ru jy 
the time that the next Wer comes along they have been 
forgotten. The deceptioa art is lsarned ry trial es2 c NE 

It is beyond the scope of this thesis to ever SN 
te analyze the totel impact of deceptio ic Wilitary rimanan 
Dut fortunately a lot of work nas already been cone 
historians such aS arton 7 eee Barton waaley nos CES 
lected descriptive data rom Te Io la eee TAM 
century and has essertield the cese 2istcrles 11010. cC TEEN 
Cote base. The probler with the adelysis of case nistorn x 
is that the dilete is nct perfect euni 15 act aelways Po G E 
“he level of avantificeation that ser He sec CATE Cato 
eerie: 


À^  corperoetivs analysis cf casem o o nl S prc. ia 


a 


cle4rer uróecrttandcid. of The cecepttos roces A 
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common factors and general cause and effect relationships. 
The data analysis can show limited measures of effectiveness 
and can support the choice of optimal deception practices to 
a better degree than that provided by theoretical analysis 
alone. 

The value to be obtained from the comparative analysis of 
case histories that follows will be in the combining the case 
Study data with knowledge gained from the theoretical abp- 
proach. The two approaches will comoine in a Fanner enicn 
Suggests how tactical deception can be better appliec i3 toe 


BEES. Army. 


VI. CASE HISTORY ANALYSIS 
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Empirical analysis of case histories from Barton whaley’s 
decevtion data base can be performed in ana effort to deter- 
mine what the data suggests about tactical  ceception. Óne 
part of the analysis is to verify that there are no major 
differences between the results of deception as tne scope 
changes from strategic to tactical. A secona part of tne 
analysis is to verify that there are significant diiferences 
in the results of battle that correspond to tne presence or 
absence of deception. The data analysis is intended to srow 


easures of deception effectiveness in: (1) proaucing sur- 


3 


prise, (2?) produciag victory, (3) reducineg casual 
increasing force effectiveness, and (b) increasing territory 
exchanged. The data analysis will also support the choice of 


Optimal deception practices by indicating general trends 


common to successful deceptions. 


A. LATA 

ne copyrighted aata used in this analysis is from 3arton 
Whaley’s 19€¢ study,  Stratagerm: Leception and Surprise 
War, Which included 1692 case histories. Of that number = 
were Strategic and 47 were tactical examples of Surprise 
a 3d/ or deception: The additional E4 examples could ve MUS 


sidered à control data set 11 that there is 10 evedence that 


either surprise or deception ployed e Damm P cO eee 


mmemecaseS are from 16) wars during the period 1914 to 1968, 
and are based on Barton Whaley's survey of 529 published 
Boeurces as wellas his own professional study of history. 

The reader is referred to Appendix A of this thesis for 
the lists of the battles included in 3arton “haley's 186% 
deception data base. List A is an inventory of cases of 
Strategic surprise and/or deception. IIS cOSPalns exar- 
ples of tactical surprise and/or deception, List € incluaes 
urls Of battles involving neither surprise nor ceseption. 
n cases are identified by a date-sequenced list nunver that 
Corresponds to the tire, location and code name for the 
morc lS or operation. 

The assumption is made that the data from the 1€9 cases 
AE representative of rocern war. wuCUSP “lists 3 and C 
Ever only a Stall propertion of the total EXanples that 
EUG fit tbe categories. cre Sars O C are example “sets 
selected by Whaley from large populations and are not  ranaorm 
ples in the normal ‘statistical sense. Brees C2 eStats ti= 
Pee signlticance woulc not be appropriate for use with suruun 
data. nse Proper, however, to atealyze this data in a 
MMS tative way evez thoven the date set is not randowv. “he 
data Cal he inventoried to deterrine characteristics that can 


be compared by their preséace, absence, or relative valves in 


O 
e 


Eno: the three subsets of deta. IRE aVEragEe values 
nr hgsracteristics in Beach of the three lists car DE 


compared as long as the lists are typical or the populations 


they represent. This can be done as long as the assumption 
of representativeness is made. 

The data set from the 169 case histories was categorized 
ty Whaley in a simple coded form which provides information 
on up to 41 characteristics for each case. This allowed a 
fairly rapid enumeration of frequencies of any given char- 
acteristic. Summarizing data in rréquencieés, percertaczc ua, 
retios does allow a comparison to be Made. The tactical data 
set, list 3, can be compared to the control cata ser. bM 
and to the strategic data set, list A. 

The strategic data set was considered 1n 1969 to be alli- 
inclusive. The three criteria that «whalEey used to) pice wee 
cases of strategic operatiors were that they hat to: (1) pe 
pue first stroke of a war; (2) .opex operations OTIS 
*ront or theater of war; or (3, be a new attack oc r 
sive cn an G€xlsting DOLO URDS)T *ront [Ref. 1085,. 

The € cases in list A nave 1558 augrented with 25 adCi- 
tional cases from four more wars that extenced the Surve yo 


Domo she anelysis of the total 983 cases has been publisned 


in the article by Ronalc C. Snerwin and  Zarton whaiey, 
“Understanding Strategic Deception: An Analysis of 6&3 
Cases, Which was included in Section II of the unm 


Sbtrateepoe Ciditary  Lecemiume a. 


fu CRITERIA 
The result that must be optimized is the outcome of the 


rission. There are two missions involved in each pattle, anc 


lot 


ome the most part they can te identified as belonging to 
either the attacker or the defender. Deception can be used 
cach operation by the attacker, tne defender, or both. 
The analysis rust differentiate between the missions of tne 
deceiver. 

Mene mare many different ways to categorize the outcome 
of the deceiver’s mission. One criterion is the overall 
Mmeoult of the battle which could be victory, defeat, or 
ae rees of each. ASE CONE Io iS the relative result. 
An overwhelming force that achieves orly a modest victory 
might be considered to nave suffered a relative cefeat. ine 
perative casualty ratio, for example, 1s very important when 
there is a numerical advantage on one side. ine relstive 
casualty ratio can be used as a measure of erf£ectíveness 

nelative force effectiveness isa good criterion for 
Evaluating different units with the same missica. Maida, 
leadership, interoperability, anc experience can result in 
one army having e force advantage that Can rE Quantifiec. 
Adding one rore factor such as deception to a battle adds to 
Me force Effectiveness result, but that facilior shovla’ net 
S ali of the credit for the victory cr defeat. A final 
meson tor effectiveness 15 cost. 

These criteria must be measuratle in sone way So that 
F sl jlitleées, conditional probatilities, or fetreratical 
Preoecta 1005 can be used: ihe criteria must be sinple enougn 


bemoe understood and Must pe directly related to tne mission. 


1f 


All of the criteria must be used to determine Sire Move 
effectiveness. 

The criteria of effectiveness for the outcore of the 
deceiver's mission will use some but not all of the data 
characteristics. Such criteria indicate the effectiveness of 
deception but do not indicate how deception can teenie 
rized. The data which support the choice of optimal décep- 
tion prectices is PIN NE Lo Cieliernenl seri leriae Ihose 
criteria are not related to the outcome of the Geceiver's 
mission. They are related to the outcome of the deception. 
ihe result that must be optimized for these criteria is the 
achievement of surprise. That sriterion will identity MD 


preferred deception measures end practices. 


C. ANALYSIS OF TPECEP TIO! CTA tives S 

Barton Whaley produced the following table as a 
cross-cerreletion to show vnat surprise caa be achieved with- 
out enrploying deception: It also reveals that using edm 


tion effectively seems to guarantee that surprise will ce 


achieved at the strategic level. 


TASLE 5 
USF CF LDECEPTICN AND ACEIFVING SURPPISE [Ref. 19] 
SURI RIS: NO SURPRISE 
NO TECEPTION ll 459.12 E 
piss ome 
DECEPTION 76 (p=.82) e 
DOSES NE 
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The 44 cases of tactical deception or surprise 


yielded the following: 


TABLE " 
TACTICAL DECEPTION ANT SURPRISE 
SURPRISE NO SURPRISE 
NO DECEPTION 19 (p=.40) N/A 
DECEPTION a É 


p(S/D)=.89 
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It js seen in both cases that surprise anc deception 
are commonly associated. That iS particularly trve for stra- 
meee operations but still more oftea thaa not at tne tecti- 
cal level. The correlation between the stratezic case and 
Meetical case is not really stron¿¿ enough to support any “irm 
Penclusions. The conditional probability of tactical sur- 
prise siven deception does remain high. Very little can oe 
ED ed fror the no déception category as all cases in 
list E involve Surprise if they aid not involve deception. 
It is possible to separate the data fror the tactical cases 


i mission. 


TAEIE 6 
TACTICAL MISSION EFFECTS ON SURFPISz AND TECEITION 
meee) Guo) —— GéoD) —— 06 (Os 
OFFENSE 18 (p=.474) 18 (p=.474) D ss 
DEFENSE 7 (p=.773) ie o> ede | 1 (p=.143) 
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The significant result of the cross-correlation is 
that it indicates that in the tactical environment, the 
defense has a much greater need for deception to "pone mE 
surprise. Ihe offense can partially rely on the initiative 
to produce surprise. The unfortunate situation of nistory is 
that the recorded examples of deception used by the defense 
are few in number. It is unknown whether the use of decep- 
tion by the defense was a rare Occurrdace or whether tne 
records were lost. 

The ¡impact on this thesis ls that the larger 6 mans 
of data applies to the offensive use of deception. There is 
little data available to determine the overall "beue LL 
using deception when cn the defensive. 

One more view of the data ls necessary because the 
deta covers a range Of wars over a changing perioc war, 54 
Ey DS It is necessary to insure that the data set 1S rol 
pita Seu Farton Whaley produced the following taole to show 
the frequencies of surprise and deception our MN 


decade by decade: 


TABLE Y 
LIST A STRATEGIC SURPRISE AND DECEPTION OVER TIME (Ref. 114] 

PEPIOT SURPAT E PECEPTION AC TOTES 
IUE JS 1 ¿ 2 14 
VEU IS. 1 y 1 c 
1556-1555 É " < E 
1940-1949 3 3 o 40 
Loop l 2 2 c 
JeCccesl C; e Ç Š ° 

TOTALS 11 fi € Ca 
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The author of this thesis made the same cross-corre- 


KL On for the tactical, list B, data to produce Table 120. 


TABLE 14 

LIST B TACTICAL SURPRISE AND LECEFTION CASES OVER TIME 
PERIOD SURPRISE DECEPTION FOTE TOTAL 
1914-1515 12 Ü 9 19 
E 7-1929 1 y e 1 
Boo’ —-195¢ E Ü e — 
1942-1S4S E Š 1E ge 
8950-1959 Y Ó y C 
BScy-1CcCT7 e ð e 2 

MOTA LS JE É ae 47 
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The tactical data shows much cf the same dispersion 
over the time perioc that the strategic aata did. Table 12 
shows that the tactical data ls mainly from the two world 
wars. It takes a large conflict to field armies that operate 
in the tactical sensé. Minor Wars may involve a large rili- 
En conflict but they are mainly fought for political 
reasons, thus they are more eppropriate for inclusion in tne 
strategis category. The cases iror lits A aad c are cor- 


bined to show the overall cispersicn of cases. 


TABLE 11 
SURPRISE AND TIECEPTION OVER TIME 

PER TOD DURTPITISE DECEPTICN BOTP LOTE 
RUSTICIS 11 d 18 E 
ECoU-lO2S- z y 1 Í 
1834-1236 S Z Z 7 
1£42-1€4€ Li 3 46 ES 
POS ge. SOS 1 E S a 
SAS Y 2 É d 

MOTA LES 30 14 ES Ir 
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Whaley concluded that from a rough impressioni omie 
grasp of the magnitudes involved, there were several trends 
that right be shown. First, the proportion of military opera- 
tions involving surprise unaided by deception is sharply 
declining. Second, the proportion of military operations 
involving deception that failed to yiele surprise has re- 
rained at a rather constant low level. Third, the propano 
of military operations involving both surprise ame ceception 
has sharply increased. ([Ref. 111] 

Tables i2 and 11 roughly support the above con- 
clusions. In support of the first conclusion, it sHoUMm MM 
— that intelligence support to the battle:1e]c has vM 
improved since 1914. It is possinle to collect data Esc 
events happeninga deep in ceneny RD E Corputers co m 
used in the analysis of that data. Secure corrunicaticns can 
pass the resulting jostellicence in a tirely namer. 

While intelligence support is still separated into 
tactical and strategic intelligence, 1t lis recosa2l260m Uh M 
must ve passed to the commander who neecs it regardless of 
Ee Source. Thus, the tactical commender at division level 
"ray have near real-time access to Stratesic intelli kE 
products that pertain to his area oF operations. 

Passive camouflage and concealment measures have not 
improved at the same rate. Camouflage against infrarec ce- 
tecticn devices, for example, has received little attention 


or emphasis. the resvlt is that a headquarters that is 
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perfectly concealed to protect against visual surveillance 
ray bave nao concealment at ell from infrared surveillance 
which detects hot objects such as the diesel generators that 
power the headquarters equipment. The infrared devices can 
detect vehicle engines or even soldiers and can irage a 
picture of the battlefield that in some cases 15 even better 
than a visual image.  [Ref. 112] 

Barton Whaley s second conclusion, that deception 
Peme ly results in surprise, 1s understandable in that 
Eu Ucr-dceception is even less understco€ than decention. 
While deception may remain people-orientec, it ray require a 
machine solution to vunrask a deception. 

The thirá conclusion, that operations involving both 
Surprise and oi) are imc reasiass 1S a result of. teck- 
nology. The weapons on the vattlefield are so lethal aac so 
effective that the cirect frontal approach is disasterous. 
Victory can still be acnievec by overpowering the enemy or 
pressing the attack until ne runs out of ammunition, tut the 
Preece is excessive for both sides. The increase in surprise 
EDU dcceptrou stems from the effort to Wiad ty evading tne 
direct approach. Metepec ea te approach. 'nust 
even be considered a form of deception. 

U C r ion 2ftect on Producing Victory 

The first category to be looked at is tne offense. 

casero tvales are categorized 3y whether the oulcore was 


Moore to the initiator. Tne battles are coaed Sucn that a 
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"V+" stands for an overwhelming, unexpectedly successful 


victory. A V is in reference to a clear victory. A “V- 
stands for a victory that is less than expected and a "D. 
Stands for defeat. The only one of these that ray need 
explaination is the "V- . A V- might result when an attack 
Was only partly successful. The Battle of the Alamo is a 
clear example of victory that did not go accorcing toSEDISM 
for the Mexicans. For the purposes of this analysis, a VYV- 
will be considered an undesirable outcome. A battle will be 
considered a victory only if it was coded “V+ or v — This 
Should alleviate the effects of codiag errors where the two 
middle cases meet on the continuou Ji ne. 

The list € cases are incliüded ian the comparison sncwn 
on the next Lc The list C cases do nət meet the criteria 
for list E in that neither surprise 10r deception iv o S 
volved in the battle. List C can ne considered a "con 
data set for list A cases. 

Taken together, lists PB and C form a tactical set wn 
agaln, Can be thought of as being representative cf toc pp 
operations .00x1y by asSuUmpUlcH. The assumption may be valid 
tecause the entire set, all three lists, seers to cover tane 
battles that hed the prifvery uiuat D DD ihe 
assumption,  hncwever, con not be defended sufficiently enough 
tc allow the use of confidence levels. It is necessary Lomo 
Very cautious in the analysis ct the deception data so that 


the evidence of history 15 not blased Dy c3mppPonepetretchodss 
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TABLE 12 
EFFECT OF LTECEPTION US£LI 3Y THE OFFENSE 


= a ee ae A eee cee ee A ee “s q Qum ee es ee “j ee aaa “Sam GU ees ee “Qs i ee “ama “mas ee ee ee ee ee mms aa ce es ee ee s eee ee ee ee eee ee eee o, 


LIST TYPE NO. “V+ “yO “y-" "TD VICTORIOUS 
A DECEPTICN 52 16 21 9 6 A 
A NO DECEPTION 8 Q > 2 1 Cie 
B TECEPTION 21 5 ? € 3 REY 
B NO DECEPTION 18 2 8 7 1 55.5 x 
C NC IECEFTION 54. 1 12 ie 29 DAN 

Table. 12 indicates several interesting trends. Dt 


Siows thet the protability of achieving at least a clear 
victory is only slightly better when ceception is present 
then it is when deception is absent. The reason that this is 
muvee fcr the S2 type A cases is that only five of the type A 
cases did not involve surprise. acia] elentuato the 
Strategic cases that did not involve deception on the part of 
the initietor resulted in surprise anyway. All type 3 cases 
Aca tesorizea by the presence cf deception and 'or surprise. 
The type 3 cases without deception on the part of tre 
ense, bY definition, included sections which surprise. tne 
@erense and achieved the relatively high percentage of clear 
uvUvories that would be expected. The type C cases. by 
MN, dic 3ot Involve deception on the part or the 
offense and did not result in surprising the defense. 

II stron e cates that Pone or both of the 


Ae eers of Surprise and deception has a strong etfect on 
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producing victory for theo en e: It would appear that 
surprise has the predominant effect because cf the large 
difference between type C cases aad the rest of tne cases 
without deception. 

Table le is interesting in that it shows the freq- 
uency of occurrance of dvattles that ended in the “V+ cver- 
whelming, unexpectedly successful victories. Trat is the 
kind cf victory that is desired at every level. The trenas 
for this occurrence warrant special attention in Tae MM 
conditional probability of the type of victory given that mart 
least a clear victory. resol n p oe R 

TAGES 


PROBABILITY OF OFFENSIVE OVERWEELMING VICTORY 


LEVEL TYPE "e "(V* & V)”  p'(Vse/(V*oV) 
STRATEGIC ESOEPTION 1€ E 43 NES 
STRATEGIC NO DECEPTION 0 E "EL 
STRATEGIC Greta 16 42 se Y 
TACTICAL TECEPTION 5 12 £1.79 
TAGHTCAL NC DECEPTION 3 : 23 is ME 
PACTI CAN TOTAL 8 Gis 22.8 
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The trend shown in Table 13 is that deception may 
figure prominently in achieving an overwhelming victory. 1: 
also Shows that the probability of achievinz that odovere 


wnelring victory is small if deception is not attempted. 


J 1 


Hoc M nhegcassemhlstomlesc Die thesdata bese that 
involved deception also involved surprise. Whether that 
mo prise resulted from the deception or resulted from other 
factors is not clear. The enemy may have formed the wrong 
pueconception without any outside help and ia doing so set 
Eumself up for being surprised. On the cther hand, tne fact 
that surprise was not achieved in some cases may not have had 
anything to do with the way the deception was planned or 
Garried out. The deception may nave been perfect but chance 
may have intervened on the side of the target. A simplifying 
assumption rust te made that deception fails when surprise 
oes not occur. Using that assumption, it is possible to 
look at the results of déceptions thet failea. 


TABIE 14 
RESULTS OF DECEPTION FAILURE 


LEVEL "V+ "N^ y-” ED p( ve) p( V^) 
STRATEGIC Ø 1 2 2 20 x e 
TACTICAL 2 2 2 1 e 2 


The sample size for the crosS-correlation usec in 
Table 14 iS quite Small. The cross-correlations are gener- 
ally large enough so that the averaging effect allows ‘ore 
degree of confidence in the trends that are shown. That 15 
mt the case for table 14, put the difference in those 
results and the results that were shown in Taole 11 is so 


large that the obvious indication is that if deception fails, 


Ig 


the results of battle will not be as favorable. In fami 
attempting deception is probably counterproductive if it 
falls to surprise the enemy. 

Table 14 included one case of failed deception that 
was attempted by the defense. That was the case of the 
Germans attempting to deceive the British and Americans 
during the Anzio counterattack. It Was a tactical Cecep tron 
and the battle resulted in a defeat for tne Germans. The 
deception failed because of one channel of contradictcry 
inforration. That was a direct channel from a German treitor 
inside Field Marshall Albert Kesselriag's headquarters. ine 
channel wes through an OSS agent in Rome to the Allied F1“th 
Army Eeadquarters [xef. 113]. Tae explanation of that pcint 
is included for three reasons. First, it Slightly Jiac e EE 
Gata. Second, it is only one case and did not apply tc any 
other Table. Third, it points out the need to keep a criti- 
Cal eye on the data-coding by referring to the actuel nus m 
jcal records or summaries. Important issues ray ce 105 CEEE 
the cases are treated without examination in detail. 

The main reason why ceéeception is usually cone by tne 
force that is on the offense is that the offense generally 
fFaintains the initiative. The ceténse is only able to seize 
the initiative through such actions as the -couxstera Ut = 


^ 
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The Question is, can deception ve very effective for use Dy 
the defense? The initial impression is thal wtecannct. TU 


that is based cn the extreme paucity of De Historica 


Jus 


Examples. The cross-correlation of those examples is Shown 
below. The sample sizes are small but the results are sur- 
rising. The particular result that is of interest is the 
percentage of defensive operations that resulted in over- 
whelming victory. Six of the seventeen defensive operations 
resulted in overwhelming victory for the type A or 3 battles. 


TABLE 15 
EFFECT OF DECEPTION ON TEE DEFENSE 
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TYPE TESCRIFTION NO. “V+ “VW — V-" "I" VICTORIOUS 
A DECEPTION 5 2 2 1 2 a 
A NO DECEPTION 3 z 1 à Q 100  & 
B DECEPTICN a 1 5 1 1 pom: 
3 NO DECEPTION 1 1 2 Ø 2 120 32 
C NO S/NO D E 2 2 g 3 E 


Table 15 shows that 74 % of the type A and E de- 
rensive operations resulted in at least clear victory. Tra t 
was tecause the operations that did not include deception 


Mere) Still af a type that gereratea Surprise 1n the enemy. 


The contrast is with the type C cases. Those tnree cases 
were ccvrterattacks but they were totally predictable. they 
Were not done in a ranner that surprised the enemy. The 


result was that they ended in defeat. 
conffon battle tactics for the cffense demand that 
E nEtrtackers serzescrthe objective by criving the erery 


m 


away, Inc oree M S prepare fOr a connterattacr. ere 


Pie 


offense sets up the defense line along the exis of the 
attack. Defensive tactics are to immediately regroup and 
counterattack before that perimeter is established. A 
counterattack that is done in the predictable manner may fail 
into the counter-counterattack trap. If the counterattack is 
done at the unexpected time or executed in an wunanticipatec 
manner, it performs aS a @eceptive Maneuvers 


rR 


3. Leception Effect oam can ea E 

A technological advantage on one sice is a prire 
factor in the prodvctl one r Consider the ere. 
duction of the armor piercing longbow as a Pritisnm techn 
advantage over the French armorea Knignts in the Eattle of 
Agincourt in the year 14135. The Fritisch were o0utnurte nec 
aS much as ten to one, although the 3ritish were better- 
organized. Tre British lost less then 320 men while the 
French lost at least 5,520 nen. The French Knignts were 
expecting to tattle other Knights and had 20 idea tnat war- 
fare had changed overnignt. [Rer. 114] 

The introduction of a new technology must be done at 
the right tire or else the surprise effect is wasted. If the 
enemy finds out atout a new weapon during pé€acetimre or during 
a fwfincr preliminary hattle the effectiveness cecreases. Tne 
enery can develor similar technology or tactics tnat regen 
balance to the battlefield. 


World War II provices many examples of the tech- 


nology battle of measure and Countermeasure, German use of 


the "Lorenz navigational aid was the first step in their 
Brfort to conduct highly cirected precision bombing to force 
the British to sue for peace. The Eritish realized what was 
hapvening and instituted  "Neaconing to draw the German 
bombers off course. The Germans switched to a new tone-based 
system codenamed ‘Headache’, but the British found out about 
it ahead of time and countered with a deception jarming 
system appropriately codenamed Aspirin. "he Germans came 
up With another schere to navigate to selected targets called 
"Ruffian and the Eritish develoved a deception repeater, 
“Bromide , to counter it. The frustrated Germans pul all of 
their navigational aids in a target-marking Squadron,  EKarpf 
Gruppe 10909. The British could not beat that so they switched 
to decoy fires called IST iaa às loaz as the 3rpritish 
M One step ahead of the Germans they ccula direct a lot of 
Gerran borbs onto erpty fields. [Ref. 115 j 

The Eritish became experts at passive ani active 
erou lage during the Battle of the 3ombs . That expertise 
in fake lighting schemes, dummy instellations, and aeccys was 
peo on the tactical battlefield. Im ee mor such trols 
developed in the Nortn Africa caffpaigns where viSual observa- 
Eon was excellent. A T ISUESmnEPecoeniceg tne opportunity 
Because of their recent reliance on Such tricks to protect 
Lneir horeland. Other netions Soon followed the Eritish 
lead anc dummy men and equipment were produced and usec dy 


many of the nations fighting in the war. [Ref. 116] 


Once a countermeasure is used, its etrtectivor 
greatly decreases as the new measure becomes a target for 
counter-countermeasures. The Germans relied heavily on their 
"Wurzburg radar to counter Allied bombing raids. That radar 
was so effective that the British senat in a commando raid to 
steal the transmitter. This did not keep the radar off the 
air, but it allowed the British to develop primitive chaff, 
coüdenemed “Window”, as an effective countermeasure. arly 
chaff was nothing more than aluminum foil cut by hend to tne 
desired radar frequency, out it was effective. 

The Eritish did not use their discovery for Several 
difficult years because they were afraia the Gernans vwcula 
find the pieces of aluminum, discover tne principle tker- 
selves, and use it against the British (Ref. 117]. The 
11115 finally began using chaff in combination k 
effective jamming. It was so effective that the Gerrans 
dedicated roughly 4,900 engineers, GC percent of their Vem 
in that category, to solve the anti=janmine anc WoT EEE 
probler plaguing the Luftwaffe radars. In tneir rus 
develop a countermeasure, the Germans were distrectec Sono 
the development of microwave radar whicn was alreacy  beinz 
exploited by the Allies. [Pet. 1138] 

This analysis now returns to Barton Whaley' s decep- 
tion data base in order to be Wore specific on the eifects of 
deception on battlefiela casualties. The criterion used to 


select the tactical battles of interest 1s trhat the new 


technology was used for the first time as a deception measure 
to Support the battle. 

The Gerran introduction of a new tear gas in the 
Winter Battle of Masuria in 1915 diverted Russian attention 
while the Germans conducted a Major movement of forces which 
was key to the Cattle. Ihe battle resulted in only a few 
German casualties compared to 212,004 Russian casualties. 


Cae 
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The Germans certainly would have lost more men 1 
Fussiens had detected the build up of forces.  |Ref. 119] 

$24 tanks were used by the British at Cambrai ain 
IS. The 112,000 yard advance in one cay captured more 
Peeouma than cf British divisions had at 3rd Ypres during tne 
preceeding four months at a cost of a quarter of e million 
casualties cn each sice. Using large tank forces may rot 


have Saved a half million casualties as they may have been 


mest in future battles of attrition. Still they were saved 
for  tnat battle. Ihe Fritish suffered only 324,000 total 
cesuvalties at Camoral. The exact count or German casualties 


is not aVailatle, but the German loss due just in soldiers 
taken prisoner was 8,000.  [Ref. 12€; 

The combination ct armor and aircra°t advantages 
decided the outcome of the Eritish oattle against the «Axis 
forces at Sidi Rezeghn in 1941. ¿eo i lLlsn won the battle 
largely due to the tact that Rommel was déceivea as tec tne 
mor direction, and time of the attack.  Sritish lasses 


4 


were only 17,70% compared tc 38,388 Germanis and Italians. 


One portion of the operation was a capture of an entire fort 
during which 14,000 Axis prisoners were taken at a cost of 
less than 59090 3ritish casualties. {Fef. 121] 

Operation Bustard at Kerch in the Crimea in 12942 
demonstrated that a wide range of ruses: radio deception, 
“Quaker Guns , and false deployments, were effective dn 
firming false perceptions. The Germans soundly deteated the 
Russians in this battle. For relatively light German casual- 
ties, 109,090 Russiaas were taken prisoner [Ref. 122]. The 
Russians shculd have been very happy to receive  tnese 
prisoners back after tne war was over, for there w F SE 
Million Russians who died as a result of that war. 

Tne Ámericen attack on the Japanese-nela island of 
Tinian in 1544 was conducted under difficult circursta”ces. 
The island was only le miles long and tour riles wide. Tr 
was defended by over 8,6404 well armed solciers who were 
willirg to die to the last man in order to holc the “ete 
d£dinst tne American attack. Ine Japanese were fully alert 
and knew that the island would be invaded that day. The 
finel protler was that the island haa only three beaches, cone 
of which was not negotiable by existing amphibious equipment. 
It should have been impossible for the Americans tc estatlish 
en unopposec teachhead with 5,090 Uroops on a clear day ¿O 
that was what happened. 

The solution to the Tinian invasion probler wot 


technical modification to smaller landing craft which allowed 


ther to negotiate the treacherous coral shallows of the beach 
that was impossible. A simultaneous feint at one of the 
proper teaches drew most of the Japanese reserves to the far 
end of the island. The result was that only 1& Anericans 
were killed in the first 16 hours of the landing. [In s ime t. 
on the eighth day, the Americans secured the island at a 
Pera cost of only 389 lives. 8,000 Japanese soldiers died 
defending Tinian. (Ref. 123] 

The American attack on the island of Iwo Jime in 1945 
is a case very similar to Tinian. The relative forces were 
larger but the real difference is that the deception did rot 
Result in surprise. The cost was not only high in absolute 
numbers of casualties, but the battle was one o? the rere 
cases in which American casualties excee?ed those of the 
Japanese. l ellas «of SQOrprise was Ore of Several wortriru- 
tory causes. [Ref. 124) 

Corprete tactical and strategic surprise was achieved 
che first nse of a nuclear weapon at Hiroshima on £ 
rust, 164E, ple thewervilian Casualties were horrible, 


EIN EScapabcle conclusio» is that the act saved millions c? 


) 


lives. The ultimate casualty reduction was due tc tne 


a 


Japanese surrender without the need for an actual invasion of 
Japan itself. 

NENE OTC Coros used at Hiros hira 210 Hegaseki woule 
s l ue had a large effect on the tactica] Situation cf such 


an invasion because the Japanese would have realized thet the 


Tos 


bombs were not available in quantity. The polat is DEM 
major innovation in technology may pay large dividend SEEE EEE 
1f it is introduced at the right place and at the rich? sae 

Deception reduces casualties because it avoids mthe 


on the 


fp. 
tA 


frontal assault. The main reduction in casualtie 
deceiver side results from not having to fight the forces 
that are captured intact or surrencer ia mass. zhe fain 
advantage on the deceived side is thet the Ccastelties whos 
become prisoners of war May be returned after the CIEN 
over. 
4. Deception Iffect on Torce p r Cl) e s 

There are general rules for the conduct of eee 
that ere used to generate force planning, tattlefieli teit- 
oring of forces, and operations) non On? 9° MEE 
rules of thumb is that the defense tas a tnret L 5 
acvantage over the Wi te use. he nurder three is e les acom 
the rachine gun en? the artillery dominated western Front of 
Werld War I. That frort required a lerse local sine i mas: 


in Zone in order to Success ) n tac 


ra) 
in 


ine tnhree-to-cne acvantare rule ice sti o S R 


a  genereli2etion. A force thet is ouinumbered  te7 Ti 


m 


would need to take advantage c7 tne Cerceda IO 
three-tc-one advantage in force effectiveness 21 o 
achieve parity. 

It is possible to train and equip a 2% ce 19 De As 


effective. The Gerrar arries that ettacxec the Fussi i 


Bomly in World War II, for example, were aS mich as fcur 
meres rore effective, fen for man, thea their opponents. 
as a function of many factors, but in that Situaticn, 
the Germans could attack a larger force and still waintein a 
three-to-onre “orce advantage. Nhaley prepared the follewing 
Table to compare the relationship of surprise to the relative 
numbers of soldiers: 
Eo CESI 


AA USEF TO CAIN OSJECTIVES AFTER yr I [Pef. 125] 
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SURPRISE CASES NOUS o. sS 
ACHIEVEMENT NOn TROOF RATIO d I DM De TC 
EC TOP Y 18 Pe ELM B C l 
ABOUT AS PLANNET ae OUS ant 4 l1 1 
3ELOW EXPECTATIONS 17 Tee E LS 
DEFEAT i Ll 20 M 
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"haley concluded thet for operevions not invoiving 
EIN -ur»p'se a substaatiai superiority of force is needed, 
cena the ratio of about two tc one vas Siegested retner 
Mere traditional three to one. reo scltced That 
luere owes e fairly direct relaticishin between force end 


degree of UCLESS, tne Ol] ie OIT e rester tie 
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Un 
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success. Barton Whaley's more surprisins conclusicn wa 
Burprise ILE ence oma: LLUCrT $us ciITeECÍ a3 sirole 
Nella trorship between crece and Success. “Thvs, SUrOt ye. Ue 


alter force effectiveness. iRe?, 12c! 


Excluding the strategic cases In the deta Ser IS 
possible to cross-correlate between the resrlts c^ battle, 
the input force ratios, and the output casualty r 
Force ratios and casualty ratios should he directly related 
as long as the force iS applied- ficient: The ana 20 
for Table 17 below and the Tables in this section that follow 
it are all from the pcint of view cf the offense and ima 
the type C data set. 

TADLES 


ACFIEVEMENT VERSUS EORECEDO Nees oar 


PCP Lee NOR FORCE RATIO CASUALTY 
OVERWHELMING VICTOPY a Te LS ] 1 99995 
CLEAP VICTOPY 2 J ieee il] ¿MO 
BELOW EXPECTATIONS ao l. (E 1 1 39D 
DEFEAT a2 A 1 : £ 
TOTALS SE p AN 1 +: ¿0% 
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The first observation that cen be taken fror Tanle 17 
is that, in general, the offense wes favores ty only c ME 
1 force advantage. This agrees with 3arton  Jhaley's  von- 


. 1 a 
iS 


Cll Siem À tnree-to-one advantere® Mav nave teen er 


Ny 


at the point cf attack, but the clear advance MM 
overall. A second observation is that there js 10 direct 
correlation between Opee r Gr at ic and ashievemect 1 Lhe 


tattle. There is no direct correlation between rr er o 


DV 


and casualty ratios. There is a direct link between achieve- 
ment and casualty ratios. That iÍis explained in the casss of 
cverwhelming victory by mass surrender. The de*ense typical- 
ly suffers more casualties than does the offense sirrly 


because of the forces that become cut off anc “aptured. 


TAE DES 
ENVIRONMENT VERSUS FORCES ANT CASUALTIES 

TOROF CASU SALTY 
ENVIRONMENT NO. RATIO RACES 
DECEPTION WITE SURPRISE 18 lat. . CE Jo rc 
ENUNPRISF WITECUT LEZCZPTION 18 ls AS 
EEPSERPTIION VITECUT SUPPRIS- 2 ja sa l: S (ó 
NO DECEPTION, NO SURPRISE m e EO A 
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Teble 1 bresks out the tactical cases by the situe- 
Mon at the start of the tattle. Of the 23 cases rhet 12- 
volved deception, only two did rot result in surprise. «a set 


EN "ccoes not generate much confidence in a ronciusion, ir? 


> de 
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both cases resulted in victory below €yrpectations. IT 
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evident that although the defenders in 


Em rberec 1759t0 1, they Cid inflict Tire casualties tha 


they received. TIOS Meetic ae Eexpeciatio” a 
Table 17 and roy indicate that a Jeception thet feils is 
Merce that no decenvntion at ali. Re@@ersthian gravis a Ran- 


EE On that is based on Insutrlcient data, it is retter to 


check the two cases in more detail. 


f— 
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The first case was the Battle of Sangro, 928 Nove. 
to 2 December 1943. The British Eighth Army under General 
Montgomery was to open the l15tn Arry Croup offien PD EE 
Striking across the Sangro River. Montgomery used an elad- 
orate and ccmprehensive deception plan. There seem to pe 
three main factors that resulted i^ lack of surprise. NEN 
the attack was postponed twice due to rain swollen riveree 
It then went in one day eariy o RE ne v she Ro Tc sien 
Marshall Kesselring evidently took warning of the immediate 
offensive as he used the time to reinforce that part CT ee 
line. Second, Kesselring was using a low risx strat O 
terrain vorecluded any major shift in» Eritishn forces evo 
Germans had better lateral reads. There ves no st-onz inrest 
to induce Kesselring PUO EOM T 
"ontzomery hac really no choic® 310 to atii alr09 EM 
obvious roac. 

The deception was te deley tka corrmitillz ONO 
Germa^ reserves by demonstrating along tne entire risora 
front iDhis was an inherently implausible alternat jve MED 
conclusion was that this deception «ailted 5 Co S; En KK A 
plausible enough or serious enough to succeed anyway. jPef. 
127] 


ion Ietechrent “bicis 
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The second Case was Opera 


+ 


the American invasion cf Iwc Jima. Long belose t^e So IM 
operation, the Jananeseée garrison Nad ample Enc aconrete ron 


krowledge o? the assault. ana had corre ei B e 


LA 


r2 


expected time. They even knew the three specific U.S. Merine 
@rvisions assigned to the rission. Two postponements gave 
the Japanese an extra month to dig the most formidatle 
defenses the Americans weuld face in the Pacific. The 
K for the Javanese intelligence coup was never identi- 
EN but there Was a Major security breech involving ‘the 
Hawaiian press that may have made disclosure of the operation 
certain. [Ref. 128! In any event, spectletion ry soldiers 
Emc)vlilains im Foenolulw provided meny rurors. 


meunriing tow latle 158, it is interesting to note that 


the 18 cases of ceception that produced surprise were 
attempted with an average force ratio much worse Ire UM ES T 
K CC battles thet did not involve deception, vet the rë- 
EN O battle ard the casualty ratios were “uch hetter. É 
overall trend ts shown in tre next Tatie: 
PAs La aS 
PeCePT ION VERSUS FORCES ANT CASUAITIFS 

ENVIRONMENT NC. FORCE RATIC SS LAY PE£TIC 
PCR PTION 22 Ges eee enc Er 
po DECIPTION ES IM NECS I 

Table 19 suggests that when the force ratia is worse 
En xuxoruval,. the attacker may foel a need to resort to derep- 
Enn order to obtaln the generalize? three te-ene frree 
advantage. INE CU Lt eecentizs the ^r 
neos NN race Vale Iir thatthey ecre*oirect*o"mher  ^ctios 


Tol 


and dc not reflect the force effectiveness merit. It is here 
to nail that figure cownt: 

One way to generate a force Effectiveness ratio 1 
do a computer simulation using all of the reelitive parer7e- 
ters. A U.S. tank, for example, could be compared Pe cM 
tanks in a one on one, one on Many, or many on Man 7 epee 
The effectiveness is a function cf dead tanks at these mE 
the battle. The result ray be that tank X ds the ecuivalent 
of five Y tanks, but ít derernds or the situetior espe Eai 
in multiple engagerent cases. 

Another way to odtain a forse effectiveness ratico is 
to count casualties at the end of an ectral batie. Azo 
the casualty count must be related to the lt Oia less s 
ratios ‘ust as they woula in a Simulat i m 218 eutror 57 
this thesis postulates that a rouzh forces e"*ect'ivencecssm M 
can be obtained by multiplying the fcrce retilo by the cH ML 
ty patio Performing this translation, Table 15 1s cho n o 


as shown below: 


TABLE 293 
n 


ACE IFVEMENT VERSUS FORCI © EFEECTIVaN Ge 
AOS 
HA AL NO. ¿7207 IVA 
OVERWEEFLMING VICTORY 8 ics. M 
GEEAR ViCZORY 24 CRUEL l 
VICTOR PRE Oye PEC Ares zo a | 
LRFEAT 32 A 
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ieee coe anaCVeETSAmpliticdbionm, Of course. Yet it 
Tay be defended by the magic number three. If three-tc-one 
iM Se ferce advantage needed to produce victory, the nurters 
Nu he table clearly support the oúteore cf the battles. The 
force effectiveness advantege that wes mech higher than three 
produced overwhelming victory. The force effectiveness ad- 
tease that Was close tc three producel clear victcry. 
force effectiveness advantage lower than three vn rocuced 
[meer ry below expectations. Force effectiveress perity pri- 


(ved defeat for the attacking force. 


in 


HEN Ere is Jittl=@9ecehtrol over isorcée retic 


ac orce effectiveness ratio postulate is of liti» u 


if 
(0 


wess there is a means of controlling the casualty ratio. 


(Q 


u creríse is that surprise can produce a more fatora”l 


"1 


Eucualjty ratio. Jt is also expect cqhtrat eupprise eided c 
caused by deception will be even more favorable. 

The diverse outcomes that are included tu Tables 
Band 12 preciude them from detailed araivsis. l Vic 
MESS. to be separated into four differezt Tables covsriiür 


EE utoome for the attacker so thet THe tre-os are ses”, 


TABLE 21 

OREA S ANT CAS JALEY RATIOS (Ove weiey INC VICTOPY? 
FNVIRCAMENT NC. PRETO" QASUALTY PET IO 
ore Rion AND IZSCEFTICN x i lac us 
r IIS WITFCUT IFCFPTION S DX C- MEN 
PEPE ION WITHCUT SURPRISE ¢ N/A xc 
UR E RISE. NC DP3SCRPTICN 1 lo : ] DE 
TOTALS/AVERACES ë Cc 1 TP 
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The five cases in Table 21 that had the worst aver. 
force ratios for the attacker were associated wltilh deceptis. 
Whether the surprise with deception produced the highly 
favorable casualty ratios or Whether that casualty ratio was 
fixed by other factors is net known. Testing the postulate 
for the three environment cases yields force effectiveness 
ratios of 12.16, 7.1545 “ana Seige es ee ic 5 All Taece 
agree with the actual averaged outcomes of the different 
categories of battle. 

TAELF 22 


FORCES ANT CASUALTY RATIOS “CLEAR yICTOPY) 
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ENVIPONMENT NC. FORCE RATIO CASUAL 
SURPRISE ARD TIC: ITON 7 EEA La a l : 
SURPRISE MA ECUl ONE 2 iie 5 1 
TECELPTION € ITDOUT SUR OR Y N/A N/A 

NO SURPRISS. NO TECTELDON S lwap Qd l i: 1 
TOTAL/AVERACE c 1555 28 1 s 
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Table 22 should reflect sattles where tre atto 
had a three-to-one Topos Mad USES Using the TIM 
e*fectiveress prstulate, rultiblvire the {23rce 7F2 ii MD 
vantage by the casualty ratio advantage, yiel@s £12776 eee 
2.92, 2.56, and 3.39. The fisures snopi t thera e a mn 
Ceception and surprise may heve Ice m ONCOL EMEN 


ratios, but the evidence 15 mvch weaker, 


TAPLE 25 
FORCES AND CASUALTY RATICS (MARGINAL VICTCRISS ) 
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ENVIRONMENT NOR FORCE RATIO CASUALTY RATIO 
SURPRISE AND TECEPTION 4 ¡IAS 1 mm 
SURPRISE WITHOUT IECEPTION i Jer E T S 
DECEPTION IWITECUT SURPRISE 2 1 ub Í ie 
IUSURPRISE, NO DECEPTION 12 1 A i 1. 
TOTAL/AVERAGE aS 1 ace 1 pcd 
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The force effectiveness postulate begins to break 
down in Table 23. While the overall force ef*ectiveress 
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MENO” Tor the data set is 2.56 to 1, the first two categ 


dens 
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of the Table yield ratios o? 4.14 ana 3.72 To one, A 
ible explanation is that there is a limiting factor wnich is 
Seu bY the magnitude of the force ratio. hee rirst Le) 
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EN orles hao force ratics cf 2.1 end 2.5 to one reso 


E c ine other two categories hod retios of 1.8 an3 1.3 to 
one. 1.4 to 05€ was the average force ratic fer all 29 
cases. Ie Way be thet e© the actuel force ratio nears the 


NEO Orea vantagbee, the possible coatricution of surprise 
and/or deception weakens. 
rn p 


FORCES ANT CASUALTY RATIOS TRIT) 


ENVIRONMENT NO. DUELO CASUALTY RATIO 


iment Sk AND LECHKPTICN 


Z Ju € l 
ERES ISE AITECOT LECEPTION 1 ere £4 E ee eee! 
s TIC WITHOUT SUPPRISF y N/A NA 
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TOTAL/AV ERAGE oe 1 mo Ce 
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Using the postulate yields force effectiveness 
numbers of .78, .z5, and 1.12 to one. ATI three Cave MERE 
would have predicted the result which was defeat. 

It is necessarv to increase force effectiveness when 
adequate force advantage does not exist. It would seem that 
it is easy enough to determine the ratio in advance of the 
battle. The commander knows the relative forces pretty vell. 
The casualty ratios for the last few battles should bel MEL 
able. The force effectiveness postulate. if correct, same 
easily show whether a combat power prultinlicer "Sui 
deception is required. 


TABLE 295 
PROSASILITY OF TDECEPTIOSN CIMA S 
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FORCE RATIO PROSA3ILITY OF ATTEVPTING TEAM 
1o dH ME C EM r: (S OF 27) 
RS M 20 E . LEE Or oa: 
J s ro 9 1 20m CEDE TA 
WORSE THANK .¢ : 1 5 (5 0p 100 
OVERALL PROBAZILITY E (22 OF 83) 


du s Q G Q“ Q ED >: Q Q e “e sp > o WE Gn a WE ea E e WE a UNE d ee Tn ee A A (is q E Qa de ums G GE de dM e a E E G um dem V G A Q eae UAR 


The question of when a force will resort to jeceon 
is partially answered by Table el. A force that 35 31 tae 
a superior defensive force is much Tore projec se SNL 
LLO) sita y O l I n e. Ihe vastly superior asun n, 
force may use deception a whicqe Tae wee ¡hal CS 


probably has the initietive and can predic O 


The vastly superior force may embrace deception 
Simply to reduce casualties. ING Ct that the other two 
categories are rarely associated with deception may only be 
explained by a general misunderstanding of the deception 


process. 


The attacking force which achieves an overwheiring 
Or is in a position to exploit that victory hy drivisgz 
deep into the enemy rear aree. The exploitation forces weuld 
have destroyed or byrassed the enemy reserve or co'rterattac« 
memees end would be able tc acquire control over vast areas 
of territory previously held ty the enery. The ldefe1sire 
forces on either sice of the penetration wouid either pe 
Marea after being cut off cr would have to be withdraw in 
order tc estatlich a new line of defense. 

ucEbatties in which rho attackice force is rot etie 


Mom acnieve a penetration of the cefense wovld resuit in 


Ve 


smaller territory exchange. A clear victory mieht o8 stereo- 
Exec c es one that achieves a large salient into tre enerv 
Memes but is stoppec short of the exploitetion. A sy 
But ys less than expected right be one in which the attack- 
EU orce becomes dQecisively engaged prior to achievinz tre 
rlanned objectives. 

Mat teck thet ends 11 defeat "ler! gela or lose 


ground. uM Cocoon Tom tht Urbe of bsttie woule 


(nh 
CY 
C4 


re that the decisive engagement oegins at the mein line 
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cefense. The attack might 10t Wake any progress at alien 
the progress being made might not justify the cost. CO 
uing the costly battle might decimate the attacking force 
such that it would have to withdraw from the battlefield. 
That would account for territory lost by an attacking REL 

It must be established from the data that territory 
exchange is a valió criterion for measuring the olte orenk 
battle. Again, the analysis is done fram the point of view 
of the attacking force: The stretegic cases are 2xclnaed. 
There are 82 cases for which Barton Whaley assigne? territory 
exchange figures, but there ere several ceses which bles the 
analysis and which can not be averaged out. It is necestary 
to restrict the data set tco exclude the cases whi:;h extreme- 
ly blas the cross- corre d 67. 

Ore case, the Italiar East Africa Campaign in 1941. 
was responsible for conauering more territory then ell the 
other cases combined [ref. 122].  Ancther case, the Worl War 
I ettack on the forues of Austria, Gerrany, and Eulgarie hy 
the forces of Rumania, resulted 17 a Géfeat of The ¡UTA iym 
forces and a territory Less of 924.702 concn es (Def, 


HOC These cases arc Dot clue They scol 


rt 


deleted 1f the averagec outcomes ere to b€ analyze Wv 
is not proper to delete any cases from the cross- (orrel Te 
without first considerin emer. The following T-ble MAS 
compiled to investigate the bias effect at different levels 


of data restriction. 


fA a | 
TERRITORY FXCHANGE VERSUS OUTCOME OF BATTLE 
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EXCLUDING TERRITORY EXCHANGED (SCUARE MILES) 

CASES WITH NW. n NE. E 
EXCEANGES : NO. V+ V v- T 

NC EXCIUSION 82 82,682 5,580 552 1,255 
OVER 50,208 79 E,205 2,743 34y _ 161 
OVER 4,000 71 288 463.5 3540 124 
OVER 2,200 Ev 288 24€ 197 ed 
OVER 1,222 €4 288 110 128 LOT 
OVER 2300 5€ 80 EE 65.7 12.4 


SOUARE MILES 

Table 2€ indicates that deleting more ard more data 
reduces the effect of extreme cases to the point that the 
data is ne longer representative of the sample sets. The 
range of deletion for the final category was five V+ cases, 
KE V cases, seven V- cases, and three "T ceases. 


A | | 
Mere 1s a radical change in the cutcome as extrer? cases are 


Egered, hut 32 percent of tne data is lost. zo cot ous 
cases ir an effort to make the averaged Cate settle (om 
mem ts in less confidence in the analysis. See dirpeneat 


Hua sete are affected differently at each setting. 

The requirement is to set the threshol:? for deletion 
at the point where the data is Fost represertetive af the 
entire @2 cases. te pene OU OIDO A or the. Thres- 
mold. Nc dUGdorT OT; Tiisetiiesis vuhose to set the trrestel2 


to exclude cases where territory exchange evrcesced 1.234 


square miles. The reasoning for that choice was threefold. 
First, that area is roughly the area that a rodera army woule 
cover ir a two day exploitation. Second, that threshold 
removes the strongly biasing cases.Third, that threshold 


retains 82 percent of the data. 


TABLE 27 
TERRITORY EXCEANGE TERESHOLD CASE REDUCTICN FFFECT 

TFRFSECIT NO. "Ve DUM B Tp 
NONE 82 e ca pu 29 
50,202 79 7 22 po 28 
4,00€ 71 5 18 E 27 
1,529 €7 E 1€ 20 2€ 
1,002 64 5 14 19 26 
200 BE 3 12 15 2€ 
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The data that is left after consiceringe only p s P 
cases with territory exchange less than 1,5400 square rilec: 
assumed to be representative. The threshold iropacts ros R 
the V+ and “V sets as it deletes a higher proportion of 
cases from these categories. It onla SEEN tnat ery inus 
error would. be on the cide oi eRT M 

The data at the threshold o? 1,520 savare miles is: 


DR l; e 
TERRITORY EXCHANGE Choos uS EL 7 
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NUM3SER CF casrs 

ENVIRONMENT TOTAL “y+” E x "ye" ay 
SUPPRISF AND IICEPTICN 14 4 5 4 E 
SURPRISF WITHOUT TECEPTION i¢ 1 4 4 1 
rIEOSPPRION wITPOUTPCUSPRMC TS ? í 1 J 
NO SUEPRISE, NO TECEPTION 42 1 2 UN: 25 
TOT W7 5 1f 20 2€ 
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poppcaddispIsvsetMe sdmENEUPends ads shown previcusly 
meee tar as the relationship between Environment and the cut- 
Ames of the battle is concerned. Mee sO SS—cOorrelation of 
territorial exchange and the outcome was shown in table VI- 
21. The cases of Table 28 for V+ , V°, and T displayed 
average territorial exchanges of 288, 226, 197, end 12.4 
Eure omiies respectively. The trend was sufficiently strong 
to support the idea that territory exchange iS a rFeesure cf 
the effectiveness of the attacking force in the battle. It 
would also be reasonable to say tnat it would be a measure of 
effectiveness for the defense as well. 

wee pont in “euestion™ is% whether rm orcesee that 
employed deception cen be judged as beine more effective 
EusSed on the criterion of territory exchanged. rifteen of the 
moses sacwn in Tatle 28 involved ¿eceptior and caly two of 
them were defeats. Laose CvGr wWene the won lye cCecentio? vestes 
mot achieve? a territory exchange of ten squere riles o? 


Ness. Meneses cases Cid Ot avelve decention.. 24 


e 


t 


s Se Cases, dlrest half, enceàd in defeat. Cf the rerair- 
ing 22, there Were ¿5 that did not Zein at least ten ‘¢iuare 


m 


mM c. Os territory. Aore ee Sio o rantage Of ¿201 10” 


is) 


EE Uer ECOVatesSs to e gain Of cniv BFE meters, That i 


meee igecirect fire renge of where the bettle began. 


Ma SES PUTA. involVesmecenptic7 did inelvde 
ten cases where surprise wes achieved azywey. Ct those, oriry 
eat le ended in defeat. "Even incindine tnose ceases. trc 


M 


attacks that utilized deception produced a clear edvantage in 
territory gained over the attacks that did not utilize decep- 
tion. The fifteen deception cases averaged a 205 Somone 
gain. The 52 cases not using deception averaged only 129 


square miles, a gain that was less than half as ruch. 


D. ANALYSIS OF OPTIMAL DECK PIG PRACTICES 

Cne desired deception outcome is surprise tecause the 
cases that involved both surprise end deception were the hest 
in terms of optimizing the operational mission. Optimizing 
the deception mission, then, may require actions which. 
duce “Surprise. The analysis shows that it is not jrst a 
case in which the deception target is surprised or is 0€ 
surprised. Surprise has several psychological cimer: 0ra 

The first dimension of surprise is its extent or SE 
of different TomT: The different forms that surprise can 
take were classified bv Whaley es the various modes of sur- 
prise. The five modes are intention, tire, place, «trees 


ang style. The rodes will be addressed in this thease 


Y 
UA 


(D 


they are slightly more descriptive thar The tradition E 
of who, what, where, when. ard how. style should re the 2nly 
rode that recuires an explanation in tre military sense. 


f^ 


Lefensive style, for example, coula vary from derend to the 
death to amore moderate defend tc trade space for time 
Style also includes battle tactics whether normal or 110 


ventional, technicel innatations, end ey ve po x Style is 


a measure o? how the whole operatior 15 cordu:tec. 
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The second dimension of surprise is its intensity. 
Intensity is a measure of degree of effect. Certainly, ar 
attack that was unexpected in terms of all five modes of 
Surprise would generate amore intense Surprise than one that 
was predictable in all modes but one. The number cf moes in 
which surprise is attained defines the intensity as bein» cna 
a scale of zero to five. 

A second measure of intensity of Surprise is the des ee 
Gree Surprise achieved for any one rode. 2ratr derre ls "ch 
harder to research or even define. NOP UREN nur poses Of “this 
thesis it will be lirited to being either very surprised’ cr 
just surprised. An example of being surprised in the mode 
BENED Sce would be the surprise generetec when the attack was 
rade at point P when it was expected at point 4. An examile 
of being very surprised would be the surprise that ripht ve 
generated when the attack was mace at point C when it vas 
vreconceived DE such an attack would have ceen impossirie. 
[Pef. 132] | 

The cross-correletion method will be 1sed tn icentifv the 
uma] deception practices used in the historical data set. 
unc amalysis is limited to the Mst 3 cases in which E 
prise was present. 

Ia odes of murorise 

Overall there were i4 cases cf tacticel date in which 


Surprise was present. "de coPEUnece "owsct included 


surprise in only one mode. lH ccs: Ss c'asdded cne cese 
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of surprise of intent, two of place, anc Uhree 0T MS 
Fach of the three cases where surprise was due to style 
resulted in at least a clear victory. The Same statement can 
not be made for the cther modes. This is cf interest because 
style is not the predominant mode of surprise. The m»st 
common mode is place. The least common mode is intention. 


The frequency order of the five modes is as shown: 


TABLE 2C 
MODE FREQUENCIES OF SURPRISE 
MODE OF SURFPISE NUMBER PERCENTAGE CF C&Sés 
PLACE 31 n 
TIPE 29 uo e 
STRENGTH £4 94. 5E 
STYLE Le OO 
INTENTION 8 “MS eae 
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The next step is to deterrine whether the rodes of 
surprise were generated by a deception operation cr nou 
surprise can be optirized by plan if deception NE 
efficient in generating surprise in the oroner Toce: The 44 
cases of tactical surorisSe are reduced to Z“ cases of de rep— 


tion and surprise for this analysis. 


TABLE 32 
MODE FREQUENCI*S OF DECEPTION GENEFAT®I F 
MODE OF SURPPISE NUM3IR | PERCENTAGE CF CASTS 
PLAC? 2 BHO 
TEME 14 OT E 
STRENGTE 15 Ey % 
STYLE 4 ic * 
INTENTION 4 je te 
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Table 39 indicates that deception has not played a 
large part in generating survrise in the modes of style and 
intention. lios to conceal intention at tne 
metical leve] and that is probatly why that rode is 
neglected. Ine style of battle aseatiticult to cnanze. The 
weapons mix remains fairly constant. The tactics are rereiy 
changed especially if they have oeen successful. There are 
emily so many technological advantages that are kept secret 
until they can be used on the battlefield. Placen tike, end 
ENXUCHSth are more readily changed dhd are the most corro. 


elements of a deception rlan. 
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Place includes such factors es the poirt 9 the 
ack, the area or width of the attack, and the dire: tion or 
axis of operations. The (j Seer ASES what iS x-ecwn as, 
“intelligence preparation of the battlefield” Es ieee 
[eres into account the known factors of the environnent in 
Doth the enemy and friendly areas. Natural obstacles Such as 
Mountain ranges, rivers. heavy vegetation, end precipita- 
Eon often PESTE Teo Veneno TT Ces. Man-mare 
Mmeabwres such aS roads, bridges, reitiroads. levees. and trwrs 
Samer tiemerestrict.or assist cperetions,. 

laeNECInective of IPE is to identify pessihle avenunadies 
@eeamPorcack and determine the throughput ceavarility for  e@e.:h 
approach. Ihe throughput cepebility 15 a measure of tne 
maximum cji2e of the force thet cen raneuver alo"; a 


ey 


particular avenue and the speed with which nu IL ceo E 


move. IPB is an analytic tool used to predict place ia 
and strength. Leception, however, ray pe tasedc on attacking 
over impassible terreir, durire impossible weather, Gr et 
unprecedented speed. 

The U.S. Army has a long tradition of coins UMEN E 


impossible. That is not an attribute of every arry. Wen r 
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t 
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cans have developed a capability to thiak and 250 “Toro 
selves. This trait was needed in the early years simply in 
order to survive. The problems of forcing the wilderness to 
grant passage to the West developed engineering skills end 
unique solutions. An Army of soldiers who grew up o m tee 


land might never thirk to move across broke. terrain. 


IPS matches enemy doctrine and crganizaticn Fom 


types to the Enveticavee nuvi p The end reésvlt cf IMA 
a perception. It is a Strong péercentlon because it Teepe 
on detailed analysis and current intelligence. “he aceferse 


would use 1P3 to positicn combat forces and allocate p p n 
Support forces. The result cculd be thet the (@m0et TOMAS 
raxiriízea to block the expectec mei» aveunue of  erprosc Ri 
rinimizing the force available elsewhere. in fact, MUERE 
areas jin the defensive line ray be loosely defences cr MOS 
covered by aircraft patrols. This style of defesse ie hong 
efficient if the enemy attacks according to the precconcce ume 
of his attack. 


IPB is a forral method of perform, 2 hp is n pon 


intelligence task. Similer effcrt existed in rany o p 


mora SCT Cases. Balto gnhaley recorded that i? 22 0 f the 44 
Maca! surprise cases, the defender hac formed a preconcep- 
MA regardizg where the attacx was likely to occur. The 
rode frequencies for this data set which includes cases of 


surprise without deception are shown in Table 31. 


TABLE 31 
MCLE FRRQUENCIES OF PRECCNCEPTION CASES 
MODE OF SURPFISE NUMBER PERCENTAGE OF CASTS 

PLACE 1€ S^ % 
ERES E 15 ca 
STRENGTF 1z d 
SITTE ó es n 
INTENTION < SINE 
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The date set can be furtaer restrictes to tne 1€ 
Masies where deceptíon was conducted against ar enemy whe iac 
TCO a preconception. Aes omelet Ge ace 8 tiet the 
deceiver may have had knowledge o? the preconception and mav 
have teen able to incorporate that Krnowlecge in the 2eception 
plan. There 1s a reoauirement for a feedback chenzcl as well 


ENS courErent for sutfíitcient intelligence on Tre erery 


s the deception 1s to be based 02 Dreconcertions. 


TABLE 32 
MODE FRECUENCIES GIVEN DECEPTION AND PRECONCEPT"QON 
MCDE CF SURPRISE NUMBER PERCENTAGE OF CA»5£z 
AG E 14 97,5 $ 
TIME 12 82.5 3 
STPFNCTF n | e NTa 
INTENTION 4 26 
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Comparing Tables 29 anc S2, it can be Seen thats 
is a general increase in the percentage cf successful sur- 
prise modes when deception is attempted against en enemy whe 
has formed a preconception. The exception is the mode cf 
Style: This may result fror the inattention to style when 
planning a deception, from an inability to change styla, mor 
fror the fact that the cefender did n0t iorm a precor in 
as to style. 

The next step is to look at the cases in which the 
deceiver was able to Successfully reinforce the vietim's 
preconceptions The date 1s split into two groups “asp ep 


on whether haley was able to determine successful reirforce- 


ment of preconceptions or whether it inst appearec us V S VL 
successful. The difference between the two groucs 1S 0 
ODVIO0VS Prom themata; An assumption was recae by the əuthrr 


of this thesis that the difference in thejway that une 
was coded was based on an lack cf? direct evidence in sore of 
the historical files: The difference does not seer tc De 


very impcrtant ard po conclustons Wills Duae DEM 


ToU PIS 
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SUCCESS FUL APPSRAPRTT SUCCESS 
MODE "Clee Urea is E NUM3FP PERCE DRG NUM3ET PEP CE ee 
LIAE S CEU E 6“ . Wa 
TIME n So ue o 71.4 % 
STRENG F = c E ES a 
SEn 2 — s 2 K. 
INTENTION E 55.5 7 1 ld m 
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D ENrpvesEconeluston =:rom Table 53 is that the 
fee and intention modes of surprise should not be neglected 
in deception planning. These Modes can be used successfully 
te reinforce a target's preconception. 

Iu Intensity of Surprise 3ased on Numbers of Noces 

Analysis of the intensity of surprise is required to 
Este the number of modes that should pe coroined and 
which modes are optimum. These indications are necessary cti 
the tactical level because tire ang assets are limited. The 
Mere al tevel] requires Ceceptior ta optimize surprise in the 
Moot Efficient anda cost effective manner. 

It nas already been shown that surprise is directly 
Mee ted. to the outcore of battle. the results of the 44 
cases of tactical Surprise can be correlate? with the inten- 
Iy of surprise. The intensity used 1s that which 39 e 
Mer dection of the number of modes in which the defender was 
Burvrised. 
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INTENSITY “V+ BUS “y= n Domus 
1 z 4 2 1 c 
2 Ë 12 3 > op 
ó a 5 4 j lv 
4 1 1 z 2 A 
S A Y 1 d 1 
TOTAL Q 26 ie z B 
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As expectec, surprise usuelly appears with multiple 
Todes. This js because surprise as to the place re Wan, 
coincides with surprise as to tire, strength, or both. MS 
prise of intensity four or five did exist but it “was rae 
Almost half of the cases were of intensity two but there wes 
no clear reason why. It would seem that it would wem 
rore planning and Execution rescurces to concudct deere na n 
designed to induce survrise in multiple modes. The ¿css 
would become very expensive because the effort is not linear 
in nature. Each item on the cecenotion indicator set uer 
have to make sense in all five modes. ,The pavotfs tor tne 
higher intensity ddeceptions would have to increase at tke 


same rate in order to. be cost effective. 


rh 


kquating surprise intensity to the battle vaya 
requires a quantitative method. The method used t^ assign 
numerical values to the outcomes is a weightec systen in 
which the payoffs V+, ^V, V-, ant D are assigned 
values of 5, 3, 2, and 1 respectively. This 1s based orio 
break-even point of 2.5, but tne standard ecnievere Enia 
"ar would be at least a 3.2. 

The cutcores cf Each battle are sorted ty intensity 
categories and then divided by the number o: batties 2 
category. The normalized values of the battle outcores .en 
be compared to the achieverent numbers as a cirect rei lec mae 
of the expected value for that'levelrof UD n lILy. The nes s 


Table was designed to ia: lude the rnrobasbpulili yn P r ou E 


EN U :ImingPovretory as that value may be rore importeat in 


sore situations. 


TABLE 35 
EXPECTED VALUE BASED ON SURPRISE IATENSITY 
INTENSITY FXPECTED VALUE pro TEE Op ys 
l E DE 
2 3.15 2E % 
3 2.8 12 Y 
4 3.0 25 Y 
5 2 > 
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Intensity level 2 exhibits the highest average 
payoff. Applying this historical trend to future battle 
would suggest that only two roces cf surprise are aeeded to 
optimize the A o E The penalty for etteroting 
BEuuntlonal modes of surprise is a more complex plennin2 and 
execution requirement. 

Gases ot iavolving deception are removed to produce: 

TOP RS 
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IINTENS IT Y V + V. E o TOTAI 
1 1 I Q 1 A 
2 4 7 1 1 re 
E 2 1 — e 3 
- e 2 2 2 2 
POTAI € 12 E 2 — 
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NS c ent E IOo Nr dS Of the intensitv one cases 


were not the result of a forral cecention orer-tionr. DNA 


clear that intensity two cases predominate with over ae 
percent of the total set. It is interesting thet the cases 
which produced an overwhelming, unexpected victory were 
limited to the first three intensity levels. Intensity level 
three appears to he good in that it contains no ccses cf 
defeat but the number of cases is small. The low number of 
deceptions of intensity three or higher may also 1?%2 )6 MD 
increased ¢difficrvlty of properly | executinp an clac Teni 
deception. The normslized value of the outoomes are: 
TABLE SV 


EXAPECTED VALUES GP TECGCE TT p 


INTENSITY EXPECTED VALUE PROFABILIT? OF "f." 
i 5.0 Do 
e 3.36 51 < 
Š SP 1? x 
4 ae T 


ee ee Qs G q G eee eee ee ee eee ee Q ee ee ee m wm ee ee ee ee ee ee ee combo ee ee ee ee ee ee s ee oe — am ap ss Uk E A e E eee + o w =- 


Again, the curprise seers optimized at tne geu0nd 
level. While the first three inteisities have the Hist oye 
result of clear victory. intensity three has a lower OM DD 


abilitv of acnieving overwbpelnpnl1 pu (ym 
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she crrobsbI TD MEO “V+ would be importan 
cormander willing to eccept a higher risk tc have pp o, 
protcability of achieving an overwhelm mi mo n ine leta 


from Tahles “£ and 37 could also be locked dc fcrt TA 


Cd 


point of a cormander wno can rot allor eoe e c 


Risk aversion behavior would lead such e comrander to vlan 
for achieving intensity level three. On an average, battles 
of intensity three would produce e clear victory. 

Following the sare trend that wes used t0 evaluate 
individual modes, the data set is reduced to tne sixteen 
cases of deception based on preconceptions rade by the erery. 


TABLE 30 
S OF SURPRISES(TECERTION ANT PRECON 
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AS Mie Cata was TeStrictleq to ceases Of decen- 
un  5ased on the preconceptions of the eieny. ull cr tne 
Free Which ended in defeat cropoéd out. 

TABL? 39 


VALUES (TECEPTION BASED ON PRECONCEPTICN 
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Sufficient knowledge about the enemy produces a large 
advantage. Expected value increased or stayed the same for 
all levels of intensity. The probability of achieving 
overwhelming victory increased or stayed the sare. The 
average expected value for a deception based on precem m 
tions cf the enemy is 35.44. That seems significantly higher 
than a clear victory valve, š. 
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(nowledge of enemy preconceptions will 
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xey to be used in the determination of which rodes or 
prise. should te attempted. The necessity to understand the 
enemy before trying to deceive hir remains valid. ES 
analysis of rode pairs looks at the results of nistor m 
surprise and deception. "ode peiring ray have seen by 
design of the historical jJece llo p P P h ‘ote parn nis 
ray also indicate which rodes saoud Denon 

This analysis is to investigate the effectiveness of 
different nalrs cf surprise rodes. keck case c? iaten uma 
two has a rode pair which was acslanes the value or the 
outcome of the battle. The 27 i1tensity iwo cases sro eee 
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METE PAIR ANALIOIo At IN retort iveive 
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The most common pairings were as expected. Place was 
Associated with either strength or time. The numbers in 
Table 40 are not large enough to insure tnat averaging 
resulted in a representative number for the battle outcome. 
Meradring reauires more numbers. More numbers ere Obtained 
by adding tne battle values for each case in which a node 
Bair was incluced in a larger mode set. ICI l c ore 


chown ir Table 41: 


TABLE 41 
VOTF PAIP ANALYSIS (TOTAL FRECUTNCY} 
MODE PAIR NUMEER EXPECTED VALUE 
PLACE-STYLE 7 E 
PLACE-STRENCTE Ve 3.05 
TINE-S1YLE 4 5.2 
TIMA-STRENGTE i 29? 
TIME-INTENTION 6 2.28 
TIM E-PIACE 18 ee 
STRINGTE-STYLE 7 2S 
INTENTION=STYLE P E 
INTENTION-PLACE e oe 
INTENT ION-STP ENGTE % TN 
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Pee Cen pos s1iule peirines fer the five roces cf 
Mipi ce arc incluced in Table 41. ea orcerirzz2 in 
UNES (CF expected Valve is Surprising. There are refinerents 
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NES LE deere nar mode pairs can be select 
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The key discriminator used to select the desired data 
set 35 the €xXVStence of Du ole e There are seven 
intensity level two cases involving deception hased oz pre- 
concertlons “Of ton re Place-strength is the | domi 
rode pair with four of the seven cases having that moder EN 
Comparing the place-strength rede pair using Tables Z1 MI 
shows that the pair’s expected valve was sucstartially 
dije eren, 

Pestricting the data set to the cases of cece o m 
based or the preconceptions or the enemy will ctrovidce the set 
fror which the ortirur rece alce E ce 11 WE 
sults of the analysis of that set are Shown in? the eee 
Table: 

TALLE 42 


MOTE PAIR ANALYSIS (PRECONCEPTION SAGs” DEG Ti Cie 
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Mc e US the mode pers 12 order of accre@asing 
expectec Value. The table indicates that deception planning 
the past may have been basec on what measures could be 
done rather than on what should be done in order to optirize 
surprise. The expected values and the frequencies o? pairing 
associated correctly. Still, the analysis shows trat 
the bases, where deception was based on preconceptions, were 
mesociatec with tattle outcomes thet were better than those 
Shewn in Table 4g. Ine core mwe oS that the Gptimizec 
Aetion is the one that is base3 primarily on t^e precon- 
ions of the enemy. Ie OS ENIDRCcco3CEDtionmsmwallowe"a 
ENUce. the rode pairs should be chosen oy expected valve in 
the crder shown in Table 41. Duc OUNSMSHeME not he chosen 
mec eir ease of execution because an easy deception is not 


EN-ssariiy ea effective one. 


4. Intensity of Surprise 3ased on Degree of Noce 
surprise 

mae Second Measure Cfvintensity is tae degree of 

rise achieved for any one rode. It would te reédésoranle 


MN Det tnat the rore the deception target is surprise. 


(fh 


E rester would be the effects of the surprise. There i 
uU little data, however, which differentictes between 
Very surprised and surprised. 


The first task in addressin, this Tessure 2 


© 


IIS LO Surprise Was to see if there was a Qquentifiatle 
deae enS sociated viti intensity levels. The nethoc to do 


EN cto CGlad CC Mime svat tTle cuccomes using the previously 


established number schere. The rating of "very surprised" 
wes found in 2€ battles. The average outcome o? those 
battles was 3.16. Those 25 battles were taken fror the 
larger tactical data set which had an average outcome of 3.4. 
The difference is not large enough to indicate an advantage. 

The data set was restricted to tne cases which in- 
volved tactical deception based on enemy creconcentli ois NEM 
number of cases from that set that had the very surprised 
rating was ten. Trose ten cases had ar average cutcome of 
9.1. That outcore was slightly better than that of themes 
that were not based on preconseptions, but tne difference 
between ¢.4 and 3.2 does het ppo r mi OoOo 

The tactical data set of cases Whicn had the very 
surprised" rating iacluced nine cases that did not involve a 
deceo” eres atina though the enery hac formed a "DIES 
centier: These 3217reicasesi had an average outconc o M M 
There was nro apparert difference between thie data sets onm n, 
than these alreacy aotred. Cases wnere tne eaemy was Tn 


surprised in two or three rotes dic not have a Mie 
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den those of only cose moss 


TADIR 23 
VALUE OF A EICH TOP ea n 

MOLE NC. OF “s+ CASES AVERAGE VALUE OF OUT 
STEFNCTE ie Bo 

PLACE Q - 

S Da E GE? 

TIME 4 Bue 
INTENTION 2 ae 
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Table 43 shows that the enemy is more often very 
surprised. DNE ected Strength than by any other rcce. 
MN C rvuatlion jo oio practical interest, however, sirce 
that knowledge cannot be put to use. Ihe analysis indicates 
that there is no apparent advantage in pursuing a hien degree 
of surprise ín any mode. The deception tlan shoul? be diver- 
sified to induce surprise in severel modes rather than 
CI Sed on one mode only. 


ERU Dfcct of Security on Surpri 
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This analysis Verified that if the victir s intelli- 
EE brauch warned the victim of  impendin:s attack, sca 


warning had an adverse effect on surprise. The tactical cese 
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lists ^f Dattbes to be c^nsidcere4 as 
| 


required both 3 and 


Shown telow: 


TABLE 44 
Wet ECT SOF WARRING ON TACTICAL SURPRISE 
LIST TORE NC. SUN Sao AS ES SOS DUNT 
E YARNING GIVE aD aa 2.64 
E NO AARNING ries ae oe 
C WARNING GIVEN 4€ o lk 
C NG WARNING a P tq cr 
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Table 44 incicetes that the three c 
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ME TC not produce surprise were ius to efficiency oc? ereny 
Intelligence in providing warning. The Tatle also shows that 
MIS et 5r warning prcoevuced a disadvantasze whether sur 
Ka oe Was Ultirately achieved or not. That cisedvantage is 


MEROS vrer lie tactical date cf Table 44 is conbinec. 


TABLE 45 
OVEPALL EFFECT OF WARNING 


CASE TYPE NUMBER OUTCOME 
WAPNING GIVEN 71 oot 
NO WARNING 3p Eq 


False alerts sometimes produce a Cry vol: WERE 
The Cry Wolf “eet secu Pp desensitizing of a force 
Occurs ywhen it repeatedly responcs to a threat trial coco 
Taterialize. This effect has beer associated witì stretegic 
deception in meny sources inclucing Whaley s 16€9 study ang 


the 1282 bcok edited by Laniel ana Herbir, Stratezic DNE a, 
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FeECeoti on. Frofessor Jiri Valente of the Navel Pct tara. 


School rade the followme point 10cm oe act cee “Soviet 
Use of Surprise and Ieception . He wrote: 


“The rost effective form of Soviet military E 
tion curiae “Cheeze nos TOME M EE was probably qm 
ceontirving series of military exercises. ERitbrovoh “tie 
were rprobarly intended by the Soviet Union tc threaten 
Czechoslovakia with an invasion, paradoxically they mie 
have desensitized the Czechoslovak and #estern leaders ara 
analysts to the very pessitillty of iavasien., ter. h 


The author of this thesis Tops cures B mD the 
"Cry Wolf effect dees cccur in peacetlmr o ea i were MS 
teary trainine exercises near the tense boreers associated 
With the federal Repvblic c? Certa y a ITIN 
Korea fit the Gry Wolf pattern. The Cry wolf effect aces 


occur at the operational level as Well 4s 9°12 sl ace a 


ee 


level, but the Cry Wolf effect ts less often essocieted 
with schedule changes at the tactical level. The reason “or 
BS is probatly associated with tire. 

Strategic operations might be delayed for LORE 
periods of tire as it is often necessary to have long periods 
Of favorable weather to mount such an operation. O E 
MOS between threats provide sufficient tire recover fror 


Mie? itíal anriety »f the threat. The Eroro that -is 


pememPmbered is the feeling of relief when the threat p 
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EN ec false alerts for the seme threat might generate 


| 
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“wish*ul Pins that the next alert will be “alse ase we 
NN sof tacticel crérations ere usnalily short in duraticn. 
ED csi! celaye migbkt resrilt from plannirne that dic 19t allow 
EE c2»! lage tire for chance events tiat upset the tire- 
mole or the operation. The Tect vod 1 eee rey be delayed 
NEIN nrcee Gays, for exemple, if the emrunition for tne opera- 


meee r rive) three days late. 
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The deception dale base incluies tany exatrle 
BENE c: that were postpoauec oze or rore Times Cre tc e ryriad 


nau o opa, There vere examples o^ enemy false alerts caucer 


Sy anticipating the criginal schedtie. The Cry doi. estes 
Meee creen Orserved in relation to the operational level, DIO 


Ee Jcloys were not Jom eproughou^ recuze tae energy s 
EE ow level caused by The y31itlei1 threst. It is necessery 
TO g"nelyze whether the schedule changes reliebly sroduce the 


q (S ]T1izing#g effects 
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Changing the timing of ar attac* produces a pis JE 
disclosure that is due to the posturing Gf units Gr Soom. 
communications used to implerent the command anc Sg NM 
Increased communications would be necessary whether tine 
change was a delay or whether the change was an advance. The 
risk to the operation should be less for the acre. 
schedule as the new schedule provides less time for the 
enemy to react. 

The analysis osf the effect of schedule charges was 
designed te verify if the historicel data supper S 
intuitive conclusion above: The following Table addresses 
the effect of schedule changes on the outcome of tattle. 

TABLE <€ 


EFFECT OF SCEEDULER CHANCES O hn ps Dn NES 


DS TOES NUM3ER EXPECT EIA 
E ENEMY WARNED 14 2 RG 
3 NO WARNING g £51 
Ë. ENEMY WARNED ld 1.495 
C NO WARNING Í 552 
TOTAL 4 z m E 
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The overall probability that the erery recep 
Warning was 71.4 percent for the ceses that livolved sched 
cha 72eS. The averave outceme of battle vas mich higher fear 
the cases where uo warning was iven. The 82 cases wie 


warning wes prées@nt inclrded only 143tacee 10 mL 


still achieved. Nine of those cases involvec deception wrich 
may have been able to reduce the effects of the warning. 

The 42 cases included seven where the schecule cf the 
attack was advanced. The average outcome of those cases was 
45. The “S cases of delayed schedules hae an averare 
mereore of 1.97. The difference in outcome is sufficient to 
Empvort the idea that a schedule advance is less risky the. a 


schedule delay. 
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Delaying «an opereticn is usually no more tnen 


UU 


change. Weoeenectec Start Lite of day, h-hour, YS Change 
end the people who need to know ere informed of the chence. 
There are certain everts such as the arrival o? supplies ard 
on which resnlt in rurors, tut for the rost part the 
Mo dates for ar operation are 10t releaser. ee oe = 


[mom 1s planned based or tire relative to BE-dey, Feneur. 


tn 
c+ 


There ars two reasoné why this timirg is used. Tor 


Meson is trat coordination end trdining ca? be done withrrt 


Merece to à Specific date. Me cate crenfes, there 
DU DE 19 change im relative time so there is no con?rsior 
generated by the date change. Tre second reason is te 


EEPect the security o£ the projected date. 
ENT s 1S, bunc osdchawgnes Of an cperetic is 


Mot necessarily the seme as Crying Wolf . nce on T US 


SINO Seems applicable only for those creratio:us in whien 


rx 
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>> 


emecOuUnLry Gr or p sien core y placed on alert fo 


A s Uunich never comes. ULM I A (C rerroutisae ard tne 
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soldiers fall to respond properly when the attack ¿ces 
happer. That type of situation is rore appropriete for the 
strategic level where repeated demonstrations at a border may 
re done in the forr of a Dneacetime training exerci e. 

The peacetime training exercises produce a great ceal 
of threat, but there is a return to a périot of re wie 
antiety cance the exercice m p ch It is questional le 
whether the same reduction in anxiety occurs in mi sr 
forces on the btattlefleld during war. “here are periods 
tetween battles that can be associated witn recGuced threcst. 
There may not be any periods cL rst ed Cue 

The “Cry Wolf situation shculd generate the effect 
that after repeated false alerts, the expected value of tre 
outcore from the voint of view of the attackiagp forco MD 
increase. This does not happen at the tactical level for tre 
cases which were the result cf delayed schedules. 
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E Hector indi viducigheception Measures 
The measures which can be used for deception are 
Mmountless. Fach depends on the situation end the orly lirit 
Ed secm to be the imagination of the deception plerner. 


Meee -<, Tactical Le 
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ception, provides twelve exerples of 
meee ption techniques which mainly apply to the o*fense and 
leen Which mainly apply to the defense. Deen tarda taal so 


EN Udes ten deception ideas designed to trigger the imasire- 


mond Cr the deception volanaer. c nece cos proposed 125 
the manual are: fij}etheat each situation 1¢ different enc 


meamyres different deceptior indicators, (2) that €ech decep- 
EE |-""u:t execute tre reasures that support tae decep- 
ES C story, and (3) that there ıs mo rane ordering o: 
deception measures thet epplies to all situaticns. 

The author of this thesis agrees with tne aocve ideas 
Ben ene excertiíon. Joe re plain ni pccemron)straticn 
Seemoversionary attack snould be avoidec. Duce emosstretio1 
ENS c calv ruse which by defiaition uses corbat forces. 


7%) 


EN ruce ray require à reduction in ?crces availanle to 
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Eunduct the mein operations and the forces Tay oe lost 
they rake contact with the enery. The ruse fray cecreete 
diversions which allcw an overall victory but it may rot Mage 
EN or wearening the main force. Ihe deronstration force ray 
Suffer EXcessive cesialties, 

There were eleven cases in the tactical cate set 


anere deception includea at least one case of cerocrnstraticn. 


Tes 


The average outcome for those battles was 2.54. Tre averoge 
result for the rest of the battles utilizise deception P 
3.44. The diference 1s sreniiicanit: The diference inci- 
cates that utilizing corbat forces In a diversionary moro 
is less effective than using ruses of other form. A compari 
son between the feint anc the deronstretion is mede in tne 
next "able. 


TABIE 48 
DEMONSTRATION VERSUS FEINT 
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Table 48 suggests that the feint produces the sare 
deception effect without requiring compat forces to btecore 


engaged with the enemy. The comtat forces can be usec En 


(b 


tetter advantage with less risk if they are used ICONS 
"or that matter, combat forces are nov reo t lM 
The feint ray be tasked to combat support or combat ‘service 
SU pio > Goan os 
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The analysis also shews thet using bota a rent CUA 
deronstration in the sere ceceptica fay Ge coure roroa M I 
The  ettempt to introduce a higner level of arbi Ulty SEEMS 


rlace rode of surprise, may iip the esery voc thesia: 2 LI 


neceptioa 90b emos 
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BOTON ia te recorcedArthe under and types of decep- 
feeer Measures that were employed in or prior to Gach tactical 
operatlon. The data set of interest includes the 47 cases of 
tactical surrrise and /or deception. ive retativew trec- 


Memecaes of each major type cf ruse are shown in the next 


Table. 
TABLE 49 
PUSE FREQUENCY OPUSE 
RUSS Hs Gaga NUMBER 
ENSSTFULATIVE CAMOUFLACE 18 
PRINT D 
Seer uLATIVE CAMCUFLAGE lez 
DEMONSTRATION uo] 
HS DOSDPECKRPTION iG 
PLANTEI RUMOPS S 
FAKE LOCUMENTS e 
NEGOTIATICNS 1 
ås many as siz different types ov ruses were fourd 1” 
some tactical battles in the data set. The analysis was 


same in trat the more ela3orate cdeseptions did rot 
MNAE a Nigter provortion of surprise. he nurber cf ruses 


cam pared to battle outcome in the follcwing tarle. 


TA Pio Peo 
NIDO Cacho teaver RoUS CUTCOME 
NUM3F? OF RUSIS NUMBER OF CASES AVERAGE OUTCOME 

e 14 PI 
1 C See 
E 8 DESIT 
5 11 Ore 
4 © gun S 
= 1 1.¢ 
€ 1 ce 

TOTAL 47 2.93 


Table 50 indicates that the number cf major ruses 
used in a deception shovld be between one and  tnree. That 
number could easily relate to the number o? modes of Sp MUN 
that the deception is designed to generate. There moy be any 
number of individual deception measures that support ore 
Prise. 

There are ceception neasures which are used to 
display false indicators or ambiguity for the c¿ecebtion 
story. The case histories provided examples of the follcwing 


^ 
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types of measures: 


Perier I 
TECEPTION MEASURES TO TISNER 5 DeLi 

1 False radio traffic, tiring, scund Sr re Ten 

2. Fake lighting scheres, dummy personnel and equiprent. 

ó. Cortrollee agents. political negotiatlons. press Tc DM 
4. Sirulations, cisplays, conmancd 115105. alce ron 
E 

E 

f; 


. Set up a false pattern that nas logic the eneiry expe DER 
>. Present peaceful Scene at the FLCT until the lest rirute. 
. False training which focuses on elternate aperatior. 
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TADLES 
TECEPTION ME ASURUS TO P ATERA T 
oTLlrary indicators: 
a asto roving everts. 
reffic volure to intreduee bir Dn) smo intelligence. 
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1 
4. Án attack conducted to prevent interferenis with ano wes 
ct. Own ferces deceived usins rurors. rado, ance vil h Di 
C. Deceptive bridge seizures. 

f. Showing de*ensjve preparevions While atta. i172. 

8. Setting counterattaocz Ltrarejwniie ho e n 

g Keeping the tanks elsewhere. Let enemy watch tner. 
jl àjlowing a salient in your lines for later deccy use 
1 rPtosrhlon cpPockr nt )9ENpUSId ONE 

1 Cavse enemy to choose petween two real cerloymerts. 
15. Lepglecy two forces end attack sith Oily Or e Mu 
14. Fresent enery with fictitious alteri TEE 
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The deception measures can be anything at all. The 


Gata included the following exarples designed to conceal the 


real: 
TAPLER š 
DRORDTIONSMEASURSESSOUSESESTO CONCEAL TRE REEL 
Mmeecontrolling channels to create missing cata. 
2. Deceptive camovflage. 
č. false explanation of true events. 
cemeeexecuting one operation to coaceal another. 
©. Pirecting attention away “from a certain area. 
6. False meaning to signals that could not be hidden. 
IM p exercises restricted to a hesdful of ke; pecole. 
EE Late disseminaticn of the operations order. 
€. Restricted access to knowledge of real rlaen. 
Ec 5adio silence used as forces are concentreted. 


EC isrch at night and conceal in “orests by the qay. 
NEC onceal final aprrosch through noíse/ligpht discipline. 
E rnormal alr attack tiring. 


14. AbTnormal lane attack timing. 

A isual deception. 

HEEL onceal forces and materiel ia zone of main effort. 
mU 6oncsal concept o? operation. 

mec trict security. 

memo onceal direction of main effort. 

20. Chenge usval tactics. 

€]. Keep reserves held much furtner tack than normal. 
Sec oncedal composition of forces. 

ARTO not conduct recoaneisSance by large detacnrents. 
Eo xot hole farilierization sessions with new forces. 
Peer ortray that more rehearsal tire is reeded. 
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Sepp risce) anc deception are commonly aS Soc latex. 
Eu ougsHh surprise Gan be achieved without ernioying decep- 
TAO: The data analysis revealed that usine ceception 
effectively seems to elmost guarantee that surprise will ^e 


achieve et the strategic level. Pumice rye tne concitional 
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probability of tactical surprise given deception was .89. 

The ffense can partially rely on the initiative to 
[rojúūucel surprice: The defense has a much greater need for 
deception to produce surprise. 

Surprise unaided by decep Onis TE Deme 
tion usually produces surprise. The Srobdebility 07 aoe nme. 
at least a clear victory is highest when both surprise and 
deception are present. 

Uncontrolled channels can cause even the most 
elatorate deception ro fell. 

Operations conducted in a predictable wanner comm 
end in defeat. 

Any technological surprise  repidly loses its 
effectiveness once it is used. 

The use of deception results in a casrvalty reducticn. 
surprise entrances force Cite ye The  eforementisbis 
enhancement in combat power due to surprise ana/o- aecep 
dirinishes as the ectual fcrce ratio acars anc then oreco i En 
three to ore advantage “or the attacker. 

The force effertiveréss ratic obtained oy multipin mia 
the force ratio and tne casualty ra:i experiences 132 PENES 
Dattles Fey te used to predict wheter an edcitiona:l co Ron 
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power rultiplier sucr as deception i m ise O R 6,7 Stereo sae 


ju 


futures cr on. 
Territory exchankce js a vali critertos ores sus 


the. «wteeme o s bat bre. The attanzk thet utilized” c2ecepiie: 


Maceda. a clear advantage in territorial gain cver the 
attack that did not utilize deception. 

Surprise has two dimensions: Comet yeaa 2tenSity. 
Intensity is a measure of degree of effect. Increasing 
intensity by number of modes is more beneficial than 
increasing a single mode intensity. The style an2 attention 
Meees, Of surprise shovld not oe neglected in ceception 
planning. Cnly two modes of surprise are necessary to cpti- 
EN rhe surprise intensity. 

Feints should be used in reference to Gemonstrae ticas 
and the two should never be used together. 

Deception is best when it is based on preconceptions 
mermec py the enery. 

Allowing the enemry to be warnec of an iffpencineg 
Operation produces dísadvantages, rezardless o? su prise. 

A failure to deceive the enery rarely results iz ° 


KE | lU to the deceiver. The enemy gains almost nothing fren 


Gy, 


the identification of deception signelsS as ecepticn. 
ANO Wine what is false does not necessarily incicete anything 
MOST wrat ÍS true. UNE Sa eCepmneote ct (Cmue tay Ce wasteci, rut 
E smraj! cost 1eec not have any effect on the real opera- 
hon. The exception is if essential forces are used in a 
merot Or, a demonstration. encia toca result if thase 
forces were unaetle tc fait a reonired obiective that was 


essential to success. A penalty would alse result if those 


forces were attrited during the tattle. 


schedule changes often result in the ener; Saou. 
Warned, thus they should be avoided. Telaying an operction 
is worse than advancing a schedule. Multiple deferments do 
not necessarily produce the Cry wolf effect; however the 
poss11111 ty Moe tenia 

The nurber of major ruses used in a deception sheuld 
he between one and three. The actual number woulc depend on 
the situation, The key is keeping the plana cost etfective. 


«x 


2.0 COMA Eee con 
Tne case history date set required tne assurpticn cf 
revresentativeness and the data set is lirited to cases that 
are rotimiassitied. The recorced cata may be biasel 195 et 
least two ways. One bias may be due to inaccurec gu E 
historical records used ty Mhaley as Sources of 17 Crane 
A  seconé tias might ezist in the way that wWheley coded irae 
catas These biases must be checked aS they may have int20- 
duced tad data ínto the data base. The total effect Oi mea 
Gata. ln» the data SEAS Aoc The data Set WaS acceptez 
by the Central Intelligence Agency, however, and does cozx- 
taln ruch excellent Imfor awe 
There are two things that can be cone to jn LLL 
confidence in the data and tiem SES 5 he 
first avuproach is to make a conrnarison of the coto oC ED s 


E 


analysis resrlts with the cata arc enalvsis results M 
established research gronp. The ccmparison will be race with 


the wor done ty the Fistorical “valvatior ar? rescon n 


Sse zation (EERO) in support of their Cuantified Juderert 
Method of Analysis of Fistorical Combat Data (QJMA). The 
second avproach will be to do a sensitivity analysis on the 
Mmomericat weighting scheme used in this thesis to represent 
the expected values of battle outcomes. 

included a list of selected battle statistics (Pef. 144] 
which included 22 battles fror the same tire perio? covered 
by Whaley’s deception data base; 15 of those bettles were 


analyzed ‘in the 19€9 study by Whaley. In a11 tut one case, 


(D 


there was agreement between Tupuy anda whaley es to which sii 


was the victor and which side was the defeated. Dcus S 


(D 


Nas different wes the 3attle of the Ardennes in 1644. 


Dipuy classed the battle as a German victory. sheley classeā 
the battle as a German defeat. ane @itfereice wes ong of 
score. elev SuecaSe uatalysis vas Oly oon) the German 


counteratteck which eventuelly did end in Gerran defeat. The 
G@ifference in methods cof historical research used ty  Wheley 


ENSE wouy does not seem Significantly large. 


MS l puypiaila p Opus] o Sis 5dqtbhhe outcomes to.t^e 


Same degree that Wheley did. Tupuz So tlosest comparison te 
the V+, "V^, "V-^, anc D outcomes recoried by Wralev was 
Short Listing of Cuick "ins", Almost Ovicze vins, end 


EnuSrestecs. (Pef. 13°! Usins 4 rating schere which equates 
EN ce Ciulicheblin to ae) Vio and Alrost Quick Win to 


cune US and Stalemate to 2.7; this Table emerves: 


TABLE 54 
COMPAPISON CF VICTORY CRITERIA 


an G G G G G G s em G G G G Q G G Se ae oe ew AUD Q A O O A See Qa Q Qs A Q Q Q Q Q i a Q Q AL d GNE Qa Q Q s Q x ee ae eee ee Q ae e um GENE a Am 


DUROS NO. AVE WEALEY'S NO. AVE 

CRITERIA CASES VALUE CRITEPIA  CASTS VALUZ 
CIICK WINS 4 5.0 "ye" 4 4.4 
AIMCST CUICK WINS 3 3.0 Y 3 Seg 
STALEMATES Z 2.2 cy” 7 P 
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The comparison would remain valic regardless of the 
weighting scheme used because Whaley’s V-| ratings were only 
found in the cases that corresponded to Stalemeu 


“Whaley’s V+ ratings were fovnd associated witn Ovick wins 


(D 


in Alil but one case which was an Almost Quick vin. ig 


ct 


comperisor WaS Made to Show that Whaley s data was nc 


= 


fu 


significantly biasec y7 his COIN (eee. The lack ^f 
Significant tias is shown by the Tacle as long as there was 
not an equal tias in Tupuy's work. 


Colonel Dupuy published his book. Numters Presa 


-a p — s  — me 


1O 
ke 
¡UN 


bue 
ES 
(D 


& War, in order to descrite the analytical Tode a es 


b 


rook is detailed in regards te the mecel but does “ct 13091051 


( 


very many cetails for his eranples from history. lunuy ME 
the FRO group developed their model from tne Metheratical 


interaction numbers That were calculated from historic 


battles, but the book really -Onl ip li Q detailed 
statistics fror onew DINE Tne details of the Sorre 
Cffensive [Re*. 13°] in Dupuy s soon can pe combarec to 


~) 
H» 


hs 


similar details presented by “haley [Ref. DUAE. show i12 


the following Table. 


TABLE 55 

SOMMF OFFENSIVE DATA COMPARISON 
CRITERIA DUPUY DATA WHALEY DATA 
FORCES 623,200 GERMAN TO 71 DIVISIONS TO 

258,082 ALLIES 22 DIVISIONS 
FORCE RATIO OS ASA 7 
CASUAITIFS 200,090 TO 240,000 348,200 TO 3230,20? 
CAS. RATIO .83 TO 1.0 1.95 TO 1.6 
TERRITORY PEASE 1: 3% KM 1224 SQUART MILES 
EXCHANGE PEAS* 2: 12 KM (PER 5 MILE FRONT) 

TOTAL = 42 Km *QUATES TO 40 XM 
SURPRISE GERMAN SURPRISE GERMAN SURPRISE 
FACTOR QS. 16 Ha (NO PRECONCEPTIONS) 

| 

QUTCOME SLIGET GFEMZN VICTOPY “Yo FOR 37! “ANS 
ARTILIERY 6.473 TUBES 2.900 TISES 
MORTARS 3,522 TUEFS 3 220 TUEES 


rable E sn e that vhaley ane pupuy recorded almost 
exactly the sare data for the Somme Cffensive. There was a 
Sii2znt difference in scope and Iupvy dia break the battle 
EN two »hndses; however, Tne Sorre example incicetes thet 
Whaley “s research and c%cing was at least as accurate as that 
Ip uy. iin fact, wilpuy adr its trat ne use: only three 
secondary sources [Pef. 158] while Whaley cites 1€ references 
End edes TI directoeuotes to suoport bis enunalvysis of tre 


cese [Ref. 12¢]. 


Colonel Tupuy and his HERO associates cecided as 
rilitery historíans that tne outcome of "the- battles shout NNI 
assessed on the basis of three outcomes: (1) accorplisnment 
of the opposing missions, (Z) effectiveness in relation to 
ground gained or lost,and (3) casualty effectiveness [Ref. 
DM The QJMA model compares relative combat effectiveness 
using up to 75 Separate variables in an algorithm whicn 
determines the influence of environrental and Topera TR 
variables upon the force strengths of the two cpponents. Tf 
the algorithm result is difrerent from that predictec 3c S 
combat power ratio, further analysis is dcne to explain the 
Cie mera y The discrepancy is usually due to "bene 
considerations [Ref. 141]. The model is important because it 
is the only known model that reliably rep'esents réedl= e 
combat over the course of history. The ncócl wor*ts s^ well, 
that Dupuy wrote, 

“In 167 it was the only model that provides a 5e 
fcr confinence that it cen E€xXtrapolatve reqlis tice AE 
future, permitting reliatile prores wltiru relges of LI 
possibilities. Sikes. wi | 


Lupuy's model does not deal with decep:ion, MUS 


de 
<t 


des «deal with surprise as pera ese (eee n 


aat opera- 
tional effect that is not auentifiable in the corbat DENM 
ratio. The calcviartioas for Dupuy s model account ^or iE 
majer effects 6f SDNDP E Tne first effect is. oc MENU 
mobility o^ the surprising force. Memos ero M 


permitting optimum 3i1*s5p5position of trooos oefore tre aU DE 


The second effect is to increase The viirerenilily 901 K 


[3 
- 
O 


m prised force. II e One Tessec by the 

surpriser's ability to place fire unexpectedly and accurate- 

lE The third effect is to decrease the vulnerability o? the 

Eumprising force. That vulnerability is decreased through 

pre-planning and pre-positioning of forces. [Ref. 143] The 

values that are used in the QJMA calculations are es f?cllcws. 
TAE ME 


TARCTIGAL SURPRISE FACTORS [| Ref. 144; 


ean on X X X Qi RED Q G 4 qu qm S&S Qm Q SD Q q Q Q Q q dE Q = qm qm m Q q es es ees es ce es es ee < es ee es s Qm s s Qm es ee WG Qa mms es ee 


DEGREE SURER ER S 
CF INEFRENT MOBILITY s un sr 9 SS s E Pl OS 
Bue PRISE CRARACTERISTICS VULNERAFILITY VU MNEPASILITY 
DOVPTRTE 9o e 2.4 Sree 
SUBSTANTIAL ou UG rH 
MENOR jus 9.9 ka 


a ar a Q G G Q s Gs Q s a G ee os oe Se co Qm Q hm Q cm cee qa t q Q Q es Q s ee ee Q Q m es ees es ee ce ees eee eee ee ee q Q Q s ee oe 


The total surprise using the OJMA alzoritim taxes 
mmepomeccount the intersection cf many factors. The influence 
EN UrTDrTISse is di ferent cor each battle. The “JVA nata base 
Eus 52 rattles in which the surprise effect was calen- 
Mawed. The results are shown in the next Table. 


pm s? 


EBD I TA 3ASE VALUES FOP SUPFRIS?. 
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PEF IOL KOL OP URS AVERAGE VAIUF OF SUPPFIST 
Sa Y Cr “4 pec 
1973 WAR IS — 
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There are two observations that can be made in rela- 
tion to Table 57. The first is that Dupuy s calcul Pimi 
indicate that surprise has a significant effect Sonn. 
tattlefield. That observation is not surprising in TAIRE 
but the degree ot errect'i Surprins The average case ^f 
battlefield surprise between 1940 and 1967 resnltez in a two 
thirds increase in comba oW That large erfect rrovices 
Support for the observations made in this thesis and Surgest 
that Whaley’s data is, at least, roughly accurate. The 
second observation is thai the surprise etfect in the p 1 
War waS 134 percent of that of the eerlier set of wers, TIE 
increased technology on the batvlefielc in 1975008 a 
reduce the ef fectiwes surprise. The trend shewn by Pu 


data is that surprise is now even nore important 10w EE 


Was for earlier wors. Dupuy Maie th2 faollowins crSezvo n p 


"In the last century there has not tee1 a sinele charge 
in weapons technology with as great a Statisticel ly 
neasurarle impact DET war aS the (TES ion Lo 
rifled spell” arms in tie Tode e =. Tne reason 


S 
for this is that the principle Weapo?d 0f war D 
always has teen, Tar hirselí. Thus the nature c pu Do 


has changed only in its details .Soretires dreoratic TEE 
but always relatively slowly) aS man adapts >1mM5el7 CIS 
thinking to new weapons end new technclcgy. [Het TE 


Tupuy s CIMA model is applicable to rocer” war with 


-— 


rodern weapons. It nas reproduced the results of 11e MAS 
October lar, even though no other nocel available in^ 1276 


for use by or in service to the Lepertrert of “etense MO 


do so. [Ref. 14€! 


the CJMeeeerodel psovyides pace ability to extend the 
EU catlon of this thesis to include moder a war. Is ic 
maeeprincipal weapon of war, then the ability to predict the 
huran decision criteria rerains an essential rilitary 
requirement. The ability towmragibpuldte that decisiox to 
provide a comtat advantage remains vclid. Modern sensors on 
the battlefield co net necessarily make deception more diffi- 
EUTI. odern sensors allow Mere channels that car be used 
to send information to the enery in order to mranivulate the 
enemy’s decisions. 

Comparison of Whaley’s data end results tc Dupuy's 


data and results nas shown that the two sets are very 


slrilar. A aces ar talrtaroant Oi confticerce ir 
| 

Whaley's data. ‘This thesis has kept very close to the data 

provided hy Whalew with orly one exception. AECE Tica 


is the use of rumbers to represent the valve ov” tne battle 
cutcores recorded by Whaley. 


It is necessary to exerine whether the selective 


Un 


Encgce of values to represent the results o” battle Giese 


the average expected values preseated tn sere cf tne Tatl 


Mm 
Un 


ani thesis. The valve scheme used 1n Tables 5t to t2 vas 
E 1» 0rTdcr to provide a GQwicxt  refereace nurter. Tnat 
Value sckere covld be shifted alons the ber Pine oreo it 1 
S Ent the relative values of V+, "V, Y-, ane "T 


Meemmcetative welzhiins Tof the values cen ve cscrangec by 


Ep 1 he differences between tre outcomes. 


1 


TARCE S 58 


maa mm “mo “ma ae coe Qm D ae —— eee = ma ae oem ce mmm m qas m PR ee cha han mm ma “ms ama w “m Qm s “ms saat ee O — s eee — s s AA-—- o- 


OPTION NAME "ye "V^ “ye "m 
THESIS SCHEME A 5 3 2 1 
CPTION 1 3 5 E 1 -1 
OPTION 2 C 5 3 1 -2 
OPTION 3 D 5 1 -1 -£ 
CPTION 4 F 12 2 -5 -12 


The different options include both linear ceni nen- 
linear shifts jn the weightigs 50 a selective 
analysis using the different weighting schemes will indicete 
whether fhe results are sensitive to the choise of the 
weishtirg, scheme. Table £1 was chosen Tor the a3"3sl1ysSSSM MEM 
Was the „adle with the largest aurber of factors fcr eee 
the expected values were calculated. A cofperison west rade 
among the five weighting scneres. 

TAB IP S 


COMPARISON (OF WIG i E o OS 


an ae eee oe dee > ar r [ q n “ ce es es ee ee ee es es ees es es es es es sa es ea ee ese es ec es es es LL q ‘MM 


MO Er Pen NO A 3 C I 3 
P Dco SE lt coe eM zum QS eV 
PLACE SS LP 19 AE aes Ix Ls OE 
delen S un 4 A po dg a e 
Ta = Se oni a Ie 1:5 CIO DRE C e 2st Ho mov ee 
TIME-INTENTION E COSS Cae ZEE — EE 
TIFME-PLACE Te Sree en el m 0.22 EO - 
A ie " CN EMT ee 6.4 Eit 5 
TNS ENS ON pik E C DE 2 — 2.0 ee 
INTENTION-PIACE E < FS Poe Be uu 
INTENTION-STRENGTP 3 cS Judo ud rand fe se -3 E 


Lewd 


OD I SO can beu editos naw that the analysis re- 
sults are not sensitive to changes in the weighted values. 
Pemertivity iS demonstrated by the relative orderirg of the 
rode rairs. That ordering remains essentially unchanged cver 
the five sets of weighting options. Tre mode pair  "Tire- 
Place does have a tendency to drop slightly below the mode 
pair ‘Strengtr-Style as emphasis is placed on the PD out- 
come. The difference is not significant. Mode pairs Tire- 


98 
- 


Strength and Timre-Style change places when weighting 
schemes PR and C are used. the difference is only 0.04 ara 
that cannot be considered significant. The rest of the 
NES ve ran’cings remained unchanged as rollows: 


tae LE C2 
Ome PADPOBANEING SSHNEEWEICZIINONSPIIORN 


KOLE PAIP A 3 C I 

EENOE-STYLE i 1 n 1 i 
ELACE-STRENGTE c E 2 E — 
IE STYLE = Ë $ = 3 
IIR -STPTNCTFE 4 $ Š < 4. 
OUP E-INTENTION S 2 € s S 
NE= PIACE E 7 = 5 E 
Sere ENGTR-STYLE f £ iG i 7 
IINTENTION=PLACE E e E c e 
INT ION=STRENGTP € E 9 c Š 
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ENensiti)ivitv cansbwsise wise a»pllec to one Tore 


t 
ps 


Enc order to confíirr that the croice of value sreter 
does not bias the aralvsis. Wat. = a e tc calculiste 


i owing results far the options: 


1 1 


TABLE 61 
EFFECT OF WARNING SEOWN BY WEIGHTING OPTION 


ay De dum Gu oe Gus de m= Qm m qu “ms QUED Gu “a qm mam quam qu mms qas quma “m ee ee qu Qua n w q eee es ee eee qm QUED qua qu Gus QUEM Gus qh Q m qam A ee ae u qm ee ee m ¿mz q Qm qu oe 


EXPECTED VALUE BY WEIGHTING OPTION 


NOS A E S 
E NO WARNING — Vp 2.64 2.90 
E WARNING GIVEN ZE 2.8£ ES ree GG 
C NO WARNING 4€ xd queo o jum lx 
C WARNING GIVEN g 1.54 0.63 0.5€3 
The three weighting options shcwn in Tatle 81 all had 
the sare value associated wite y= anc "IEEE 


important because the intent of the original teble ae 
chow the effect of wernize and surprise on the acnievci pa 
the Clear Victory outcome with its value Pel E 


Coticrs F and C retaln the seme order of decreasaslne saa eee 


the four different situa tios: his supports the due Rp n 
the results are not sensitive to tre choice of. velo 


schere. 

It is possible, of cousse. t5 devise e vo u 
schere that changes the corder of the outrores. Tr SEES 
possible to do it without zntrocucians 2 DISS nat a0 e e SL 
the effect of defeat in ea Totally crias Tarek 

Different onticas do change the stel2]® 07 "he Same 
inet Sere weber Ges en. eu. This ray Wake score treicc e o 
Visible, but there are o3ly two imDortəit issues io owu p O] 


Table. The first 1S that wern ime gi ve E up c S 


1. 


nesative impact. Die SCGOUG ra e surprise. that iis 
associated with list B cases has a positive impact. nc 


expected value should pe viewed as a means o? easily repre- 


in 
o 
Er 


senting these trends rather than es an accurate mean 
Eclpating future outcores. 

There was much mere good data than was expected. The 
data was looked at “rom numerous points of analysis ari the 
results were consistent. Analysis cf tre data Was dc71€e in a 
eervious ranner that should have reduced the elfects o? bias, 
The magnitude of the differences in the analysis results end 
tke consistency of the differences esteblish the autnor s 


@enricence that the cata is representative. 


Me cos 1ietelecy between the results of tre sese 
Story analysis and the thecreticai anaivsis is hin. rr e 
two analysis anupproaches to the deception nrncess are 


eomplerentary. 


FP 
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VII. CONCLUSIONS i 


The theoretical analysis anc the case history analysis 


= 
tA 


support three main conclusions. The first conclusion is tage 
deception has played a dominant role in the tattles of this 
century. The second conclusion iS that deceptic7 yaw 
continue toe play an important vart in future wars. e TUS 
conclusion is that optimal deception practices can te 3 
fie? tased cn the theoretical analysis and the empiri:al 


analvsis. 
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A. IMPORTANC* OF PA TU PETOT E 


tj 
ba 


The case history analysis section of this tn951 IS 
rated the positive cffect thet deception has "hoc mM 
following evaluation criterio: vrocuciag victory, Tres DD 
casualties, increasing force effectiveness, eid 190p: E 
teri Or y EGSODSu q, ihe prirary element thst procu e Wanna 
Operational advantages wes the elereat cf SIPDTISE. PU E 
is a byproduct of a successful deception, but it 15" 70 T 
goal. The goal fcr ieception is the operationsl acvanta p 

Operational deception has been important throvechovr tM 
period covered ty the casein] or yasa we The acdvantares 
have beer summarize2 earlier and do not need tc be repeated 
in detail. In general, the advantages of OTETaticial rili- 
tary deceotion that were showr in tnis ke TT Eee M 


the strategic deception advantages SLOwN EOV a 


(p 


The operational advantages of deception were cevelcned 
Nou analysis of each evaluation criterion. The four cri- 
teria are measures oí effectiveness. bhmee ofwthesertiteria. 
producing victory, reducing casuaitles, and increasing the 
ability to gain or hold ground are the same as the  measvres 
of effectiveness used by Colonel Dupuy and EERO asscciates in 
the quantifying of battle outcomes [Z2ef. 147]. Euer fowetn 
criterion, increasing force effectiveness, is conrperatle to 
mae Surprise variable factors used by Dupuy to modify tre 
combat power ratio in the CJMA model [Ref. 148]. Tre CJMA 
Mina basse included 34 cases betweea 12349 and 198C" for whicn 
meee surprise effect was calculated. The average result shown 
in Table 57 was ae two-thirds increase in corbat pewer. That 
EuUDer verifies the irportarce cf past use o dezeptioz >v 
the offense. 

INS not possible to consiude that deception aone ty “he 
wense js as important as deception done for the offerse. 
[meme are indications thet it may te evez more irncrrea3t, but 
EL Ns © 20t enough historical exemples to support ary 


pmoxyclusion. 


Meee IV POGRT ANC] OF OF RRETIONAL TECEPTION 

Euer Nas NOU eV ered inte case nistcry analysis. 
Ii i Projects the 2mpertance of? decsption in fiture 
BEN iue the rostulaterflhat Numan Nature dices 101 chance. 
ANT ID Men icon trol an Gditert raskinres 291 ariy 


Pye machines. 


It has already reen pointed out that the CIMA anal SA 
the surprise effect in the 1973 war was 134 percent larger 


than the sare effect for the Dupuy set of wars between s 


and 1967. The relationship betwen surprise and decention at 
the operational level has been established. The conci 


is that deception should be even more importaat in moderz war 


than it has been in the past. 


C. OPTIMAL TD PCEPT ION HSOIT GEN 
Chapter II listed five categories which could 2e 
aSSociated with successful deception operationes RL) 
eecrecy, organization, ao coordina (2) plavsio Rp 
and confirration; (3) adaptability; (4; preqispcesitio M 
the target; and (5) initieti te. 
1. Secrecy, Crgallzatici dug oo SOON 
he first conclusion iS that e successful "ecco mE 
Coes not happen hy acuidert. Deception renuires deteiled 


planning ani precise execution. 


The case history analysis cozfirmesa thet serc-rec RP SE 


be maintained. Allowing the @remy to become war:ec crocs 
a isedvantage whetner surprise is echiecveceecnr 2.7 TES se 
are two levels o° secrecy thet mist Heme tale It i: 


necessary to protect the security of the operatic Pic pP DRE 
it is necessary to prote the ce Gul o a a 
There is no general rv»le at the operational level tüct: S GS 


one 15 rore. important tian tie ot Or A  thoee 


shculd be. The sperationrs plan is thec mM UU 


LEE 


organization 15) necessary 1f the deception is to be 
executed as it was planned. Orzanizdawton redtires treired 
personnel with sufficient knowledge about tke tasking to 
portray the false. When deception tasks are assigned vo 
Several units there is a requirement to provide ietailei 
execution guidance. The pest forr of execttion guicance is 
probably the deception implementation Schedvle because it car 
be detailed enough te answer the whe, what, when, where, ane 
EDEN e deception task is to be arcomplisnes. E 


mentation schedule can also be used to coordinate the ¿ese 


te 
' 


Mon plan with the operation plan. 
A IE ES A e Oe: (SLI DO 
EE "or tne conclusion that cecertlon  ”meeds. SEcrezy. 


MeeaniZation, and coordination. EA IA ON 
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E nrt history o^ the 22rd Headquarters, "pocos 
Sorin World Yar II. NE US AR Y urit 
wane ed, trained, and Equipped svéciticelly for the prr- 
moses of tactical deceptior. eo E en) ccocncte? 
<i deception operations in the turopeean Theatre  *ror 


more te June 194% using raJic deception, decoys, scenic aenep- 


& 
^ 


p 


meee anc dmr»ersonation of other units  [3e;. See The 


rt 
€ 
- 
€ 


ame Dis ton for the need for Creanization,  cooriine 


fr 
A 


EE a. De Evaivated against the lessons learcec £ror the 
operations cf the ¿rd Eeedauarters. 
I s GC rtI( D p n S sn nal; ss Grice, Avercesr 


EIL 2 round, putbrsneg3eUwUerjm Ote Mirrer 7-11 wnjickh reté 


Le? 


the following summary as an Evaluator cette 


"There were three principle lessens which tne 23rd 
Headquarters learned regarding their erolovrent O 
tactical deception: First, there was a need for TEE 
coordination between the 23rd Eeadavarters and all ree 
troops jinvolveamin a deception Operation. Seconum 
deception  operationosmusr.be tic rem ply pian ci to the 
last detail. Third, 1t is necessary to insure autre 
in a deception operation. The false picture that presented 
to enemy intelligence must appear completely authentico and 
plausitle in every aspect. Lack Of close coordination 
responsible for the failure of the -zoro —Hesdg ume 
earlier missions. [Ref. 151] 


The conclusion of the report stated thet,  Fveu 
though there were instances where the 2%rc Feadquarters 
failed to accomplish their mission, due to peor intel vie eee 
or incomplete security measures, there is not c3e occes M 
such a failure leading to a military defeat 707 "DEN 
forces [Pef. 152]. That is a fairiy interestine cor LAA 
not just because it supports tne Neel for secrecy en mp LL 
zatioz, but because it addresses wüuat heppens if the de.en- 
tion fails: If the dGeception fails. it does oct necesc cM 
tell the enemy anything [r [ l OO p m 1.he ejemy rey NE 


what is not real. but he still does not knc» what to dC eeu 
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There jis ore further pol v7 No Nc 
ccordination which vrovides of ezample Of Waal Can Gant CSEE 
the décention plan i¢ not compared to the operations pian. 
23rd  Heedquerters provided trr eo Per ces wii EE OMEN 
assist the U.S. III Corps” attcck Gn the port 9? SELL 
France, fror 22 through 27 August 15844. Force X simulates 


the ifth Tank Fattalion in tbe erta OLYA M ee 


ee 


Regiment, 2€th Infantry Division. Force "X did a good 305 
Ile ce ption 11 that the S-2 of The Sth Reglrent reported 
that the enemy installed from 2€ to EZ more anti-tank gurs 
after the X operation. Unfortunately, X derceived the 
enemy into believing that the tanks were going to attack from 
exactly where they did. Company DOCS TA Tank Eatlaicn, 
meeackxec directly in the face of tne reinforced Gerter arti- 
tank defenses. [Ref. 153] 


EP laucipilivy anc ConfiTmation 
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The operation plen end the 3eception oler must te 
different enough so that the ESSE 1OTtes Of the cpera- 
are protected, but they must te strilar encagh tc 
Support enery collection of the deception signals. The enery 
EE or Will be searching for indications of the reel tien. 
Meese sors do not search blindly. e or ClireCte2 OF Ine 
S I requirements which ore fases On Whet tne enery 
meinks the real plan will te. 

Tre enemy will oe able io eliminate mary c? tne 
Eossothet are 2a0t probable. The enemy; would rot seriovsly 
Mer that vntrsined troops would 5e used la a massive 
Peep oOrile Operation. The ereémy would also hesitate to accept 
EN ceptdon Story invVolvine an armored brifadé éttack crer 
EM Gertrala wit 10 e€x)9tlg. roads. such operationis ~irnt 
te possitle, but would rarely be etterptes. They wcula rot 
peers Olausitie to the enemy. meer woul: eat Seen . very 


Mele to the friendy cComranier end staff, as vell. 
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An important consideration in deciding wPetberdMMM E 
enemy will accept the plausiolity o* the ceceptior Sb M. 
deterriniag whether the deception plan might te accentabledas 
the real plan. A variant of one of the discarded options ^or 
the operations plan might make an excellent choice for a 
deception. The enemy does not have perfect intelligence and 
might be easily convinced that the logic o? tne operatio" 
requires the deception choice. Care would have to be taren 
to insure that the discardea.oot1on is sufficiently ZI Sew 
from the operations plan as Each option that is presented at 
the commander ’s- course of action brierirag coes Shere a large 
rroportion of common features. The common features csr apan 
the skein of truth for the cena tion ae 

The features common to tane Geceptior and the C EEE 
tion may not need to pe poruvurayeo, Those features invoive 
real forces condvctine real operetions which just happen 195 
support the deception TSPOD Security for the. ¿ma 
features could he relaxed if dolne so does rovc MM 
excessive danger, but even normal security will not b= p 
fect. The enemy can de expected to terca. po rr 
indicators of such activity. Froviding an alternate exp 
tion for the activity should help protect the sSecurioy OS 
operations plan. 

The critical aspects of the ODera 110405 ppi Tu S 
provided ircreased security so that contra ic Or: eael sae 


not. Presenten to (ne we n r Phe critivel 6232 (5570! ae 


+ 


deception plan need to be presented to credible sensors ina 
li nor that allows the signals tc oe mutually suvportire. 
uu uUNbereof Sources thet confirm a fact and the credibility 
ne sources are both important and their effects interact. 
Knowledge of what the enemy will accept as plausitle 
Abat degree of confirmation is necessary before he will 
telieve a fact is a firm requirement for a snuercessful deces- 
Don. Knowledge of the enemy organization is tre key to 
Enediction of how the enery will react to the information ne 
receives. Much of the infornation re receives will oe real, 
BEN: Can bLe combined with deceptive informati¢e¢nr to rrozu-e 
EEUI-Uusible but false picture for the enemy confender. AS 
hee false conception tiilds end is supported ty confirrine 
signals, the nery WIL ted yO ote Orem sijteroret the 
EEG !!s that co not ^it. 
|. 8. Adaptability 


The qdeceptiona must be apple to change as Trsal-;V 
changes. The deception normally  bezins pe*ore the real 
Meemation begins. I the real oneretion 1S chenee:’ after the 


EM uon has Startec, it May be 1TpoSssible ts srgport the 


criginal deception plan. The sighols thot were pert cf tte 
“skeir of truth would probably be «eontracictory tec tre 


deception signals. There are three ontiors availatie in 


uI 


T tuation: MO an E Et o, Z2)! continue the 
A ean hope that Pital least prouces Secre errisgnily, 


NEM oca pt tner decenios to support the new reality ave 


E 
e 
I 


the new operation. It is obvious thet the third option Tormis 
be the most beneficial. It would also be the most difficult. 

The atility to adapt a deception migat renuire thet 
the deception signals have more then one possible explena- 
Poa. The desired eryplanation would evolve from tre e E 
analysis of the composite Seti. sitemas: An adaptable 
deception story might become very compler. 

A conclusion of tnis thesis is that it is 125 a 
to at least plan to execute an adaptable deceotinn oD 
tion. It is necessary because of the systers theory aoDlica- 
bility to deceptions It is not just the friesnily “< l nD 
that changes. The enemy situetion ande the overall eq Y D 
rent can change. The simple deception plan thar has om M 
explanation fray teviate from the svster reality? tcc oe m 
receive confirmation. That may be seoceptabple to Fe ITAM 


arbiguity producing ceception but aot to Feintein = MiS 


iy 


ing type deception. The misleading type ze:ceptior 1 
considered the optimal chow e: 

Ar adaptable deception reauires the ability to East 
to change and also requires knowledge about wher to reer, 
ihe ability tc react to change is a function cf rlaqnin po 
execution flexi rility. "The ability to know wnen s chan DER 
needed 1s a fvnction of coordination and intelli.e"^ce. 

Plexitiljcy in deception Pele dati. com r 


Picture knowledge of what 15 really hapdenine oI thena TE 


Welds That experience and expertise Ps 0003 30m ESI 


the present system at division level where the deception 
cer is usually e coordinating staff officer worring in 
the G3 plans section. Even if a deception planning section 
E ut"orizejS sane strained to the recessary level of ex- 
pr 1 Se, it would be difficult to zeep such ana elerent inr- 
forred to the "3ig Picture” level. Thus, the exvertise ovid 
BEEDrovided by a trained deception officer or staff, but tne 
lace which cores fror knowledge end experience must be 
mound elsewhere. 

PASCO exito requires positive control aver 
the execution forces. OS Tl e P Omur] is "voto Uestanlishel 
easily. mena cations ere required to lasure that cheners 
can be made as needed. Controls are necessory to insure that 
deception measures are executed as they were intented. A 
Momrander is needec to get the jo» cone right. Pomc an la tie 
Kur L On operation might be consicered as  ^àavias sirilar 
Eunmand and control problems as thcse for a rive9r-:rossinz 
rs Lon. An ad-hoc commapd heacauarters is esta»olisned ^^. 
HEU Ver-crossing operaticn. !t is conceivable that ani ec-rcc 
Mmeameaqvarters might be necessary to implement a coroiez 
deception. 

RMoonoygstion $e aqestaft responsiolbity. Tae division 
Fu l |o; a ficer 1s PFresponsjele fer idsurinve that tae 
Mecention plan is well coordinated. Dies Necessary that 
Lis 3 Jon be continuous if Che dgeceoticn is required to 


adapt as reality changes. Mie essa informetior ¿boat 


friendly forces and the environment ís available at tre 
division headquarters and it must be readily available t) tne 
deception planners. Without that information, they cono 
know what to change or What forces might be endangered by the 
change. 

The ability to know when a change is neecec 15 alsama 
function of intelligence about the enemy. Friend ly inte ie 
gence rust provide feedback on what the eaery is col TB 
Why. The feedback from the enemy to the deception plarner 
can indicate which deception measures are workias end which 
are not. Feedback is necessary if the deəception piann R 
to know if the enemy has interpreted the signals in the 
desired manner so that the deception Exerutio.r Can MOS 
as planned or so that the Execution cano a 


rroduce the cesired effect. 


Ou 
yb 
eS. 
c? 
ay 

D 
D 

3 
(D) 
73 
° ` 


Intelligence can also indicate changes 
part 2? the system. Those changes can irvaliZate thes 
tion Or require irti torre iE A different teilcrizs oC 
enery force, for example, right ruin tre shances fcr eee RE 
tion success in one area while zeneratine new opvortunities 


Mr 


in arcther arca. 

The theoretical analysis and the cese histor 
analysis strongly agreé on tne need for the CESCEPLLON t S 
based or the vrecouoeptiossS of tos tare An enery while 


ferrs a preconception atout what will “Sapper iS C oro 


[act in a certain manner. m er [lon whwehH plays on the 
predispositions of the target will be successful more often 
than one which requires the target to change his rind sr go 
against his predispositions. 

There are essentially three situations prior to the 


battle. The enemy’s estimation of the situation may Leve: 


E 


(1) been correct, (2) been wrong, or (3) been ambizuous. The 
mye tay NOt KnOWe for Sure if his conception of reality is 
Meet, out if he has formec a firm conceptio» it will 
Mipiuence his battle planning and his intelligence collecticai 
requirements. The preconceptions Will alse dias "aw tre 
enemy processes and reports inteliigénce and will dads tre 


corrander's decisions. 


nhe rst Situat PSSS OS LAO Un 


na. Ss 
Ney Of the decepticn plenner bevause the Enemy experts tc 
Gonfirm his hypothesis. ihe enemy corresztly diewnoased the 
real operation the execution of which will provide lues 


Miren con fir” tne enemy hypothesis. DhrcaeccEDpIIOS must ure 

sent | rore Salient false nypetaesis wkile discredizrire tre 
Memes hyocthesis. IA UMEN es tS. ec en tic: 
remem sc troangz anc obvios evidence. Ras cortlor r"st ence 
mee enery into considering thet he has face a sericus wictake 
in his analysis. DICEN Odone TE xaD»EUnp eroTy S allan- 


NEIN dO5rovides supeorting evidence to kesr Fis attentic:. 


ct 


Due roce pt Bo oO li riy evidence at the sire 


probably cefeat the deception. Mis deme"ds that 


pa 
(C 
(ji 


strict security for the real operation would n c p G 
raintained, but that security will never be perfect. Decenas 
tion right or might not work to change the Target ci PETE 
Teception which goes against a target's predispositions 
probably would have a better chance to produce enmbiguity than 
it would to produce a hypothesis change. 

There is agreat deal of threat involve? when ¿The 
enemy expects the friendly operation to proceed in tne  ssce 
manner in which it is actually plannel. It wonul2 seem Ti 
prudent to change that operation then it world rhe to to RE S 
chance that deception would protect at. 

The second possible outcome of the enery’s estirate 
of the situation was that he had farmed the “ron: colce m 
ibat is the ideal situcion ior Ee Ces “ne deccm 
can be designed to feed the enemy with exactly TEO 
information to support NiS e ris r recepi -he cc m 


featrres cf the deception operation and the true operatioz 


Will be accepted «cs true indicators Siurrorting tre false 
hypothesis. The contrary evidence thet will se rece vege 


"ct te attended to or fay te wisintersreted te fit se MS 
hypo, TES 15, 

The situation ir which tne enemy; remains in 2 eta 
of artignous conception has Fany possibilities or cece i EE 
The enemy hes not formed a preconvention and Fay accent 27¥ 


rlausible hypothesis es valid es ln as NI ae 


This provides a great Geal of flexibtlit= deceo 
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Eie cand rs essentially the same as the case in which 
intelligence cannot verify anything ebout the enery’s précen- 
CERI oS. Themen cannot be as ezilciently targetet 
tecause there is less information e¿Veilaenle. ite wc Ss E ET 
that there is a better chance to keer the enemy ambi-vocus 


than there is tc convince him tc accept the désepticn ster 


C) 
y 


That is sot a baa situation. The enemy who ls not surg 


E rliendly disposition or intenticns will norrally recrire 
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forces that are kept in reserve to react once the 


meeclerified. The deception may keen the enemy arblarer 


un 


REUethe time needed to effectively commit those forces. 
I I (e pl Once Ins enr, Orei DISE him 14 
EN - sous andMtbake actions that ere CGNSisteEent with his 


Mal precolceptions. nos e mani oss s jaja ricicrmaara the 


y 


A 


BEN Sector jn the success of the aeceptiod. If tne erery ha 
IM rmed a rreconception, deception za" be vsed te bhelr nir 


merm One that is easier to terget.  Cnce the enemy hes fers 


(b 


EM  ccorceprion,;, ILES TA oTe pone PUMA tv cof @e2 oferty 
Motel Jigeénce to find out whet it iS and Kesen track cf? 
chanees. Dacis sali tat jt 1S 01€ That 19.23” 
anpossible. 
SENE olive 
BE Enron C umo r o ise] T there ie 30 opportunity, 


Wo use it. There is ro opportunity to nse decesticn or the 


Da trc force thatveayesstotelly controliec "y enotrer 


cet 


mcrce. Cet CT Ce mn oLIS I Xcenieolied is One tras 


allows its enemy to act and than 9st reacts UMEN 
Situat ron, 

The initiative is the ability to act. Initiative has 
little to do with the relative force sizes or the cifference 
between the offense and the defense. The initiatives NEM 


normally held by the superior force because the subDeriorm 


r$ 


force usually has the doTlIuontoros DEO The superior NE 


has; “Many 9601 617s and it is the superior <orce See 
normally on the offense. he inferior force is sua ll E š 


the defense as it needs the inherent advantages of the 


defense. The defense provides fewer cpticns due tc its lace 
Ot mobi: The ‘offense Shes 5 ha 


available but does not necessarily control tàe initio: m 
An exarple of defexse hevin; the 19itietive pi n 
Tear Spirit 8E2 exercise  conductec ky the 25th "r ppp 


iy eg. The division commancer, who wes “ais” PO D M 


Un 


Alexander M. Wevand, kao very {fen Coico Lis division we 
directed to 5e on the defense ara tne Grete) j. M 


established tv phese lines. Tne division wes rəo rir TK 


(A 


delay e fiven distance in a given period ef time? Tnere Ya 


c+ 
X 
) 


very little charce that the eden v" doped a eee 
rodes cf place, tire, or streugth. å passive aeferse, 
however, was not in line with wevanc’s style ard it was "ot 
hls nt nit ena 

The deception? plean was simply That the ce’ TT 


Division was willing to trade spece Or m eee 


fmemerecuce Casuelties on both sides. Essentially, the wer was 
being won elsewhere so there was little need “for costly 
emrat when. it could be avoided. Teo eben Oo uwas GeSiezn ec 
Mmemeesurprise the enemy in the modes of style and ivvtention. 
The goal was to set up a luring defense which vonlg trap 
the lead enemy forces at a time when the 25th Division was 
mmouent to be rost vvinereole to direct end indirect ‘Tre. 


The style was that the defense wouli recorme ferocicus 


AO tenacious once the delay had reached tne area of tne 
retrograde river-crossing under enemy pressure. DTE ES ER 


EE ses to spring 2 trap using several rein^orzcecw battalior 
Meer fOrces which were tc ererzge fror hiding et iae crjtiosl 


m 


mour. Mie weaesired Ooerel torte! advatteasre wee to 5e Gras 


yu 


de 


uD l COo attack against the flenxs or réer of the enemy leet 


in 


pUrtaliors. Ire enory firas azalĖnst che vulueraprle nn t 
Mes ins the river would be denied. 
The operation WaS a complete success. The €-ery lead 


Moyes were overextended and overconfideit after the days a 


easy Victory. The enemy attack was stallet ant the trosured 
MeeceS were ceciratecd., Roc MN por ITS hts fivister 


lopces were abie to cross the river without enemy  oressrre. 


EN DEN forces were able vo ween The enery «wey frar 


ED uc Lóne E€ncush rer tne rest 37 the divisio iO 
@erelete its prerarctions for tre defense. MOLESTA | ti mes 
were adequate t9 sucport the withcrawal SINE uc o | USS Denia 


arcu se they suffesecaeniv e few vesuaities. [^ef. 1547 


The .<2th Tivision plane wa seri r Z The  stas- Dem 
forces could easily have been cut off from the rest OM S 
division and destroyed cr captlmed. The risk wes wcr ti 
The key to the success was that the initiative could be tarer 


by the defense. 


I. INTEGPATION OR TEX OPEPATIONS PLAN ANT TPS 220k? eee 

The Tear Spirit 82 decept)on orerdátion ^y tne 2510 IAS 
try Tivision can be used to support the conclusion: 
integration of the cperations plan and the deception plan is 
neeced. The Two plans rust be mutvally subrtortin: MIS 
deception is to be optirized. 

The 25th Tivision s deceptlon plan was of the ris DDR 
type and the sitvation was such thet 3ecepri$on al TOCAN 
totally. There was no chance thet the déception con MM LO 
generate to produce ambigvity as there Was no IM 
alternate explanation for the actions of the siqay mn pR 


"e 


forces: I? the enemy located those “orces srce they hed 
entered their hiding pcsitions, the oreroticon would nave to 
re chenged. 

security for tne deception pls) wes essa) ae “he 
security Weasvres were strict. irst, initial coorc1 
and  rlenrirg for the deception was limited 19 the n GR 


cormender. and a few seleciec Stalfi CiT e £ The civic 


th 


cormrander used  late-night sessions Which Were CESEN 
O0Oné-on-onse so that security —OUuld DESEE ee The 


corrender pave Specific -uldance C0 the Pes g I pi G eee 


meee SO Unatetne bedy of the real plen would be compatirle 
with the deception. [Re£. 155] 

The deception officer worked es a member ct the G3 pleas 
Section. This insured that the deception measures were ccne 
in coordination with the cperetions plan. The map overlay for 
the Operations plan was the focus of attention of the 
Beomewnating Staff throughout the plentins process, Mo 
proviced the means ty which the cecéption officer interfa ec 
K I The rest o2 the staff. The decentio2 Lian was never ryt 
Ome the  cperaticnís mdp cverley in order i^ raintair. 
EEDUUDULyY. The deception orficer di^ectec the cornterintelli- 
Mess to check the security of all steff sections to 


insure that only the information that was necessary would "ne 


BEsrlasyed on Similar reps. All planning areas had to bë 
guarded. lon) papers ane Overleys vere securea whEe^ notr 


muse. [Ref. 15€] 


security mreesures continuec to ce emphasized after tne 


plan was completed. Fo Or Smear ty eos jJemention 
ESE Te DUrlishes as Dart of the aperetiors orter, THe 
meme oO SmmesecCUritvesennemeWas soeurlfic,eout it acdresséc 
EDD fer the routire aspects of the cvderatlon. The 


meen liods ennex was itself part of tze de:epti^an as it 


es senor ly the cover Dilan “or the urits anco xev persc rel 


fre tne- division. It also adcressed  bumvper markinzs and 
F i ed instructions for same. siones. tnat the erer; 
Rn cr deception mI At bé SatisPie? with^ó tkot ¡art cf 


the “decena These actions were in accordance with tre 
corps’ deception plan. [Ref. 1571 The actual deception plan 
was written ty the deception officer, preperec 3nd preyroegee 
by personnel cleared for the appropriate secirity 
disseminated separately fror the operations order Gn ees ee 
neec-to-know basis [Fef. 158]. 

There were few soldiers whe needed to know anything ebcnt 
the deception plan supporting the use of the STEV STE 
Ine. If captured, they could reveal little Ito PEET 
other than vnit icentifications a124 the fact that theme PE 
sion was not defending in its norral mazner. In fec ee 
combat units were withdrawing by chase 11785 wllh^nunt DENM 
decisively engaged. TALS Was CONS fOr slo re S RE ID 
confirred the deception story anc it denied ihe €x7€r eee 
receipt of critical informaticn. The enemy kad nd o Po 


ty to keep track of the avtūual disoosition Or comte M 


(m 


< 


\ 
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The stay-vehind forces were able t> disappear ITAM 


teing observec by the enemy. Qane in their Carola 
positione they Were rollo ll ow mo po er Sizgnals “Torr p 
ECOS Ibis Were eliminate -he security at thet rocin t EE 


essential and it was maintained. ‘Fef. 123° 


Qrganivatior for the decentici gas established usis ED 
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normal  comtranc and controk SUrieu tte ey e c pp ot 
Style of the deley was controlied ry the cormev»ders on MENS 
Prog. The intenvion orf the stey- beniza urit: wasr n 


e 


teinec by tne strict disciplines 6: 1:550 2 MM E 


Dose units secure. UMEN mos orcas Junvolved in 
mee ceception were organized under the operational cortrel of 
Ene division staff. Of aucersmiyecilarse or those forces, 
however, cid control the execution. 

The division intelligence officer, G2, maintained opera- 
Eus] control over the intelilgence ead electronic warfare 
morces. Intelligenc Colleen wasSucOde voxeep trace 07 
Me” enemy actions dnd intentions. ep c oes Ure hare 
Mmeeerrogation of prisoners of war, AA teile nE, 
mama Surveriianee, dnd signals intelligerce were syecific- 
ally tasked throughout the cperation. Deceptive <jarriac, 
Ne comiunicatiors deception ard maniculetive  vcommuJ31- 
Cations deception were ordered. I) vae cone- 791» clese 
K SCO with the deception officer wao controllec the 
nuoc? the operation. ikef. 1€d] 


ieee centiong otficer performed several fuactions for the 


> 


pond did require additional equivrent for the crereticr. 


(D 
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Miemceception ofricer exercised operatioral control ov 


Mons Of electronic warfare.,  cperatijo3*s Security, aad 


e.” 


psychological variare o T. erie penu 
Mas ers combined in order to insure thet the teceviion 
Ms DPoviced ty those force Biltinliers woul’ have a 


Peeters istic effect. The coordinated effort was estaciis^ec i1 


in 


the vlennine process using phases wrich corresprnies tc ae 
SOT Cer care ce called USit= Specific ifpienettetion 


(I OS21 les, 


CN 


Specific measures for jamming. communication decerv nan 
and operations security were not really different fror nor- 
ral. It was the timing of the signals and the content of the 
signals sent to the enemy which were designed to support tke 
deception. The primary value in heving centrel direction of 
the four functional areas was that contradlctorv sien MN 


eliminated ir the planning process. [Re?. 1€1! 


eau 


PSYOPS support to deception nece ion erio "E p 
first goal of PSYOFS is to destroy the enemy s will tof ieee 
Use of PSYOPS to support deception cen degrade the ettective- 
ness of the overall PSYOPS program. PSTOPS was used to 
support the 25th Division s deception only after the ple gee 
epproved by tre corps commander. The vulnerability of EN 
2sth Livision during the river-crossiung operetions Nes SE 


d risk DIO Ces S 


m 


XOU to „justify the codcm 
operation. 

PEYCPS support to the deception involved nurercus Le p 
crops and the use of two loudspeaxer tears. The rM 
there was estauii snec sas. duplication of the dece nm 
Sloe “he lea*lets and the loudspecter  oroadcasts OMS 
designed to provide clear and obvious evideace thet Toe eee 


ma 
T 


“| 
m 


Division was willing to trace space for tire. 
theme svpportec the corps PSYOPS operation anc also provi 
explanation of the opéretions of the oru Divis Uc MES 


tire that tne trae was sprue, It could pensar eat m 
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deception supported  PSYOPS ds Toch EE ii 


deception. It workec well because the deception ana the 
Operation were planned together. [Ref. 1€2] 
The leaflets dic not have a fast response tire. Ae eee — 


planned scenario was used for tre first four days of tne 


operation. The leaflets were prepared in advance in several 
Varieties. Ihe dissemination of the thousands of leaflets 
EI cone usine the units conducting the delay. umso dt IE 


Operation, edditional leaflets were designrec using curre rt 
intelligence so that the deception content of the leaflets 
Mmemained appropriate for the sitvation. [Pef. 162: 


l cUdSreaker tears were directed by the ^ecerticn 


cer on a day-to-day basis. she teams deployed forward 
Eu cec first Jight and returned tcer^e midnight briefing ov 
Be deception officer. Tne voice ressages and vekicie ucise 


brOddCaSts were besed on current intelligence. The tece; tics 
Etuyvities ano the normal FSYOPS boroadcests were tested using 
a faster schedule and checked by a review of the e-sctivity 
logs. (Ref. 164] 


Inercia 2tratior requirements for the deception heve nee: 


meeressec as a continuous staff function. IMS esc 
E precarv 19 brief the deception to higher, lower, and 


Mema@cent units. This wes done for the 22th Dívisicals lecep- 
mu clar: {Pef. 165 | 

F rj; U Ip f emo b ean cl SEEN That tne cectn- 
Eeo Roan was plausible. EN c £ is variant 9 the cri 


real option aVeilatle te the division. The enemy was able tc 


Confirm the deception plan because roughly 9S percent of 3D 
deception story was real. The deception was based on the 
preconceptions of the enemy and thcse preccicepticrs ae 
Verified Dy titer li ce ice: The enery rerainred predisposed Eau 
accept that the division would continue to tralie space for 
tire. The indications of that fact were cbserved uE R 
radio cormrunications and was confirred by the actions s 
enemy forward units. Those units recare increcsinslv less 
cautious and more overconfident as the oneretion racire krne 
The enemy had the initietive but lost it tc ine lum 


defense. [Pef. 166] 


E. SPECIFIC CONCLUSIONS 

Teception is not easy to plan. It requires an EL 
standing of a complez process. Tn enemy 1S ar uncon reo 
part of that vrocecs.. ine enery organization and tie 2a 
syster must be vncerstood in order "To control ere EE 
Slegnals. and pro ect Pan oD r Ii ns SUD FO 
behavior cannot be predicted, but datltleras o: behanie rE MEM 
MENO E e The prediction of those enemy Delar1cr IiE E 
requires en understending of tne mature ot the cece EEN 
process and tne cecision-mraxr2NME D ESSE 


The estimate of tne Situation estavlisies te reco ras 


tions Of fo Donee The estimate is essentiall: s rorrulation 
of a matrix game, thus., same trneory 15 a Quentirlicetlio EE 
the estimate O RULES NS The payoff matrix is the 


common lirk between decision theory end same theorv. 
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The payoff matrix can provide a measure of the worth of 
intelligence as the difference in payofr between basins an 
Estimate on enemy capabilities and basing it on enerv 


mevedtions. The authors of the took, Navel (Cveretions 
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Analysis, put it this way: 


"Knowledge of the oppenent’s plan can te valuerle 
m there is no seddle-point in the rare matrix. ings 
intelligence allows a player to maximize apsai"st a Ssirzle 
enery course of action rather tnan .azalnst his wncle 
spectrur of capabilities. ne) nes Ust the 
Mereilicence iS not surificientily complete tc identi:;x 
ENUucle course 0% action, vut does eliminate vertain MUT 
enemy strategies, these letter courses o7 
treated as dominated and discarded f*?ror the. “Tatrix, 
use DNE UeNlenuce iss E€qQuivelext to ii1istine 
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Mentions insteac of Enery capabilities. Arete ye 5 
intelligence is rélatec to tne difference ostuween tne 
minirax and the ra»irinu--the smaller o a the 


Mess the intelligence is worth. RTC se he On 
The value of deception is in the change race to the 
En uott Matrix Which is apperent to the deceiver bit not to 
the Target. nom: enrorssopeoascompaender Can use sSecenticz- 


cc unter the enery s proper course of action sc tnat he 
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Eu: use it. The superior force commander vag use 3 
No increase his peyoff with regered tc acscorplisrmert cr 


EM -:uons. reóductlon o$ casualties. or territory exchasge:. 
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eee On SE CUulG be ces. 2d 059794556 an operat 
advantage. onm cce cS GP Ecco. 5t surnris- 
IE -M  rcocenery Is not the gcal. ete X cpesclticg ODera- 
mus scvantazse 15 a Zool which provides clarity cor the 
Meeeption mission. Esa a toto Jecertiorn is 
Ep x oorsisetec anc Erro ted witk t^s operations olen 


Adel herefil. 


Oztimizing deception requires the establish a por s E 
ity, coordination, anc orgenization. The deceotioc pn E 
prlausitle and confirmable. The optimal deception is besed om 
the target's predispositions and is  adaptetle when tre 
situation changes. The use o^ deception reculires the 
initiative. 

The modes of survrise and the intensity 3f surpri c E 
ideas which provitze a Starting point for deceotion TIM 
reception planning requires ¡masinatior to thin, COIN 
right work to successfully deceive tae enery. It recuires 
knowledge to deterrine the deceptio: measures "IIS 
possible. It recuires intelligence suppert to cetern MM D 
regsurescthg t Vere oO nies 

å rule of thumb would be that a d@cestion stcry Sh. 


designed to produce surprise in two podes rather then =e 
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nat 
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ride. The rule way be Modiried 11 Gertela ouerallon SAS 
it right seem necessary to attempt tc gai^ surprise 230] 
or Wore rodcdes in ord=r to insure trat surorise 15 e Ie TE 
et lest two modes. The cecision wculcó sepend ¢1 Now Coe ee 
tiowily critical the cesceptiór was and 07 She 2] eee 


increóosec costs in terms Of dscepLICcOQ HssSeLSM sca a 
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he difference netween coeratioral Cecerrio. 20s ee 


Vivision and coros -level operations adoa a e a 


SUD ISO brigede end | lower level  optratY955 rust Ce 
Dec eg T E Teception Peascures to supoort se Dc ERN 
CON gil DOM recoTe an citoTrollc ar uh cp O 


feee privary feasures are signature reduction anc felse target 
EENeratior. 

Signature reduction must go beyond the cerouflage end 
OPSEC procedures already being implerented. Signature reduc- 
w should he eExpanced to include multi-snectrel Ssifral 
EN sPssIon anc the avoidance of predictable patterrs. False 
mimeet generation shotld te supported by realistic dnd rug,ed 
n < Of decoy equiprent that cen be quickly erplaecel cy 
lut Line <olciers te confuse enemy target ecouisiticr. 
There are two primary terefits that are expected from the use 
See Such. devices. Nue ener Will waste Munitions on false 


Iue2ets anc the friendly forces wili be ahle to €rgege more 
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lucrative enemy targets. PSA shots ce) TE t UD against 
[meme ry voat Maneuvers to engage a false target. 
Deceotion has a plece in modern war recause of the kuraz 


mevolverent. Ln nol ns tt eo TS PbO utmelcde GWEC enti 0 


} 


:J 


ero options it rust be supported. ASE URSS ea. |, 


target simmietors, ard intrusion devices need to oe ceveles 
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Me. and cost e fective. ee Cris 10 1mbporo- 
NN SEU tio Leche ues, mo Mene, and obscrrzarts IS 
ME cESSary. 

reception foices rust he made available et division 


level. The size of the d@septior Forse reed not re larze as 
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Ep -cassicned? deceptyor tasks oO" an ad -hoczc 
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are, however, certain tasks and specialized ecouipre eee 
Will require training and maintenance.  Periocic requirements 
for a platoon sizec deception force could be handled as a 
unit tasking. 

Deception planning forces may require that c team pe 
assigred that duty on a perraneut basis so that” ro Er, 
tecome deception and counter-deceptloun experts. Irem 
is a Gó pleinmine Fun biom Increase? erprasis on decertion 
Tay require that the deception otiicer per*orm th3t pu M 
oS e Single duty. The officer should be assisted rty at least 
one soldier capable of maintaining deception F loe ae 
cemputerizei deception data base. 

Cuentifiatle ressures co feetrer ti wemece same necessary. Loe 
is gessible to establish a quantjitetive retinc for acc m 
Live e€Ve@ivari on. An eramplé of thet ls the nancdli“2 5G p 


ties rating scale used for test pilot ratings 01 e T r ML 
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aircraft. Such a syfter right be apolicable to the decaer EE 
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rrogi [3ef. 198] If results are recorded 11 a scien oio eis 
Tanner, they ray orovide e dela base "neegec for COPA 
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analysis DUIS Om. Corputer algc-ilthTrs mi- -nT E 


evallable te provide on-line “battler ie laa c uc, 
deception effectiveness, optimizatirn measures, asam 5 p 
VECERL LON Meacuge ce 

A auartif®iable data bese is ais^ neoessarv "57 118 1s2 


tlonp cf? the decssptlon etfecet Iron Otr ermen eee -re wi otia 


data vsec in this. thesis provicea a Tor e eee 


SO 
pa 


EM ccoortions; but 11 1s only sufficient for an indicaticn cf 
trends. Parte Of sums nesisii or Exerple, tried to isclate 
merece .etíectiveness effects from the deceotion effect, cut 
the Wraley data suvecified only the relative forues. 

Force effectiveness is not merély torces rultipliec by 
casualties. poo acc nanpIoSSugc used j? this thesis. There 


mE ET 


pa 


MIE: Parareters which combine tc define fórce effe 
Bess T completely, put they were not avallacle “rom tre 
haley cata. Puri CIAO del does Gecount er ferce 
EN Ulve»ess: in a much setter marier. sic ato 
acditionel reseerch applied tc the ceses in the “helev céecen- 
Mio ceta base misbt allow the Dupuy model to we vsec. "he 


Er: @ifecting battle outcomes anc tne interactio:r of 
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IS lente mora SL Leci Ti ally identiżie2 vsine the 


mera clgecrith@r. 


VIII. nECOMMENDATICNe 
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There are three recommendations that will be made. Ce 
first recomréndation is that the U.S. Army a@opt Shae vee 
theory of alternative objectives within its  existirg 
decision raine omeces >. The second recorme id at 10 ia LL E 
concept proposal as to how deception car re planned end 
executed at the division level using the exist" PPK n 
Structure. The thire recormeacation is that e COMA 


anrelysis of operationat decertiogNM cp MUN ss 


A. ALTERNATIVE OBIECTIVES IO AS 
Sun Tzu, the great military expert »* anciert 
eq visco Mins Ao "he Art of War, that, the altin P 


disrosing ore s treeps is tc be without «scertainerle snare. 
Ther the nost penetrating spies carnot py in ror moo 
wise lay plans ancil anaa A SN 

The author of this thesis believes that Sun Tzu < oor E 


of the shape of the enery is the sere as the Toaern ices 52? 


needing to be atle to see the Carie ic =o oe 


lea 1c TERE 
locate Sphe enemy nr e The erery “orce js sortie MEM 
location, faction, -S12 ICA Ihe pattern tn g 
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develops is the shape and it provices comrosite in“ormation 


ta E 


tD 


en je"teuticascas well E caperili ves. reing arl 


the battlefield” requires the. ab E a ti 
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existing enemy sitnation, eNalyZe 10 Soor ir Ro R n 
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NI pcs nu Oro ject the future situation based on the 


present one, 
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The fundarental military idees vroposed by Sw 
s; applicable to modern war end, in many military 
sir les, his aphorisms have become cs feriliar es those cf 


Clausewitz. 
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The legicel ideals of Clausewitz are exerplifiec by E 
mernciple of the objective. DieMeDPeO Ul VeulS tcc ev Tc 
Mees olarning prosess of the General Steff Syster in whicnr ell 
ENT O TU DomeecareamrowdrcS ettarnding the once cormroun ch3eoctive. 
3arton Whaley observed that most *attles since 1914 have 
No tened end lanached with tul a single Objective cr rcal 


Ma mince. Ref. “1727 Vics Gives estee ais. *esreton- 


in 


Eur process in Such a Way aS to Insure thet the sictele, 
ELI E 07 action 1s chosen cor the obiective requires. 


NL Er of this thesis ccntenn3S tral Executing < 
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meee COUrSe Of action provides a definite shave tce a fcr- 
MN c este FUNTION ch the 1@catior and corn 7sitior nr 


Kuu i res, their direction, and their speed. ‘The shee 


EN cen tie Ly thewactions of --eorbat Subport a3? 
EEUU service Svrport vnàits. I Oveats a tivity 9^ 
Meal forces provide the enemy a chance to see tte 


Metlericid. The ereémy can observe this shape even i? it is 
r complex. 
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Mee technical advances in battlefiele reconnaissance ray 


ucc Pe"CceOTIOU or the pattle-iele possitle. The 
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robility of modern weapons is such that the enery who per- 
ceives the obviousness of a single friendly course Sf artis 
will be able to Internac 

Tris thesis has proposed that deception can te usec to 
alter the shape that is seen by the enemy. A misleading 
deception would use illusion to transform one shape iata e 
cifferent one. An ambiguity deception woul: "Pot 
additiona] shape or shapes to keep trhiecesyery from fr re 
tne ¿correct Ome: «his thesis has also showr the AIS Gee 
advantages that have been achievec when the enery has rale 
the wrong ceclseious. Teception seers to oe the obvio NEL 
effective rethod hyiwhich the shepe of tre singcle coor E 
actioni eon be con e e, 
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It does not seem pruücent to assume that deceriies 
will work for every cpera lon: Fistory nas sncwn that gee 
aecevtiors do not always Succeed sd op ten Prey Cll M DE 
a. Shall bac vae tare, The optimal deseptionrs heve “eer DM 
that are based on the preconceptions “CP thence G p P .he 
questicr js what shovl?2 be done i" ihe every doses nores TN 
preccaception, if intelliselce Carod wsccTDUO PITE E 
«ituetion, or if there is sirplv no plausitie, ceric ML 
werkatle deception course of action Minero vaa 
nera tions may hare 10 De conducte without e e MM 


reception is terred as a corriel newe Taa e a ee 
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is rot a very gnod esset 1* it canrotobegsvocc o ee 


eration. The anthəor of this thesis sugeests that cecéntion 
Ee Part Of every operation if there is a charge in the 
decision-making process to adopt the "alternative objectives. 
Mc pe originated by Liddell Hart and developed ty “haley. 
The suggested change in decision-maxinzg is sirply 
that the staff continuously evalucete alteranetives tc the 


meser course of action. A well defined objective remains 


EE atia] to planing; however, it is reoli2e2 that tnere i 
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K thaneore vay to achieve that objective. a UE ao Y 
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femme vO the Ofjective ere kept in minc. 
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Continuously evaluating alternetives.is ncthiag ns 
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Meas iS gs normal function of corrané ant cortrel. I nemen 
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EN UM Fes ting thet the oreBess oe pace sli-ht'tiy vere 
Formal. In e PA which Ticht heve res 1 cae cr 
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Mero t1i0o=s presentec at the Course cf Action Frief, ere: 
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meme rent as a working; file. Mie rea plap sas lc ° 
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uu cHSiedily reviewed curing thue op9€waticai to refresa tn 
minds DIN cUhne- nhsunere ¿abone oOSsmpolrts m the 


alternative rlen. 
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Mc dato: Wey chales entes curis the course o- 


ENS» Chat the altertqetive piar n rers tre nhlzhest 


pmesbanilijty cr success. It seems reasonable 
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change must be Made, "nat chenge shovid be to adoot an 
alternative tant has teen Cererilly evaluated. 
A AA e native pres Treacy inet least 
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Ec or" onla Simpl? *¥edecisioi-rakine under stress. 
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would alleviate the detrimental effects of cognitive ana 
perceptual piases. Further, it right reduce the chance o 
having crisis decisions wmanipplereo mr c een) 
The notion of alternative objectives is not new. 
Barton Whaley had studied Captain B.H. Liddell Fart s concept 
of alternative objectives and noted that Pierre Jcsevh 
Fourcet (1729-1780) had expressed the dictur es follows: 
"Every plaz of cerpaign ought to heve several prencres 
and to have been so well thought out that one or otie Jp 
the Said braaches canaoct fatl or h oo o e N 
The idea o“ alternative objectives is coc CEEE 
prevaring several ccurses ct action fer each plan. ne en, 
could be sold on one course of actioni Whe a coL 
course of action is implementec. The euemy thet sets Seem 
up to oppose the correct course ot ctio comic. de DL IL 
by e switch to a cif erent course occ n 
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It is necessary to question wpether the concept mior 
“alternative objectives is in opposition to the piire rroi NE 
"Feintenence of the objective. Tne enmtnor of this MAA 
conte rds that the two need rot be in 220p0051it10a, DTE s 
Cen be no question as to what the ultimate ob ‘ectie 1s 2D 
concert of alternative a^bieetives rust ne atali- ro 
insure that tere 15 16 Suc QUESTION 1inis section ci 
ee will nse tne alternative ^?^b3ectives (yes s 1 
expressed hy Fort and Whaeley tc introduce the pocsicili v PD 
iual- paths to the same tina te oss = ne duel 95998 


are allernative «e5urses o^ actior that dec O 
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“Alternative objectives Should apply to intermediate 
Steps in the path to the ultimate orjiective. The nath caz be 
changed along the way because one finas the enemy tc oe 
mer ine in force along the path. MS mesi ray he wiser 
Mmeomeeo around an obstacle than it would be to remove the 
obstacle. PeO ot ratter as Lone as the en) result, 
Mae Ultimate orijective, was satisfied. 


Cntiewewasvect Of Tne model 15 that the staff would vay 


fore attention to alterretive courses of ection. oa rna 
believes that the commanaers are alread; doing this. ne 
mpg 16 that the commancers responce quicxly to charzes ın 


EIN il lion but the staffs cannot. Fattlefieli “ccrran3d3 
and control can implement a plan rapidly. The staff reeds 
EN Dc are jn edvance to react es quickly. 

A lira tion. TO the py S o° “alternative 
objectives. is that there may be higher ana lcwer order 
ENectives. An  exermole of the ultimate objective rípnt pe 
Ncesccvringz of a Particular road Junction. me Palle alive 
Objectives might ce: (1) control the terrain trat corinates 
tae road iunstion, (2) cestroy all enemy ?orces Ly tne artis. 
(3) successfully attack elsewhere i^ order to oravw the erer7 
away, cr (4) deceive the enemy into volyvntarilvy moving ic 
morcec. Dco coger WEEDS IGG hin) 1S tO accomphish the 
Musei. Tie Tover oroe ot lectives Ta; te to cecure the 


EDI en toy (in the mweguiexest Lime, with the srallest 


4 
* 


EM src cf ArtuUnivired, Or with tne fewest casnalties. 


is obvious that lower order objectives may impact on mM. 
alternative otjectives chosen by the comrender. 

Other lower order cbjectives may be more systematic. 
A commender may have a lower order objective that derands 
that he follow certain rule: One such rule is that flanks 
Should never te left exposed. The commander woulc foll sEm 
patr which allocates fighting power to reinforce weakness. 
An opposite rule would be to reintorce stress O 
is succeeding then the ccmrander would continúe tee 
priority to Winer) verti. Reinforcing strength to 3o 
exploitation is e path which disregards tnreats TOM 
flanxs. 


The alternative objectives" model is 8 contirvovs 
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He mo 
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process cf change as themes q POMMES D ro EN 
assumes that changes will be necessary in ary Dlan ana 


anticitetes them. SII Tzu pulmi Sa 


“Now an army may be likened to water, "or jus ip 
flowing water avoids tne heights and hastens to ES 
lowlands, so an arry avcids streapt^ end strikes vedz iE 
And as water shapes its flow 1” ACcordcatce WU Tae 
grougds SO an army Tenapes dits victory in »cocorcsmmm 
with the situation of the erem. | E 
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Tne vee ct deception is €1naiced. by e161] 2 cee 


duüusbity planila moce ll. The most sigri zant advirta: EEE 
that the operation becoeres .a “Se&renliom Qt c > a 
ceviatior becomes anr urexpectled evert. Each choice o 


indirect approacr defies enemy anelysis 43S each nio o m 
operation trav have alternete objetivas dl pon wn A 
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A simple exemple will be used to clarify how the icée 
Me lternative objectives can be used to achieve an 


operational advantage. The situatior is shown in tigure 1. 


FIGURE 1 
ALTERNATIVE CEJECTIVES SITUATION 
PRIENDIY FORCES ENEMY FORTES 
Lien (DEFESD ING; 
FORCE A | 
0BJ 1 
FORCF C CEJ 2 OBJ 4 
933 3 
FORCE 2 


Duc i Cro] §“Civicio07 Shenr ìf figura 1. has two 


memmityed brigade task forces, A and E, with tas: force C in 


Reserve. the ultimate objective o* tne division 1¢ tn seize 
Paysicel ctjective 4. Tne ery Seres) as 7 ar farw4 7c 


e cut as Celermined Vo retain the corirent terrain 
Ie tve < and has positioned its reserve “orce there. 


IE Tien is ton conse of actics OT Cae 


mere; yam je a ground assault by A followec ry C Hs 
NS VE ¢ threuen interrediete or sctives 1 cond 2, one 
EE e plan i>  tomeeirnobile a portion of C to 


obientive 3 which would allew RP to successfully attecrn 
ne l jue & once it haas arrived at 3. EU cM upon = 


mr DCcca»nct te @eelerentec as Ilene aS the eremy is at 7. 


The location of the enemy reserve is the key to the 
Operation. If that force stays at objective 3, the divi TER 
plan will succeed although force "A" will pe subiecte TEE 
heavy casualties. If the enery reserve roves to a pion TPR 
position between objectives < ard 4. the division plan will 
fail. The enemy preconception about the  impcrtence of 
Objective Šó car he used to advartage. The enemy om s T 
will keep his reserve at 3 at least until he observes the 
direction that. & takes omcont SESS objective 2. ACI 
point, the enemy cormancer will have only a snort tie 
Tame Ene «rien. 2echlei;oni 

The deception plan for tne situation ls bas EUA 
alternative course of action. The deception story DENEN 
the attack on objectives 1 and 2 is àa diversion toe 1r 
enery reserve away fror the ultirate oc ective whica is 5. 


Tne airmobile operation wiil take place once the reservene 


rr 


neved. The mission of the airrcrile force is ICONE 
objective 5 until relieved. 


The three comhat forces particigete in manipul nE 
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communications deception to. poriTey tie R o ¿l (C DK eee 


Force Ü  "n?^ergoes the airrcbile rehearsals necessary “o 
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Such a cerpieX oneratioa. ñerial reccnnalssSenceé 15 cent sP 
oT objective 2 in such a way es 11 salis "ec P PIPER 
acedas cf tbe pladned operation ea ME 

The theoretica: analysis of this thesis wovlc curr ami 


that tne nreconcerptions cf the enem vj rü n pp. eee 


w ficiently reinforced to keep the enemy reserves at 
Objective 3. That reserve force will b€ kept out cf the 
K l and will have to be withdrawn once obiective 4 is 
taken by the friendly civision. Me Va LUN the aecen tion 
is that the enemy is not able to use his rorce effectively. 
The value of ‘alternative objectives is shown if the 
EDS UisPesardS the deceotion story ard «moves his reserve 
Morce tc block the obvious attack. iweb reserve force lis 
again Placed at a disadvantage Sinvs the alternative plan can 


be immediately implemented. The DeC en res ie, 


fu 


meordination, and allocation of airmobile assets vas 
Ex mcitshed as part of the pcrtrayal of the decepticn stcery. 
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jx Imedgtamelececutlon cot The valternative tian dc 


memerate partial enemy surprise. AO aty, ~ it 
executes ageeviatle “olan which produces ea Cnereticnal 
Beventege Which insures et leest partial su-cess. he erer; 
commander is faced with two choices. MEN EOS SES ET VE 


MmeGee to atternt to regain objective 5, it may be suc 
END cc fror the rear er flans by the £orces fror cojective 
A S oer naad, tho eac weorFendcer Tust retcoenize 
That his forces that remain tetweén B and obiective 3 ore 
K tO pe CULL OI 11 ne does uot receíin objective 5. 
AttacKing otjective 7 wlll heve disedvanteges. The enenrv 
M caonuc*toface direct fire to attack the cominetinge terrain. 

E OO eL pon at and the taxis ot 


oie Ss is beYcntestae scope of this thesis. IDE S 


AN 
a 
p- 


obvious that a new situation exists. The new situation is 
Tore “avorable to the friendly commander. 

An advantage of alternative cbjectives is tnat the 
deception planner is always provided the oppo»tunuib M 
Practice his craft: The enemy is always presented with an 
ambiguous situation, The reason is obvious. A plan wid 
changes as the situation changes cannot be compromisec nor 
can jt be predice os This is a siz=ni“icant acvanyatac E F x 
the present planning process because it increases the enemys 
Chance of waking the wrong decisions even without) (n= LL n 
an actual deception operation. 

The author has suggested that the alterretive 
objectives concept is rot ir orros iiO e oe principle Du 


| 


malntenamce CH {hr On crave. It is possible tiet EM 
e 


concerts will te opposed in a given sitvation ent There 


of alternative objectives must not te used. It is HE 
possible that only one viable course of action exists. y^ 
vietle alternatives might not be compatible. iterna i 


obfectives rar only be used in the right situations, 


Figure 2 presents the conceptual ficw cf) Tecra 


ae jt Pigrt exist 12 4 Operealios fon e altera" s 
Chilo lv concept is implerentes csin (72 0 3727) eee 


Of action as Flan A (operaeticn) en3 the seeouncsry com? cc 


action as Plan EF (deception). 
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FIGURE 2 | 
LECEPTION FLOW UKIER TH2 ALTERNATIVE “OSJECTIVES” voDel 
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The central idea of "alternative objectives" is the 


concert of naving two viable courses o; actlon rS TES EIU 


just one. The alternate courses cf action must heve a 
discernible difference. The. targete ristit Dr ve the 
difference. One option Might be for gaining key ternos 


while another option right be for theses tree. of MEE 
enemy forces. The courses of action might be ditferert ir tre 
rodes of place, tire, strength, <style, intention, OA 
Might be different in combinaticrs of several pote NE 
interrediate objectives need not all lead directly to tre 
ultimate objective. The path taken might simply be the path 
of least resistance which retains the initiative. o NN 
enemTy force iS manibulated into positions of disadvaxrtaze. 

Listracting the enemy's attention with actione Senee 
he cannot anticipate shovcld provi¢@e ee es a “naley 
Quoted Liddell Fart as neving said: 

“To insure reaching an objective one shoule heve alter- 
nate objectives. For 1f the erery is certain =s tom 
point of air he hes the best possicle chales ci r s eee 
hirself end blusto.3e VOLUME SO Tf, on tne other ENANA 


you take a line that threatens alternate otiecltiveo Wp K 
distract his ming anc His Tor M CENE ol 


r2 
ras 


Intelligence remains essential in tne snoport 
CVS IU ye peor n ia. Intelligence must alloy tre corna ic comes 
xrnow the enemy so that Une alternative plans can se s^ 
back and forth to avoid the enemy's streactns. Intelil ce mE 
must als^h find enemy weaknesses and this iy ertell them 


to discover ary or all o* the preooncseprilo5s crore neu 


ee 


sona s s rhe CNC Y predisposition to act in a 
Servdain manner is essential to the deceptive use GL 
alternative plans. such knowledge allows the corrander to 
choose one course of action as a deception while the other is 
chosen for the operation. The feedback channels are also 
necessary to signal when changes to the plan are needec, The 
Sraiees ray te Simple timing modifications designed to vlay 
On the enemy s mental biases. The changes mifsht interchange 


the deception plen and the real plan as required tc itsure 


that the enemy is always wrong. 
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There are times in any operation when the “sos 
War” is such that intelligence is unable to reliable predict 
the enemy situation. The temporary advartage that the ererv 
ferent have et such a tire om NES Came Ac ery is els 
K G with the ambiguous situation provided by the alterna- 
tive objectives model. AS hom. the olen during à 


‘fogged situation could be mace 17 a totally rardom manner. 


Men hnecretical  advantege of rendor behavior could pe zsh- 
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EQ CUTE racina tact reS "reas patri w5»uld se ecyal 
viable in a fogged environment. 

Teception is thew basis see “Whe elterzative 
otiectives  mcdel shown in Figure 2. The deception is tnree- 
meno ie meen POG eecePLlCdtes)sS that the operation that 
Peeves s tse]: a@ ~eecentionr ioecarse it is basat cr 
Comme ceot ECCI VES aletmewkey tires duride the battle. 


Hu CeCCDLION AS MINT la "Pin that it 16 nasel cn 


achieving ar operational advantage rather then generating 
surprise. 

The operational deception corcucted at division level 
is the second of the three deceptions. It fccuse po 
confusing the enemy as to the final objective COS 
Campaign. Theoretically, the operational deception Sup emman 
by the central deception has a muck greater probatilit E 
misleading the enemy than does a deception supporting a 
Single cole tanta The ambiguity procuced By ee 
central deception should insure that ambiguity is TRES” 
expected  resvit of the Operational ec op oe Tre sos ee 
the cperetional deception is recucec to achieving 3099 DE 
at the final o The scope of the ceception is re- 
duced and the ros simple anc elegant solutions pecore 
viable. | 

The third deception 15 a karti a. deception con AN 
by the raneuver units during each phase of the operam 
The tectical deception meesures would rely on moceru deve 
such as false target generators, frulitspectral acc, 7. ee 


Comrmvnications-node simulator -F These devices world trep 


"7$ 


bined with maneuver to portray One p syn) B o was 
in effect. The tactical deceptions would #312 aa ODEra Tae 


advantage -for the maneuver forces Ive nto Aci SÓ 


f1) 
6— 
cn 
O 


Olea > enery rulerss no capuc cevceptio" wo 


Penerete ambiguity to snunpport the central cecebpbbon wil ae 
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requireregt for addjitionel sn n THE  tactical cece Jr 
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EE 1221s provided by the alternative plan. nes al not 
r CUted in the operation is the path tc be execute? in the 
deception. Signals generated along both paths provide the 
ambiguity. 

The threefold deception possible when using alterne- 
mye plens optimizes deception because it goes tevond the 
waro] deception practices that were reviewed in The 
memerusiois of this thesis. Aten e plane reduce. the 
Sk that the enemy might cos S S t lu pete] tC eee "tee 
Pewenacly oOnreration will proceec. Alternative vlaaningz ces 
reduce the derancs for quality intelligence, ut it does 
KE U GO rors “Security against the vecsSionility that the 
Mmeeellicerce 15 wrong or that it becomes "fogazed . Tne reel 
provides for the cooperative use of operational end tactical 
Mereéeptior at the division level. Mate Ss heise) Teo e ra - 
jes itself is basec on Ceception. Tke model seers to reet 
mee e irate mace by Swn Tzu that all warfare is baseo 77 
woon. Ref. 174]. 

a jt T) S  dteseiteraative plex at divisir level 
meta sgtis*y the presert requjilrervents -or ?2&cEpticn. The 


cis search for paths of least resistance prori 
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a men cous Operational edVantages while presenrtin.; arrisr1ity 
Signals t3 the enemy. 

gee Goreme be voIvVvec with reinteinin2dc 
EM un. [sive planc :heccpNCcal 1ssue is *l^Zia31r edditi^-- 


ES CO ic On G mem liasbessec neec Yor plannirs 
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ànd coordination: The author of this thesis recommends M 
thesi al ternit ive objectives" model be adopted as a slight 
modification of the present plannisg process ano pesona 
through automation rather than adgdaiticnel mreupcwenm A 
multiple user  computer,/word processor serving the planers 
would allow an increase in efficiency which would offset the 


increased requirements. 


TFOFPZION PLANNING AND EXPSUCTON EY A U.S, AEMT D Y RRQ 
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Tactical deception can pe dope to support. U.S PE 
Prizede leve perio: Significant benefits cal DOCS 


tained simply by supporting tactical decentions for tro K ppp 


line units and this can be done with only a modest investreat 


im resources. ine use of? active camou^isce to comics 
passive carcuflage is a cest effective reasure which carries 


alrost no overheac in terms of platnritg and Support. MIA 


which costs g thoussud collars, for Xermole. iS c sp 


o) 


effective if it saves only one tank. The same decay cot TEREE 
milt tough enough to te killed rany tires. “112 author @ 
trnis thesis recorrends that procurement af tactical ECETIA 
devices for ell combat units re “eveloper”, approver) AAN 
furdec. 

Creratjo2al deception can be done to Support 01,5 ae 


division level operations whether or 19t the  elternaetive 
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nhjectives ponerlo The difiere eni err 


ticna] deception vnnoer the alterdcti o 5 Nl UEM oe 


WOC. prorabi wot Pe require qv a alt "ames Ee IP 


pasional “—fdnipniative deception necessary to supplement 
the built in ambiguity could be handled on a case by case 
basis. nere utine v:e of deception? as a combat rrltiíplier; 
however, would overload the part-time resources thet present- 
ly are used to plan and execute deception operations. The 
author of this thesis recommends thet operational deception 
be planned o2 a routine basis and executed as often as the 
situation demands. 

The requirements for increasing the use of oneraticnal 
deception follow tre arguments developed ir this thesis. The 
we e Or secrecy, organization, and coordination procuce a 
Substantial resovrce demand. ÜComwetitlon or resources of 
the civision is such that the requirements will heve tO re 
EN BG using the existing force structure. EU vrorocal Ser 
un 0. dO that will heve significant crawbtecks end uM 
produce many reasons why it cannot oe dore. ane ewuror of 
K vnesis recommends that the resource proolem shnoule oe 
jO in terms of how it cen be done so that an eventual 
EmDDUPOUMSe can evolve ints a viable deception ormanizeation 
Peeemoperetions concept. 

PhemauthoraebDroposes same Solution to the CEC COTON 
mesource problem. [ii e Se o Mena ed as austa™tiirs point for 
Fu í on o Sludicgmcs 10 @ees provide ideas as to hcw cecen- 
morse coOvid be done at tie division level withcut increasing 
aan sane the fopee Structure. Wee scolutio1r does involve 


sore changes in roles anid responsioilities. 
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The commander remains the central cheracter in 
deception planning. The corrander must extend his corrand 
and control to include the enemy py retaining the initiative. 
He must keep the enemy’s possible ovtions in tind and must 
try to keep at least one rove ahead of the enemy decision- 
raker. Fe will retain the initiative if Hhe^Ys able tou 
the enemy’s options and menipulate the enery's forces into 
positions of disadvantage. The commander provides "oS MM 
both the deception plen end the operations plen tops 
that the central aspects of the piers are complinerter @ 

b. Coordipadti0ge Stam Eel 

The coordinating staff level contains poH METUS 
talent, krowledge, ard experience that allows a TE ae Lc 
condust efficient operations. These senior persornel manage 
and direct the action staff and they are the rprincivle 
advisors for the commander. They rarely becore as direc cmi: 
invelved in deception planning as they dc in Opero EEEE 
ba ies 

The proposal is that theeeemmancer selecr 3 NL 
rriate  perscnnel from the coordinating staii level, G 
ther with sere additional expertise. anc charge Uh sar %up 
with rroviding the ceception guidance necessary tc tran r m, 
the desires of the commancer into cohesive aecertion c 


Oc UE This group Tight reet with toom omr oe 


Boerne Tessmiucmdiceress deception requirements ^or the meciurm 
to long range battle. Deception may not oe applicable to 
eeery battle and this group might only meet occasionally. 

ThegcuDbonMUNEIhis thespswNwoulc call this group 
the Extended Battle Plenning Group and would organize it 
with well-exrperienced personnel. The grovp mizht be formed 
around the division Chief of Staff and his assistants in 
Ke of the functional staff sections. emo ti eM < 
wculd te required as a rrinirur. AxecuU tie rortiicers frorithe 
ENT subordinate units might be included whenever tney were 
mvctiable and special Staff officers for ceception might be 
added. The decevtion staff exvert might ve a cecention 
EE IC y Nat ever Talk, a member cf the local resistance, cr 
a a Er Ed Civilian with special attributes.  "agicleans 
MisAt be particularly adept avr tne application o? illusions. 

p Acwron Starr Level 

The action o beers Gin the visio? eva f 
BONS actually cenduct mest cf the planning and coorcixze- 
muon of.orders. ue-uperw-estheserecuno" or the 
Emeration qas it preteins tc their functicnel areas. 
BEEN" sta 5 siprla Mot normally be involved in cé@cention 
Menning and executions 

d. Teception Planning Level 
fa dcosnoncpEniwusEcelleeshould re formed with 


Tu Á 


€D. 


Mies deceptior officer as the officer ia cherge ( 
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ECT LEuresentetivexshousdenesopnrovided from G5 cyeraticns 


G3 plans, G4 plans, ane G2 plans, the fire support oro» 
and the signal office. The OIC's for PSYOPS and OPSEC and 
the MI battalion (CE¥I) S3 should also be included. | 
The deception planning cell is a subset oONMME 
action staff but the separation is necessary for securi 
reasons. The members of the cell must plan the specific 
deception requirements from the guidance received from the 
xtended Battle Planning Group and must integrate the re- 
quirerents into cohesive deception plans. They must insure 
that conflicts with the operations plan are resoivec w 
compromising the deception Dlan TONTO CES R s: tne 


headquarters. 
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leception p rea ina 
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2. The 215 
The commander initiates duality plenninz. The 
Rxtended Battle Planning Group attempts to precict enemy 
actions, assign probabilities, and predict onutcorc mo 
possible scenarios. It also attempts to predict Por Bi 
reactions, determine Enery preconceptions, ame fo0cls ieee 
Sence TEeQuiTerentrs, It would be expected that nuci to mE 
work would have to te done in coninnction with the anelysts 
in charge of the All Sourte Analysis Center (ASA5) supponma t: 
the division tactical operations center (DTOC). 
The commander presents suidance ror duality n] SD 
alternatives tased on results of the exterced battle p c E 
rate. The staff estimates of the situation atten C area. 


briefed. 


Op c or ceno P adcuLon Onie ing 1s condtctet as it 
normally would be; however, the commancer wovld then select 
two courses of action instead of just one. 

The Extended Battle Planning Group would then conduct 
u Ul Sion of the two courses of action to establish dvalivy 


mene a phased approach of intersection points, decision 


O 


aat, Wilestones, or phase lines. I ME UO SENRELAOG 
could include a time line or snapshot approach. ihe revised 
Gourses of action wovld then be coorcinated ara receive 
cemmrand approval. et cGen@ed battle Planning Grtup wenle 
then prepare the deception theme and guidance fer the opera- 
ome l deception to suppert the alternative plan. 

ewe exe pnese wroune flow of cCecerticn planning is 
Some in conjunction with «etailed planning. ea ie l16r G 
planning section initiates (ieee lat eC Ole die Dy, provicine 
sn ince to the staf action officers. The secticr ers 
ma vervislon, the coordination, and the preperation cf the 


Bie) 


Dperertiors order. IU USNMISO pespens?t ole, -or disceminatins 
EN Prtlons order »y phases. the deception OIC woulo nave 


Mmemeworne closely With the plans OIC to establish the nor- 
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Pee cial sasoects of the operations plan which can be used i 
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Pre aceception to provide a oasis 3° truth. AI 
aspects of the oneration woule be identitiec to insure treir 
as IOo tre desoepvion JIC would then prepare the ¢deteils 
NE ED ION STO E Te -Uicarce that was received 


E Operations Inaforrevicn trat was provídec. 


The deception OIC would then form the deceptior 
planning cell and would provide guidance. The OIC weuld 
serve as the focal point in the preparation and (coordinate 
of functicnal aspects of the deception. The deception CIC 
Wovld prepare the detailed deception plan after the coordina- 
tion was complete. The deception plan would re reviewed py 
the Extended Fattle Planning Group and would be presentea in 
a decision briefing to receive command avproval. The decep- 
tion OIC would then translate the plan into an execution 
ratrix specifying the action agency, the activity. TENOR 
and the location. The execution of the pla? woule tenie 

The Extended Battle Planning Group would commAs 
continucus reviews of the envirornrent by applyiap the MIS 
ples cf iwar, cos of actions, cost effectiveness cot act MEM 
chances of succes, aad freedom ol actio orea e NEEDS Group 
weul? tase their evaluations on enemy action, changes i1 the 
enery situation, changes in enery preconceptlons, enc D 
triate measures of Effective we. The Greup would be 15 
position to appreciate the operational situatio e 
friendly forces and would be able to apply their pero o P 
expertise to reccmmenc changes 12 the Mecano aie Tos 
^rcup weuld te able to specify additions to the Ti otenn D 
collection recuirerents and would monitor feedhack on the 


decertior progress through reports from O PSEC E o 


(D 


intelligence, ane interrogation of enemy criciners (2. ae 


Group actions would 5e on a continvovs basis. 


DECENIO ECU Tian Resources ana Operations 

Execution resources are an essential part of 2 deren- 
muon organization. ¡he deception measures must re executed 
in a very precise manner if they are to convey the correct 
signals to the enemy. Horae cucEcoSUPOSOVer deocestion must 
be established. DOG DNAaBEOPNDhIsUUhMesys recommends that 
the execution med deen Sor be COT I ered d COF Toni 
Mmeeoisiblility of a suborcinate unit. The unit usec as an 
example will be the divisicn’s military intellisence 
maptalion (CWI). 

Mier cot regdtiremert 1S- or 3 cOmmander 9° the 
mecepticn forces. The MI tattalion corranler wonld heve tne 
requirec experience in operatiors and in intellizence. As a 
Marander of one of the divisicn S major suberdinete units, 
ieee ri cormrander has an established rélatiorship with tre 
l rs of the Fxtended Eattle Planning Srov. Fe also has 
eS. access to the division commander which wevld oe 
mesedtidl for such a1r operation. 

MI CORR Us a mery córelesz unit, but fer 
Bcc sake of argurert, he does nct have an atditicenal ct, 
The meee ae tatta No e aa ander ds also tre -iivision 
engineer. To si- no o (¿col)onnfeoynroacer is also tae 
Annin Signal officer. emo reretogei2telligeice officer 
Meee Gz, not the MY battatio? comrmmender. 

The second requirement for the execution forces is a 


Amma” and control orsentzation. Tew epf an existing 


(Y 
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force structure is an obvious improvement over an) eda. 
organiZation. Deception reesures may be required over the 
entire division area of operations. This requires communis 
tions which for security reasons should be kept encrypted cn 
nets that are not used for normal division operations. 

The MI battalion has assets located throughout the 
division area. Fach maneuver brigade is provided a brigade 
support team that is the size of a reinforced company. There 
are battalion liaison tears at each of the brigade  neei- 
quarters, The battalion heaquarters and the battalion NL 
nical Control and Analysis Center are centrally lccated in 
the division area. The ASAS at the [LTCC is proviced ea 
ranned by personnel organic to the "Il tattalion. The 
battalion has aviation assets in the term of tae CDM 
(lal een, Trere are battalicn assets located ia tre ditis TE 
support area and, finally, there are OFSEC teams and counter- 
intelligence tears which may te anywhere. All ctf TES 
elements are connectec using oro J j ou M 1 56M 
battalion commander owns rore internal commniscations  t59m 
would te found in an infemtny ¿Cro UU Ic i 
commevricatlons are in place azd Should be <utiivcient oe 
handle the increase? requirements fer deception te77rerc aaa 
COGer Od. 
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The third requirement 15 “99. Mercer SR A 


unit the sive of a battalion Snould heo c pe ol Pp Flex? see 


to divert small forces *or limiled Den n ED i39 


£e 


advantage of using the MI battalion is that it includes a 
w S variety of assets. sheni t oli onn nas 13 tracked 
Es JC in the TRAILELAZER, TACJAM, And TEAMPACK sections 
Which might be used to lay a false track pattern. The 
Mamba lion has more than twenty large trucks, mere than fcrty 
Herur sized trucks, and more than sixty small trvees. ine 
Vast majority of these vehicles are associated with Srall 
tears which are normally deployed independently an3 so mirkt 
Memeaven short duration deception tesks witncrl a sSieniflcent 
ul on their intelligence missions. Cueto te lios alsc 
owrs over a hundred geverators which provide  ccovstic end 
thermal emissions that are of increasing value in cecenticn 
ucereticns. 


MueetocurthoneocuirTEPent forodecerivlon executicn fcrees 
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Ma ability to provide the right sigñels to tae enery. Th 
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use of intelligence soldiers should reduce the 2€ 
ealed scripts thet would have to pe préeveredi ty ise 
vlenners. r uo C p e D E (So nl as: THAT wovld “ë 
Hr irpossitie dvrixngwewer. IAE mich casior TE te 
Ec sil2snalce were e =sterrined py tre erevgution forces. 


Mc totielwoneeold wse tne opersaticnhal and 
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unc expertise of Its Wore thea ferty officers and war 
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@tficers to advantage. Phe division $ expertise i* ell 
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n o 5 reo spo( pin i  ]]iseszsce 15 directly evailab 
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HERE rDPSttaldon commander who controls suvfficie-t 
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The MI battalion’s main function is to collect  esd anal 
Signals o? the enemy and it is in a good position to knows 
signals from friendly forces that are equally impcrtaq M 
the enemy. 

A fifth requirement for a deception executione AL 
is thet it must have the capability to suprort assigned or 
attached deception elevents. A bpattallovn-slized vrljt con m 
that better then if it wes attacked to the civislon Mg o 
CVarlers company: 

An WI battalion has the additional cavato E 
having an organic general support Maintenance Sepe ML 
comrupicaticns and electri Te ui preni: There will ùe c^ 
increased need for the fielding or rew deceotion ecur G ms 


reet the advances in enerny intelligence collectio Cape 


b- 4. 


ity. Much of this eavinrent will be electron) 14 225) see 


tde 
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will probably operate automatically cice 11 is pie. 


hos Lowen, Ihe equiprent will need to te stored, Palirtoirel. 
and transvorted. Tre authorized ranzins for such anm elem m 


ray have to be minimal. Support woull ^ave to 5E 00 IC cee 
a Nost Uait., 

The use of a battalion $1267 unit ln the exec t ee 
c deception creration should he ruch rore effioveat inc MEME 
use of an ad-hoc orgeniz7etio1 or the t- cmon maea e 
COnt re... The GQeceptiou rissica condi De namal Jd rj L G E 
manner eas eny other Mies. The existiag correrd and 


control structure ccuid Provide tne positive: a As 


r. 
CQ 


C 


mere adaptability. Une use of only one unit has. security 
advantages. ieee land tion 00 01e headquarters should ease 
mae coordination protlems. Thef ioy onthe decentTion o0pEra- 
meen could become a smooth and cdvious extension of cormard. 
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C. REQUIREMENTS FOR ADDITICNAL ANALYSIS 

Deception seers to be a wide open area in which there ere 
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